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Abstract
This PhD thesis with the title “Engineering Criminal Agents” demonstrates

the interplay of three different research fields captured in the title: In the centre
are Engineering and Simulation, both set in relation with the application field
of Criminology — and the social science aspect of the latter. More precisely,
this work intends to show how specific agent-based simulation models can be
created using common methods from software engineering.

Agent-based simulation has proven to be a valuable method for social sci-
ence since decades, and the trend to increasingly complex simulation models
is apparent, not at least due to advancing computational and simulation tech-
niques. An important cause of complexity is the inclusion of ‘evidence’ as
basis of simulation models. Evidence can be provided by various stakeholders,
reflecting their different viewpoints on the topic to model.

This poses a particular burden by interrelating the two relevant perspectives
on the topic of simulation: on the one hand the user of the simulation model
who provides the requirements and is interested in the simulation results, on
the other hand the developer of the simulation model who has to program a
verified and validated formal model. In order to methodically link these two
perspectives, substantial efforts in research and development are needed, where
this PhD thesis aims to make a contribution.

The practical results — in terms of software — were achieved by using
the multi-faceted approach mentioned above: using methods from software
engineering, in order to become able to apply methods from computational
social sciences, in order to gain insights into social systems, such as in the
internal dynamics of criminal networks.

The PhD thesis shows the research involved to create these practical results,
and gives technical details and specifications of the developed software.

The frame for research and development to achieve these results was pro-
vided mainly by two research projects: OCOPOMO and GLODERS.



Zusammenfassung
Die Dissertation mit dem Titel “Engineering Criminal Agents” demonstriert
das Zusammenspiel von drei verschiedenen Forschungsbereichen, die bereits im
Titel genannt sind: Im Mittelpunkt stehen Engineering (d.h. ingenieurmäßi-
ges Vorgehen bei der Erstellung von Systemen) und Simulation, während beide
Bereiche im Kontext des Anwendungsfeldes Kriminologie (und auch den damit
verbundenen sozialwissenschaftlichen Aspekten) angewandt werden. Konkre-
ter gesagt, Ziel der Arbeit ist es, zu zeigen, wie spezifische Arten von agen-
tenbasierten Simulationsmodellen unter Berücksichtigung und Anwendung von
Methoden der Softwareentwicklung erstellt werden können.

Agentenbasierte Simulation hat sich seit Jahrzehnten als nützliche Metho-
de der Sozialwissenschaften bewährt, und ein Trend zu komplexen Simula-
tionsmodellen ist wahrnehmbar, nicht zuletzt aufgrund der Fortschritte in
Datenverarbeitungs- und Simulationstechniken. Eine bedeutende Ursache für
Modellkomplexität ist die Einbeziehung von ‘Belegmaterialien’ als Grundlage
von Simulationsmodellen. Solche Belegmaterialien können durch mehrere Sta-
keholder bereitgestellt werden und dabei deren unterschiedliche Sichtweisen
auf einen Modellierungsgegenstand widerspiegeln.

Dabei ergeben sich spezifische Problemstellungen für das Zusammenspiel
der beiden hier relevanten Perspektiven auf das Thema Simulation: auf der
einen Seite der Benutzer des Simulationsmodells, der die Anforderungen liefert
und an den Simulationsergebnissen interessiert ist; auf der anderen Seite der
Modellentwickler, der ein verifiziertes und validiertes formales Modell program-
mieren muss. Um diese beiden Perspektiven systematisch zusammenzubringen,
ist substantieller Aufwand in Forschung und Entwicklung erforderlich, wo die
vorliegende Dissertation einen Beitrag zu leisten beabsichtigt.

Die in dieser Arbeit erzielten praktischen Ergebnisse — in Form von Soft-
ware — wurden durch eine bereichsübergreifende Herangehensweise erreicht:
Durch die Verwendung von Methoden der Softwareentwicklung konnten Me-
thoden der computergestützten Sozialwissenschaften benutzt werden, um am
Ende Einblicke in soziale Systeme — wie die internen Dynamiken von krimi-
nellen Netzwerken — zu ermöglichen.

Die vorliegende Dissertation zeigt die Forschungstätigkeiten, die für die Er-
zielung der Ergebnisse herangezogen wurden, sowie liefert Details und Spezi-
fikationen zur erstellten Software.

Rahmen für diese Forschungs- und Entwicklungstätigkeiten waren in erster
Linie zwei Forschungsprojekte: OCOPOMO und GLODERS.
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Chapter 1

Motivation and Problem Scope

1.1 Introduction
From the early beginnings of solving problems with help of computers, simu-
lation has been a prominent research method. In the course of time more and
more simulation techniques were developed and new application areas entered.
Nowadays, for almost every real-world problem, distinct simulation approaches
and techniques are available which allow to represent the characteristic and
relevant aspects in order to achieve expressive and reliable results. Hence,
it seems consequent that a still increasing number of scientific disciplines see
simulation as an asset for the repertoire of ‘classical’ research methods.

In contrast to typical ‘simulation-suited’ disciplines such as physics or en-
gineering, in the social sciences simulation methods gained popularity only in
the 1990s, although already 30 years before e.g. Schelling (1969) unveiled the
benefits of a presently very popular simulation method — based on software
agents — with his famous segregation model, which is part of any (social)
simulation curriculum today (Gilbert and Troitzsch, 2005).

As manifold and diverse the simulation techniques have become over time,
as steady and clear the purposes of simulation have remained:

• Training: to allow a user of some kind of system to get used with the
system, especially in rare special situations which cannot be exercised
with the real system.

• Forecast: to attempt to predict possible developments of a system in the
future.

• Explanation: to understand the behaviour of a system for which certain
parameters are unknown due to covert system internals or due to a too
high system complexity.

In the area of science, simulation can serve various objectives, not necessarily
restricted to fundamental research, but not less for practical usage. One of
those fields that are in the process of encountering new uses for the simulation

1
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method is criminology. The predominant aim in this field has been to utilise
simulation to predict potential ‘hot spots’ of crime, in order to inform police
strategies and operations with this additional source of information. A more
recent approach in criminology is to use simulation to understand the dynamics
within criminal networks, in order to find new ways for intervening against such
organisations. Police actions in this milieu are a very sensitive topic, since
the well-being of humans might be at stake, if such operations are planned
without taking every bit of available information into account. Thus, the
opportunity to get access to a kind of inside-perspective of a criminal network
is most welcome. As this is a new terrain for both criminologists and simulation
experts, the simulation approach has to be carefully selected, carried out,
evaluated and finally approved. In this context it is particularly important
that the simulation considers the domain knowledge and available evidence
information by involving relevant stakeholders.

This PhD thesis aims to bring together existing knowledge and methods
from computer science and social simulation, adapt these methods for the
specific requirements of criminology, and develop simulation software according
to these requirements. To scope this work in more details, the subsequent
sections set the specific research questions and the research approach.

1.2 Problem scope and research questions
Regularly reappearing debates take place since the early days of computa-
tional social science about whether to ground simulation models upon theory
or evidence, and about the relation between these two pillars of science in the
context of simulation — see sections 2.3.1 and 2.3.3. The question of complex-
ity of the modelled system is often raised in such discussions. In the domain of
social simulation, an agreement has been reached that evidence-based simula-
tion is a beneficial approach for particularly complex systems, when supported
by the envisaged simulation types and paradigms, and underpinned with the
appropriate supporting methods, such as data analysis.

To find the appropriate level of complexity for a concrete model development
task, the different perspectives (or roles) of the involved persons have to be
taken into account. On the one hand there is the ‘user’ perspective. Users
are typically stakeholders — such as policy owners, decision makers, police
investigators — who want to see simple, aggregated results and might want to
play with parameters and see the change of results immediately. This raises a
number of issues that need to be regarded:

• ‘Playing’ with a model for non-simulation experts is only possible when
the number of parameters is small enough.

• Results of simulation runs have to be validated and analysed, often man-
ually by a simulation expert or analyst.
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• For complex and large-scale models, sufficient computing power must be
at hand.

This leads to questions on the part of the ‘simulation modeller’, who is in
charge of translating the user requirements into software:

• What are the relevant user requirements in terms of model structure and
behaviour, and how can these associated with model parameters?

• What is the right way to implement the requirements in terms of mod-
elling approach and programming style?

• How can the model be verified, i.e. how can it be ensured that it behaves
as specified in the requirements?

• How can the model be validated, i.e. how can it be ensured that the
simulation reflects the real-world system envisaged by the user?

The simulation modeller has to deal with some tradeoffs these different
requirements and questions impose, and needs to find a suitable compromise
for the eventual solution. As for every software development project, this
involves the search for the appropriate development processes and methods,
programming languages and other tools. In the domain of simulation, this
process often starts with a fundamental decision between two implementation
approaches:

• Should a specialised simulation tool be used? This allows modelling on
an abstract (and presumably more understandable for the user) level, but
is possibly only feasible to capture limited and specific sets of problems.

• Should a general purpose language be used? This requires higher com-
puter science and coding skills and the code will be hard to understand
for users, but complex and multifaceted models are practicable.

In addition, a scope of problems has to be taken into account: the inter-
action between the two perspectives of the user and the simulation modeller.
The modeller has to capture the information about the topics that should be
reflected by the simulation model. This is a potential source of errors because
of communication problems, often caused by different meanings of the same
terms in the different (technical) languages. As the concrete software realis-
ing the simulation model typically remains a ‘black box’ to the user, it is a
critical task for the modeller to justify the implementation decisions and even
simulation results to the user, and at the same time being aware to identify
potential misunderstandings. On the other side, it is also hard for the user
to see whether his/her ideas are reflected by the model. Often the expecta-
tions towards simulation outcomes are high, while in many cases users are left
disappointed when the results do not fully match the expectations. It is an
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important and demanding task for the modeller to find out whether a dis-
appointing outcome is due to limited model assumptions, model errors or —
most pleasing — the discovery of an unexpected emergent phenomenon.

To solve these issues, the idea of drawing the modelling (and implementa-
tion) process on an more abstract level is generally a most worthy cause —
like it has been proven successful for typical software engineering tasks, e.g.
with model-driven approaches and code transformation. That such approaches
are not widely used in social simulation yet has to do with the fact that re-
quirements for models appropriately treating human behaviour usually cannot
be defined during an early specification phase in a level of detail necessary
to generate code. Often necessary model aspects only become apparent when
simulation results are available. Only then it is possible to judge whether the
relevant aspects are treated sufficiently, which are missing, and which might
even be superfluous. In other words, for many cases of simulation models the
developed software generates its own requirements.

Thus, an approach to deal with these problems should try to break open
the black box simulation model as far as possible, by making the program be-
haviour visible without unveiling the program code. Here, the work presented
in this PhD thesis — done mostly in collaborative research projects — steps
in, with an approach that combines model-driven techniques with traceability.

Objective of this PhD thesis is to tackle some of the involved problem fields
from computer science perspective, in combination with the perspectives of
criminology and social sciences, as indicated in the introduction of this chapter.

The intention is to make a contribution in order to render the process of
creating complex simulation models open and more transparent, and to make
the resulting models better understandable for interested stakeholders — and
to approach these contributions from different perspectives. Hence, four over-
arching research questions can be formulated:

RQ 1: How must a modelling process for developing evidence-
based social simulation models be designed, taking questions about
stakeholder involvement, requirement elicitation, model implemen-
tation, verification and validation into account?

RQ 2: What are the appropriate methods to be applied within
the different modelling process phases that are aligned with the
questions referred to in RQ 1?

RQ 3: How can the methods according to RQ 2 be supported
by software tools?

RQ 4: How can process (according to RQ 1), methods (accord-
ing to RQ 2) and tools (according to RQ 3) be applied for creating
a specific simulation model in the domain of criminology?
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These four top-level research questions — guiding the research present in
this thesis and revisited in the concluding Chapter 11 — provide an overar-
ching view of a technical perspective on the research addressed by the two
international cooperation projects introduced in Part I.

With regard to RQ 4, more specific research questions are formulated (and
responded to) in Part II.

1.3 Research approach and structure of the
PhD thesis

A major part of this PhD thesis is concerned with engineering activities, re-
sulting in specifications and documentations of implemented software. Other
than that, the research design — in particular in view of the use case in Part II
— contains mainly descriptive and experimental elements. This concerns for
example activities to familiarise with application fields, and selecting and ap-
plying specific methods of computer science.

Figure 1.1 shows the parts and components that constitute the overall re-
search approach, which are the basis for the work presented in this thesis.
On the top of the diagram, the four main pillars are exposed: process design,
theoretical grounds, software tools and application.

The process design relates to a simulation model development process, com-
prising six phases drawn (from top to bottom) in the first column. In particular
the simulation modelling and experimentation phases are focussed in this work.
This process is presented in Part I of this PhD thesis.

Each of the process phases is supported by tools based on some theoretical
grounds. The concrete approaches used in this work are identified in the second
column, with most relevant subjects of agent-based simulation, declarative
rule engine and visualisation (encapsulating approaches for processing and
presentation) for both results from simulation experiments and for evidence
traces. In Chapter 2, definitions and information on the state-of-the-art are
provided.

For each of the phases, specific software tools are mentioned that are based
upon the theoretical grounds. These tools are outlined in Part I in combination
with the process description. However, three tools listed here — DRAMS,
together with two plugins for UI and Model Explorer — constitute one of the
main contributions of this work. Detailed information and specifications for
these tools are contained in Part III.

Finally, a simulation model that serves as an application example is sketched
in the fourth column. The entire process of conceptualising and implementing
this model is the second main contribution of this work, presented in Part II.

Summarising, this PhD thesis is structured in three parts which are also
reflected in Figure 1.1.

Part I outlines the frame in which the contributions of this PhD thesis are



6 Chapter 1. Motivation and Problem Scope

Process Design Theoretical Grounds Software Tools Application

Utilised 
Subject

Legend:

P
a

rt
 I

C
h

ap
te

r 
2

P
a

rt
 II

P
a

rt
 I

P
a

rt
 II

I

Focussed 
Subject

Agent-based 
Simulation

Declarative Rule 
Engine

Visualisation

Simulation 

Modelling

Simulation 

Experimentation

Codings

Simulation Model 
Skeleton

Trace 
Visualisation

Main 
Contribution

DRAMS

DRAMS Model 
Explorer

DRAMS UI

Action Diagram

Actor-Network 
Diagram

Agent Decision 
Rules

Model 
Validation

Simulation Result 
Presentation

Model 
Verification

Model Code

Evidence 

Analysis

Qualitative Data 
Analysis

Actor-Network

Condition-Action 
Relations

Model-to-Text 
Transformation

Qualitative 
Analysis

MAXQDA

CCD Tool

Repast

various

CCD2DRAMS

Conceptual 

Modelling

Simulation 

Analysis

Code 

Transformation

Figure 1.1: Parts and components of the research approach

fitted. This part contains two chapters: Chapter 3 provides an overview on
the model development process and tools for evidence-based policy modelling,
while Chapter 4 shows a customisation of this process.

Part II demonstrates how the processes and tools described in Part I are
applied, concentrating mainly on computer science relevant topics. In three
chapters the use case is introduced and conceptualised (Chapter 5), then im-
plemented (Chapter 6), and finally simulation results are presented and inter-
preted (Chapter 7).

Part III then complements the contents of part Part I and II with a deeply
technical view on the used simulation tool. This part contains three chapters:
Chapter 8 gives an introduction to DRAMS, Chapter 9 provides the related
technical specifications, while Chapter 10 discloses the technical features of
traceability.



Chapter 2

Foundations: Terminology and
State-of-the-art

2.1 Introduction
This chapter defines the key concepts targeted by this PhD thesis. The title
‘Engineering Criminal Agents’ already indicates the three main research areas
this work is based upon: Software Engineering, (Agent-based) Simulation and
the application field of Social Sciences, of which the specific focus is on aspects
of crime. The following three sections clarify the terminology for each of these
research fields as understood and used throughout this PhD thesis, where
feasible drawing on standardised definitions1. In conjunction overviews on the
state-of-the-art are given. The organisation of these parts is top-town: from
the overarching concept to the specific topics relevant for this work.

2.2 Software Engineering
Software engineering as a discipline encompasses a variety of aspects. The
following definition of this term gives a coarse overview of the field:

“The application of a systematic, disciplined, quantifiable ap-
proach to the development, operation, and maintenance of soft-
ware; that is, the application of engineering to software.” (IEEE,
1990, p. 70)

Originating from this definition, a set of sub-disciplines can be distinguished
which concretise the different aspects. From the definition, three disciplines
can directly be derived:

1Like given e.g. by the IEEE — also in order to appreciate some ‘stable pillars’ over time
in this otherwise quickly changing domain.

7
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Software development: “The process by which user needs are
translated into a software product. The process involves translat-
ing user needs into software requirements, transforming the soft-
ware requirements into design, implementing the design in code,
testing the code, and sometimes, installing and checking out the
software for operational use. Note: These activities may overlap or
be performed iteratively.” (IEEE, 1990, p. 70)

Software operation: “The process of running a computer sys-
tem in its intended environment to perform its intended functions.”
(IEEE, 1990, p. 53)

Software maintenance: “The process of modifying a software
system or component after delivery to correct faults, improve per-
formance or other attributes, or adapt to a changed environment.”
(IEEE, 1990, p. 47)

This work primarily focusses on the software development discipline, while
software operation and maintenance play a subordinate role. Throughout this
PhD thesis, the development of two very dissimilar software systems will be
exhibited in detail. The differences do not only regard the application and the
applied programming paradigm, but also the actual development process.

The foundations elaborated in the following subsections apply to either both
or to one of the two software systems. Starting with models of development
processes, the focus is then turned towards methods for collecting require-
ments (and in general data to inform the software system), to transforming
the requirements into conceptual models and ultimately into program code
while keeping track of the transformation steps via traceability, and concludes
with deliberations on software testing. By providing a common view on these
aspects, it becomes possible to classify the two systems within this framework.

2.2.1 Software processes and process models
Process models in the context of this PhD thesis define types of systematic
approaches to support the software development process as defined above. As
defined by Sommerville,

“Software processes are the activities involved in producing a
software system. Software process models are abstract representa-
tions of these processes.” (Sommerville, 2010, p. 53)

“Process models may be developed from various perspectives
and can show the activities involved in a process, the artifacts used
in the process, constraints that apply to the process, and the roles
of the people enacting the process.” (Sommerville, 2010, p. 742)
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There exist countless different process models, ranging from generic stan-
dardised process models, to models designed for specific purposes. Examples
for the former type are:

• The waterfall model “in which the constituent activities, typically a con-
cept phase, requirements phase, design phase, implementation phase,
test phase, and installation and checkout phase, are performed in that
order, possibly with overlap but with little or no iteration.” (IEEE, 1990,
p. 86).

• In the incremental development the activities defined in the waterfall
model are interleaved and the “system is developed as a series of ver-
sions (increments), with each version adding functionality to the previous
version.” (Sommerville, 2010, p. 30).

• Reuse-oriented software engineering “is based on the existence of a signif-
icant number of reusable components. The system development process
focuses on integrating these components into a system rather than de-
veloping them from scratch.” (Sommerville, 2010, p. 30).

Detailed description of the models are provided e.g. by (Sommerville, 2010,
p. 29–36).

A more specific process model (and as such an example of the latter type
mentioned above) is the OCOPOMO process. This will be introduced below,
further explained in Chapter 3 and applied as a concrete process in Chapter 4
and Part II of this PhD thesis.

Two kinds of scenarios can be distinguished in which process models can be
instantiated:

• On the one hand, plan-driven development “identifies separate stages
in the software process with outputs associated with each stage. The
outputs from one stage are used as a basis for planning the following
process activity.” (Sommerville, 2010, p. 62)

• On the other hand, agile development processes “consider design and
implementation to be the central activities in the software process. They
incorporate other activities, such as requirements elicitation and testing,
into design and implementation.“ (Sommerville, 2010, p. 62)

Over the past two decades, incremental and reuse-oriented software pro-
cesses have gained popularity. In particular in combination with rapid or
agile software development these became increasingly important. More specif-
ically (and as a distinction to ‘purely’ rapid development), agile development
processes are “incremental development methods in which the increments are
small [...]. They involve customers in the development process to get rapid
feedback on changing requirements. They minimize documentation by us-
ing informal communications rather than formal meetings with written docu-
ments.” (Sommerville, 2010, p. 58). Important contemporary process models
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for rapid and agile development are for example included2 in rapid prototyping
and the Scrum framework, respectively.

According to (Sommerville, 2010, p. 45), prototyping is the “rapid, iterative
development” of a prototype, “an initial version of a software system that is
used to demonstrate concepts, try out design options, and find out more about
the problem and its possible solutions”. Prototypes can “help with the elicita-
tion and validation of system requirements” and for example “used to explore
particular software solutions and to support user interface design”. “They may
get new ideas for requirements, and find areas of strength and weakness in the
software”. Prototyping can also be employed for the development of mature
software, e.g. with the approach of evolutionary prototyping (Sherrell, 2013).

A representative of the agile approach is the Scrum framework. The term
‘scrum’ was first used by Takeuchi and Nonaka (1986) and was borrowed from
sports: “Like a rugby team, the core project members [...] stay intact from be-
ginning to end and are responsible for combining all of the phases” (Takeuchi
and Nonaka, 1986, p. 6). This allegory is just one assertion of a framework
property, while Schwaber (2004) provides a more practical definition: Scrum is
“devised specifically to wrest usable products from complex problems”, “based
in industrial process control theory, which employs mechanisms such as self-
organization and emergence”. The core of Scrum is an “iterative, incremental
process skeleton”. Iterations — also called sprints — consist “of development
activities that occur one after another. The output of each iteration is an
increment of product.” In each iteration, regular (“daily”) inspections are in-
cluded “in which the individual team members meet to inspect each others’
activities and make appropriate adaptations. Driving the iteration is a list of
requirements. This cycle repeats until the project is no longer funded.” This
process skeleton is surrounded by “an outline planning phase” as input stage,
where “the general objectives for the project and design the software architec-
ture”(Sommerville, 2010, p. 72) are established, and a final “project closure
phase” that “wraps up the project, completes required documentation such as
system help frames and user manuals, and assesses the lessons learned from the
project” (Sommerville, 2010, p. 73). In contrast to other agile approaches such
as Extreme Programming (XP; Beck (1999), Beck and Andres (2004)), “Scrum
does not prescribe the use of programming practices such as pair programming
and test-first development” (Sommerville, 2010, p. 72).

The OCOPOMO process model as a derivative and specialisation of the
incremental development process model serves as an example for the more
specific type as mentioned in the beginning of this section. ‘More specific’
implies that activities and other aspects within the process are defined with a
particular purpose and, hence, are laid out in more detail. These aspects are
characterised in (Bicking et al., 2010, p. 58–76):
• In the scenario building process the policy areas are identified and anal-

ysed, using the scenario method. The scenarios developed in this phase
2The process model aspect is just a specific perspective on such frameworks.
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are part of the requirement set for subsequent development of policy
models. Further details are given in the following subsection Require-
ment Analysis.

• Integrating stakeholder-generated scenarios and formal policy models are
the stages of formalisation, firstly into conceptual models, then into for-
mal simulation models. Several aspects linked to this topic are elaborated
in the subsections Conceptual Modelling, Implementation support and
Traceability.

• In the policy modelling process a formalisation of the conceptual models
is realised. This is subject of subsection Social simulation.

• Participation processes are associated with the other phases listed above.
Subsection Participation adds some thoughts to this topic.

From this process model the OCOPOMO process was derived and dissemi-
nated e.g. in (Scherer et al., 2013b) and (Scherer et al., 2015). The prominent
feature of the OCOPOMO process is to bring together the need for an agile
approach and prototyping for model development, with a surrounded plan-
driven approach required for participation and structured requirement analy-
sis. Chapter 3 is dedicated to this topic; an outline of the process and further
references can be found there.

2.2.2 Requirement Analysis
“The requirements for a system are the descriptions of what the system should
do — the services that it provides and the constraints on its operation.” (Som-
merville, 2010, p. 83) Different levels of requirements are distinguished, where
user requirements refer to high-level assertions formulated in natural language
about the expected software behaviour, and system requirements cover tech-
nical details about the “software system’s functions, services, and operational
constraints” (Sommerville, 2010, p. 85). A further distinction is made into
functional and non-functional requirements, where the former refers to the
actual functional of the software, while the latter covers constraints of the
software like usability and performance. Apart from Sommerville (2010), e.g.
Wiegers and Beatty (2013) provides a comprehensive overview on this topic
and associated aspects like proper notation and documentation of require-
ments.

Requirements are gathered, evaluated and documented in the requirement
analysis process. This is defined in (IEEE, 1990, p. 65) as:

“(1) The process of studying user needs to arrive at a definition
of system, hardware, or software requirements. (2) The process of
studying and refining system, hardware, or software requirements.”
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Requirement analysis is part of the software specification or requirements en-
gineering, which “is the process of understanding and defining what services
are required from the system and identifying the constraints on the system’s
operation and development” (Sommerville, 2010, p. 36). It might be preceded
by feasibility study, and succeeded by requirement specification and validation
(Sommerville, 2010, p. 37–38).

Of particular interest for this work are specific methods for requirement
gathering and analysis: one the one hand the scenario studies, on the other
hand data analysis.

A scenario study is an often applied method for describing situations and
perspectives for strategic planning3 (Codagnone and Wimmer, 2007). As de-
fined by Carroll (1995), scenarios are narratives which describe and, thus, allow
to explore possible future states of some system. They allow to capture per-
spectives of different stakeholders in a language familiar to them. A scenario
can for example describe “a related sequence of events which identifies exoge-
nous factors determining which events occur and also how some of these events
cause or modify the nature of subsequent events” (OCOPOMO consortium,
2012). The scenario method is in particular useful to elicit requirements for
policy models, where effects of different political decisions should be investi-
gated (Bicking et al., 2010).

Requirements can also be elicited from available documents or any kind of
data repositories, both of structured or unstructured nature. In cases where the
amount of data is not reasonably manageable by ‘desk research’ studies, data
analysis methods come into play. A distinction is made between quantitative
and qualitative data analysis, which goes back to the (fundamental or blurred,
depending on definition; Given (2008)) distinction between quantitative and
qualitative research methods — although the combinations of quantitative and
qualitative research have been investigated, e.g. by Bryman (2006).

Quantitative methods in general are based on “approaches to empirical in-
quiry that collect, analyze, and display data in numerical rather than narra-
tive form” (Given, 2008, p. 713). “The original data can be in nonnumerical
form such as statements that are recoded on some specific numerical scale”
(Given, 2008, p. 185). In the context of this work, quantitative data analysis
is linked to text mining (see Aggarwal and Zhai (2012) and Diesner and Carley
(2005)), which “is often studied as a separate subtopic within data mining”
(Aggarwal, 2015, p. 9) with specialised methods for data preparation (includ-
ing tokenisation and stemming, see Aggarwal and Zhai (2012)), clustering and
classification. According to Aggarwal (2015), the data mining process is a
pipeline containing several phases such as data collection, feature extraction
and data cleaning (subsumed under the data preparation phase), and an an-
alytical phase where algorithms specific to the data mining application are
applied. An application example of a quantitative analysis based on text min-

3http://www.egovrtd2020.org/navigation/work_packages/wp2_scenario_
building/

http://www.egovrtd2020.org/navigation/work_packages/wp2_scenario_building/
http://www.egovrtd2020.org/navigation/work_packages/wp2_scenario_building/
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ing on data relevant for Part II of this PhD thesis is provided by Neumann and
Sartor (2016) and Sartor (2015); a broader context is given in (Sartor et al.,
2014).

Qualitative methods, on the other hand, are “not primarily quantitative
(numerical) in nature” and are able to “embrace the quality or essence of some-
thing, some phenomenon, or even some event”. “Qualitative research places
emphasis on understanding through looking closely at people’s words, actions
and interactions, and traces or records created by people. Qualitative research
examines the patterns of meaning that emerge from systematic observations of
people’s words, actions and interactions, and traces or records” (Given, 2008,
p. 826). Qualitative data analysis is understood here as a computer-assisted
text-analysis process. Hence, software distributed under the label CAQDAS4

is the means of choice. In section 4.4, a concrete example process for apply-
ing qualitative data analysis for requirement elicitation for a simulation model
software (in conjunction with conceptual modelling, see next section) is given.

Other examples for exploiting data analysis for requirement analysis are
for example given by Edmonds (2015b) and Edmonds (2015a) in the domain
of agent-based social simulation, by Cleland-Huang and Mobasher (2008) for
requirement elicitation in large-scale software projects, by Hayes et al. (2005)
on how text mining supports analysts in software engineering tasks, and by
Galvis Carreño and Winbladh (2013) who propose topic modelling for extract-
ing requirements from user feedback. Taylor and Giraud-Carrier (2010) give
an overview on applications of data mining in software engineering.

2.2.3 Conceptual Modelling
As stated by Thalheim (2011) conceptual modelling “aims to create an ab-
stract representation of the situation under investigation” (Thalheim, 2011,
sect. 1.5), in this context the specification of a software system. “Concep-
tual models enhance models with concepts that are commonly shared within
a community or at least between the stakeholders involved in the modelling
process. [...] Conceptualisation aims at collection of objects, concepts and
other entities that are assumed to exist in some area of interest and the re-
lationships that hold among them.” (Thalheim, 2011, sect. 1.5) In particular
for simulation models as the special case of software systems relevant for this
PhD thesis (and discussed in section 2.3), (Robinson, 2008, p. 283) proposes
that a conceptual model is “a non-software specific description of the computer
simulation model [...], describing the objectives, inputs, outputs, content, as-
sumptions and simplifications of the model”. Different perspectives on the
definition of conceptual modelling for simulation are collected by (Robinson
et al., 2015, p. 2823).

Proposed purposes of conceptual models in the context of software engi-
neering range between two ‘extremes’:

4Computer-Assisted Qualitative Data Analysis Software
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• On the one end, to maintain a (documented) conceptual model for com-
munication purposes (Robinson et al., 2015, p. 2823).

• On the other end to program with conceptual models, i.e. “program-
ming activities are to be carried out via conceptual modelling” where for
“applications amenable to conceptual-model designs, software develop-
ers should never need to write a line of traditional code” (Embley et al.,
2011, p. 3).

A perspective in-between these extremes is adopted for the context of this
PhD thesis: The purpose (and expected benefit) of a conceptual model is to
foster the understanding of the “system under investigation” and support its
implementation into software. Such conceptual models firstly “must be suf-
ficiently transparent so that all stakeholders [...] are comfortable in using it
as a means for discussing those mechanisms within the [system under investi-
gation] that have relevance to the characterization of its behavior” (Robinson
et al., 2015, p. 2814). Secondly, the “conceptual model must be sufficiently
comprehensive so that it can serve as a specification for developing a computer
program” (Robinson et al., 2015, p. 2815).

The purpose of a conceptual model to represent a software specification or
even an executable formalisation requires some form of (automated) transfor-
mation from the abstraction level of concepts to executable code. Depending
on the degree of formalisation on the side of the conceptual model, either
parts of program code, or an entire executable program can be generated.
Such transformation and code generation approaches are subsumed under la-
bels such as Model Driven Architecture (MDA) and Model Driven Develop-
ment (MDD). Liddle (2011) brings these techniques in relation to conceptual
modelling; a technical view is provided in subsection Implementation support.

Conceptual models can be formulated in different languages. Popular ap-
proaches are:

• The Universal Modelling Language (UML, Booch et al. (2005)) — in par-
ticular the class diagram — is the “most advanced and most widely used
language for information modeling” (Robinson et al., 2015, p. 2823). In
relation with the Object Constraint Language (OCL; also part of UML)
the formal constraints can be specified in a way sufficient to generate
executable programs (Liddle, 2011).

• An Ontology “defines a set of representational primitives with which
to model a domain of knowledge or discourse” in a language “closer
in expressive power to first-order logic”. The entities (“representational
primitives” — mainly classes, attributes and relationships) of the ontol-
ogy “include information about their meaning and constraints on their
logically consistent application”. Ontologies are used for knowledge rep-
resentation, e.g. to “specify standard conceptual vocabularies in which
to exchange data among systems, provide services for answering queries,
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publish reusable knowledge bases, and offer services to facilitate interop-
erability across multiple, heterogeneous systems and databases”. (Gru-
ber, 2009)

Another simulation-specific approach with references to both above-mentioned
approaches is the Consistent Conceptual Description (CCD), developed in the
OCOPOCMO project (Scherer et al., 2015). The CCD contains both a static
perspective (in form of an actor-network-diagram, a graphical language to
describe actor-networks; Latour (2005)) and a dynamic perspective (in form
of a condition-action diagram, a kind of flow chart with interlinked actions and
related pre- and postconditions). Details are given in sections 3.3.2 and 5.4 of
this PhD thesis. The CCD can serve both as a communication medium between
stakeholders of different domains in participation activities e.g. for policy
modelling, and as basis for code generation of simulation models5. As applied
in the domain of social simulation, the CCD provides a link between humans as
‘active entities’ in the real world and agents6 as software programs representing
specific aspects of humans (according to Gilbert and Troitzsch (2005)), by
introducing the actor concept, an abstraction of the human, equipped with
restricted cognitive and behavioural abilities and embedded in a restricted
and structured world.

In the domain of agent-based simulation, conceptual modelling (and soft-
ware engineering in general) has not been widely used until tools like Repast
Simphony (North et al., 2013) came into market (Scherer et al., 2015). This
has evolved in the recent years, like shown in the various other papers (apart
from (Scherer et al., 2015)) summarised by Siebers and Davidsson (2015),
or included in an earlier collection on agent-oriented software engineering by
Müller and Cossentino (2013): a “methodological approach to model driven
design of multiagent systems” by Fischer and Warwas (2013), an “MDA-based
approach for implementing secure mobile agent systems” by Kallel et al. (2013)
or “‘Engineering’ Agent-Based Simulation Models?” by Klügl (2013). In ad-
dition, contributions by Cetinkaya (2013), Cetinkaya and Verbraeck (2011),
Cetinkaya et al. (2011) show progress with respect to “defining and transform-
ing conceptual models into simulation models by using metamodels and model
transformations”.

Apart from the simulation domain, further application fields of conceptual
modelling of structures, processes, user interfaces and other special applica-
tions are thoroughly discussed in (Embley and Thalheim, 2011). More recent
examples of research in this field are contained in collections on conceptual
modelling by Mayr et al. (2017) and Trujillo et al. (2018), where e.g. Delcam-
bre et al. (2018) cast existing research into a reference framework, or where
e.g. Evertsz et al. (2017) address applications such as conceptual modelling of

5A full specification of program code constraints is not possible with the CCD version as
of 2018.

6Actors in conceptual models of social systems cannot only become agents in formal
models (in ABS), but also e.g. equations (in cellular automata or system dynamics).
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multi-agent decision-making within teams.

2.2.4 Participation
In the Oxford English Dictionary participation is defined as the “action of
taking part in something”. This generic definition can be established in many
domains and ways. Participation in the context of this PhD thesis is seen as
a backing feature in different processes and activities in relation with require-
ments engineering and conceptual modelling (as discussed in the two previous
subsections). Thereby, stakeholders and domain experts participate in specifi-
cation, conceptualisation and implementation of software systems.

On the one hand, e-Participation in a sense as described by (Scherer, 2016,
pp. 13–16) can contribute to the development of policy models like in the
OCOPOMO project (see Chapter 3), by applying information and communica-
tion technologies (ICT) in definition of policy cases, collaborative foresight sce-
narios and elicitation of requirements for respective (conceptual) policy models
(Bicking et al., 2010) and technical specification and implementation architec-
ture (Scherer, 2016, p. 113).

On the other hand, the approach of participatory modelling is relevant in
the process of designing and evaluating a model (Voinov and Bousquet, 2010)
of a use case in criminology as outlined in Chapter 4, where teamwork of a
modelling expert group (with roles Data Analyst and a Simulation Mod-
eller as described in section 5.5) is accompanied with participation of police
stakeholders as field experts — mainly by means of informal discussions. Par-
ticipatory modelling can be more formally defined as an “approach combining
participatory procedures with modeling techniques” with the purpose to estab-
lish and effectively work towards a “collective vision for managing a common
resource”. It “integrates different points of view and representations of reality
through collectively building a common model.” (Jones et al., 2009).

Related works include e.g. a “companion modelling approach” outlined in
(Barreteau, 2003), and the integration of MDA with agent-based modelling
(ABM) by applying executable UML activity diagrams presented in (Bommel
et al., 2014). Apart from ABM, Alvertis et al. (2016) propose an approach to
“align software development with market expectations throughout the software
development cycle”, using a “social collaborative development platform” that
involves “end users in every phase of the software development process”.

2.2.5 Traceability
Traceability as a feature of software engineering has various different meanings,
with some accumulation over time. Two long-established definitions of the
term traceability are provided in (IEEE, 1990, p. 82):

“(1) The degree to which a relationship can be established be-
tween two or more products of the development process, especially
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products having a predecessor-successor or master-subordinate re-
lationship to one another; for example, the degree to which the
requirements and design of a given software component match.”

“(2) The degree to which each element in a software develop-
ment product establishes its reason for existing; for example, the
degree to which each element in a bubble chart references the re-
quirement that it satisfies.”

Traceability is manifested in the creation of traces, for which (IEEE, 1990,
p. 82) provides three definitions:

“(1) A record of the execution of a computer program, showing
the sequence of instructions executed, the names and values of
variables, or both. Types include execution trace, retrospective
trace, subroutine trace, symbolic trace, variable trace.”

“(2) To produce a record as in (1).”

“(3) To establish a relationship between two or more products of
the development process; for example, to establish the relationship
between a given requirement and the design element that imple-
ments that requirement.”

Definition (2) of traceability, together with definition (3) of trace, best cap-
ture the meaning relevant for this PhD thesis. Traceability in this context is
the generation and preservation of traces from different artefacts generated in
the model and software development and execution process, in order to en-
sure provenance of these artefacts (Lotzmann and Wimmer, 2013a). In fact,
evidences provided in requirements analysis and participatory modelling can
be tracked from the artefacts generated in the formalisation (both conceptual
modelling and implementation) and from outputs of the implemented software,
in this case an agent-based simulation model. This particulate approach is de-
tailed in section 3.4, exemplified in Part II and underpinned from a technical
perspective in Chapter 10 of this PhD thesis.

A similar approach (i.e. using qualitative research to inform simulation
models) is studied by Polhill et al. (2010), where the authors pointing out the
significance of making this kind of provenance explicit, drawing on work by
Taylor (2003).

The importance of traceability has been on the research agenda for quite
some time. Gotel and Finkelstein (1994) performed an empirical study on the
traceability of requirement lifetime in industrial engineering projects, pointing
out that not only detecting, obtaining and recording relevant information, but
also the organisation, maintenance, access and presentation of this information
are crucial for requirement traceability and need further research. Sommerville
(2010) digs into these issues as part of software requirement engineering and
provide a rationale for requirements traceability:
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“You need to keep track of the relationships between require-
ments, their sources, and the system design so that you can analyze
the reasons for proposed changes and the impact that these changes
are likely to have on other parts of the system. You need to be able
to trace how a change ripples its way through the system.” (Som-
merville, 2010, p. 114)

A practical evaluation on the topic is done by Wiegers and Beatty (2013), who
dedicate a chapter to “links in the requirement chain”.

Another perspective on traceability and simulation is studied by Venturini
et al. (2015): In case of structured data like in contemporary electronic or
social media traces are generated in the course of data recording. Such traces
can itself inform simulation models to capture e.g. “more realistic ways how
people change opinion”.

2.2.6 Implementation support
This and the next subsection cover implementation-specific aspects of software
engineering, partly taking up again issues introduced in the previous subsec-
tions and, thus, adding a technical perspective for supporting the software
development process.

This subsection firstly elaborates on possible ways to come from conceptual
models to executable code. Point of departure are Model-driven Architec-
ture (MDA) and Model-driven Development (MDD) approaches introduced
in subsection Conceptual Modelling. The official MDA guide by the Object
Management Group (OMG) defines:

“MDA provides an approach for deriving value from models
and architecture in support of the full life cycle of physical, organi-
zational and I.T. systems.” (Object Management Group (OMG),
2014, p. 1)

In the MDA approach, models are seen as “communication vehicles” which at
the same time allow a “fully or partially automated” derivation of artefacts
and implementations. This “derivation involves a platform independent ‘source
model’ with some parameters for how that source model is to be interpreted, a
‘transformation’ and a platform specific ‘target artifact”’ (Object Management
Group (OMG), 2014, p. 2).

Source models are the conceptual models discussed before. As target arte-
facts program code is considered here, primarily in form of code stubs. Ac-
cording to Scherer et al. (2013b), necessary prerequisite for a transformation
is the existence of a meta-model at least for the source model. For the target
artefact either a meta-model needs to be present, or an appropriate language
specification (potentially together with code templates). In the former case
a model-to-model transformation can be performed (as exemplified e.g. by
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Magalhães et al. (2016)), in the latter case ‘only’ a model-to-text transforma-
tion is possible, in a way as outlined in section 3.3.3 and detailed in (Lilge,
2012), with CCD as source model and an executable simulation model as target
artefact. A benefit of model-to-model transformation (over the model-to-code
approach) is that a bi-directional transformation is possible. This means that
if the target artefact is changed, then the changes are reflected in the source
model, and vice versa. The latter is the only feasible case for model-to-text
transformation.

Recent research focusses on broadening the application range of MDA. E.g.
(Pastor, 2017) show how MDA can be integrated in Capability-driven Devel-
opment (CDD), an approach that covers business process modelling, require-
ments engineering and object-oriented conceptual modelling. A quite topical
literature review on MDA has been issued by Elsawi et al. (2015).

Especially in the early days of MDA, the approach also received critical
responses: an essay by (Reeves, 2005) and a paper by (Picek and Strahonja,
2007) who raises the question about “Future or Failure of Software Develop-
ment” should be mentioned here.

Another aspect relevant to possible program code target artefacts in MDA
— but also independently from this topic — is the programming paradigm in
which this program code is formulated. In the context of this PhD thesis the
differentiation between imperative and declarative programming languages is
of relevance.

Imperative programming language: “A programming language
in which the user states a specific set of instructions that the com-
puter must perform in a given sequence.” (IEEE, 1990, p. 59)

Declarative programming language: “A nonprocedural language
that permits the user to declare a set of facts and to express queries
or problems that use these facts.” (IEEE, 1990, p. 22)

While many contemporary and commonly used programming languages —
such as Java7, C++8, C#9 — follow the imperative paradigm (and increasingly
make use of other concepts, like adding declarative language elements such
as the functional ‘lambda expression’ to Java; Subramaniam (2014)), declara-
tive languages have some important niche applications, mainly in the (broad)
context of artificial intelligence. One such application is the declarative rule
engine (such as Jess; Friedman-Hill (2003), used for example in expert systems
Leondes (2002) or for providing rule sets to autonomous software (‘agents’, as
described e.g. by Scherer et al. (2015), or realised by the SDML10 agent pro-
gramming language, see Moss et al. (1998); refer also section 2.3).

7http://oracle.com/java/
8https://isocpp.org/
9https://docs.microsoft.com/dotnet/csharp/language-reference/

10Strictly Declarative Modelling Language

http://oracle.com/java/
https://isocpp.org/
https://docs.microsoft.com/dotnet/csharp/language-reference/
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2.2.7 Software testing
Software testing is a crucial ingredient in any kind of software development
process. The following definition is contained in (IEEE, 1990, p. 80):

Testing: “The process of analyzing a software item to detect
the differences between existing and required conditions (that is,
bugs) and to evaluate the features of the software items.”

A comprehensive overview on the topic is given by Sommerville (2010), in-
cluding the different phases of the software lifecycle where testing has to be
applied (i.e. development, release or user testing), with the suitable methods
to use (i.e. unit, component or system testing as a top-level categorisation).
“Testing is part of a broader process of software verification and validation”
(Sommerville, 2010, p. 206). These two terms can be defined as follows:

Verification: “The process of evaluating a system or component
to determine whether the products of a given development phase
satisfy the conditions imposed at the start of that phase.” (IEEE,
1990, p. 85), or more informal:

“Am I building the product right?” (Boehm, 1979, p. 711)

Validation: “The process of evaluating a system or compo-
nent during or at the end of the development process to determine
whether it satisfies specified requirements.” (IEEE, 1990, p. 85), or
more informal:

“Am I building the right product?” (Boehm, 1979, p. 711)

These topics will be revisited at different places in this PhD thesis, e.g.
in section 8.4.2 and — regarding the concrete realisation of verification and
validation of simulation models — in sections 7.3 and 7.5.

2.3 Simulation
The term simulation is part of many professional and scientific terminologies,
but also of everyday language. Simulation can be used for many different
purposes. Gilbert and Troitzsch (2005) list six typical fields of usage:

• for prediction — e.g. providing forecasts for economic developments,

• for training — e.g. in form of flight simulators,

• for entertainment — e.g. in flight simulation computer games,

• to substitute human capabilities by e.g. expert systems,

• to discover consequences of theories e.g. in physics or social sciences,
and
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• to understand features of a system, as a research method e.g. in physics
or social sciences.

While actual meaning and semantic scope widely differ from one application
field to another, most of these share the aspects expressed in the following
definitions:

“Simulation is the imitation of the operation of a real-world
process or system over time.” (Banks, 1998, p. 3)

“A simulation is an applied methodology that can describe the
behavior of that system using either a mathematical model or a
symbolic model.” (Sokolowski and Banks, 2009, p. 5), citing Fish-
wick (1995)

“A model that behaves or operates like a given system when
provided a set of controlled inputs.” (IEEE, 1990, p. 69)

A definition of simulation as a research method — as adopted in this PhD
thesis — is provided by Gilbert and Troitzsch (2005):

“Simulation is a particular type of modelling. Building a model
is a well-recognized way of understanding the world: something we
do all the time, but which science and social science has refined and
formalized. A model is a simplification — smaller, less detailed,
less complex, or all of these together — of some other structure or
system.” (Gilbert and Troitzsch, 2005, p. 2)

Although the definitions of the term simulation given in the beginning of
section 2.3 leave room for any kind of model of any kind of system, it is
nowadays typically associated with information systems: simulation models
are regarded as software systems. “Advancements in computer software and
hardware [...] have hastened the pace of the maturation of [modelling and
simulation] as a discipline and tool.” (Sokolowski and Banks, 2009, p. 13)

Computer simulation models exist in many different appearances. Sokolowski
and Banks (2010) provide a classification scheme that distinguishes between
simulation paradigms, attributes, verification and validation process, and model
types.

Prominent simulation paradigms are the Monte Carlo method, continuous
simulation and discrete-event simulation. The Monte Carlo method models
system behaviour using probabilities. The output of the model is repeatedly
calculated from random samples from input variables within their value range
and distribution, “until there is a sense of how the output varies given the
random input values”. In continuous simulation “system variables are con-
tinuous functions of time”, expressed by differential equations. In contrast,
system variables are discrete functions of time in discrete-time simulation. A
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special case of the latter is the discrete-event simulation, where the system
variables change on the occurrence of events, with (implicit) time advancing
from one event to another. The change of system variables over time defines
such simulation models as dynamic systems. (Sokolowski and Banks, 2010,
p. 12)

Attributes define characteristics of the model or simulation. Sokolowski
and Banks (2010) distinguish between fidelity, resolution and scale. All three
attributes are ordinally scaled e.g. with values ‘low’ and ‘high’. Fidelity de-
scribes how closely the model matches the real-world system. Resolution (or
granularity) “is the degree of detail with which the real world is simulated”.
Scale refers to the size of the real-world scenario represented by the simulation.
(Sokolowski and Banks, 2010, p. 13)

For the process of verification and validation Sokolowski and Banks (2010)
provide a table with established techniques, giving an impression on the di-
versity of simulation approaches, requirements and application domains for
which models need to be verified and validated. This selection is reproduced
in Table A.1 in the annex. A discussion on these topics is given in subsec-
tion Simulation and Software Engineering.

Finally, of the numerous existing model types, the following list represents
a selection of the most commonly used ones:

• Physics-based models are mathematical models where the “equations are
derived from basic physical principles”. These equations are in many
cases models itself, since “many physics-based models are not truly things”
but representations of physical phenomena. (Sokolowski and Banks,
2010, p. 16)

• Finite element models are decompositions of complicated systems into
small elements, which are then modelled often using physics-based equa-
tions. The relations between these elements (or nodes) are represented by
a mesh of nodes, where the state of each node is dependent on the state
of the neighbouring nodes. Such models are widely used for simulation
in engineering. (Sokolowski and Banks, 2010, p. 17)

• Data-based models rely on “data describing represented aspects of the
subject of the model”. Data sources “can include actual field experience
via the real-world or real system, operational testing and evaluation of a
real system, other simulations of the system, and qualitative and quan-
titative research, as well as best guesses from subject matter experts”.
Such models are useful when “the real system cannot be engaged or when
the subject of the model is notional” or not well understood. (Sokolowski
and Banks, 2010, p. 18)

• Agent-based models follow the idea “of a computer being able to create a
complex system on its own by following a set of rules or directions and
not having the complex system defined beforehand by a human”. The
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modelled entities are agents, “autonomous software entities that interact
with their environment or other agents to achieve some goal or accom-
plish some task”. Agent-based models are commonly used for investigat-
ing human and social phenomena. (Sokolowski and Banks, 2010, p. 18)
“Agent-based modelling studies the interaction of individual agents on a
microscopic level (Squazzoni et al., 2014), in relation between cognition
and interaction (Nardin et al., 2017)” (Lotzmann and Neumann, 2017).

• Aggregate models focus on a potentially large number of rather small
objects and actions, represented in a combined manner. Such models
are means of choice when the performance of the aggregate matters,
mostly in applications where people interact with the simulated system
(such as battlefield simulation). (Sokolowski and Banks, 2010, p. 19)

• Hybrid models are built using combinations of more than one modelling
paradigm. Although more difficult to create models, this approach is
widely applied. (Sokolowski and Banks, 2010, p. 19)

Many factors play a role for selecting an appropriate simulation approach.
The specific application domain, the existing foundation (in terms of theories
or data), the desired kind of simulation results, the technical capabilities and,
most importantly, the purpose of the simulation (i.e. the envisaged questions
the simulation should answer) need to be taken into consideration.

As indicated at the beginning of this section, purpose and role of simu-
lation can be manifold. In research, simulation is considered an “extremely
useful avenue of scientific pursuit, along with theory and experimentation”
(Sokolowski and Banks, 2009, p. 25). This research perspective is illustrated
in Figure 2.1, derived from an illustration originally introduced by Gilbert
and Troitzsch (2005) with an explicitly added simulation software artefact (in-
spired by (Troitzsch, 2004), citing Drogoul et al. (2003)). At the centre is the
real-world system of interest from which a (conceptual) model is created in
an abstraction process. This model is implemented in a simulation software
that is executed to generate data. This simulated data can be compared for
similarity with data gathered from the real-world system.

As a side note, the colours used in Figure 2.1 represent the basic colour
scheme used in rich pictures and most diagrams11 throughout this PhD thesis:
no colour (or gray) denote entities of the real world, orange represents data,
blue conceptual and green implementation-specific aspects of simulation12.

This particular notion of simulation is the predominant focus of this PhD
thesis, applied for discovery and understanding of social-scientific problems,
relying on the agent-based model type. Applying the further classification di-
mensions from above, the type of model considered here is a dynamic system
of the discrete-time paradigm, with potentially high fidelity, and typically a

11unless noted differently
12In other diagrams, yellow is used in addition to denote theories.
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Figure 2.1: Logic of simulation as a research method, according to Gilbert and
Troitzsch (2005) with modification inspired by Drogoul et al. (2003)

mutual dependency between resolution and scale (due to computing require-
ments): high-scaled models have rather low resolution, while low-scaled models
might feature a high resolution. (Sokolowski and Banks, 2010, p. 14)

In particular the software aspect is examined in this PhD thesis from two
perspectives:

1. Development of a simulation tool.

2. Development of a simulation model using the simulation tool from 1.

The following subsections are dedicated to specific simulation-related top-
ics relevant to this PhD thesis: starting with introductions to the applica-
tion domain of social simulation, agent-based modelling and evidence-based
simulation, and rounded off with an overview on software-related aspects of
simulation.

2.3.1 Social simulation
As defined by Silverman et al. (2014), “social simulation uses computational
methods to examine specific elements of social systems”. These computational
methods allow to circumvent the problem for social scientists to be “limited
by the inextricability of the subject of their research from its environment
[...] by generating scenarios inside a virtual environment”. Simulations allow
“to dynamically and interactively explore [...] ideas and existing knowledge”,
without compromising the safety of the subjects of research or facing ethical
issues. (Jackson, 2014, p. 6)

As stated by Cioffi-Revilla (2010), the “social sciences or social science dis-
ciplines investigate all forms of human and social dynamics and organization
at all levels of analysis [...], including cognition, decision making, behavior,
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groups, organizations, societies, and the world system” . Social simulation is
one of the methods of computational social science, the “integrated, interdis-
ciplinary pursuit of social inquiry” (Cioffi-Revilla, 2010, p. 259), along with
automated information extraction, social network analysis, social geospatial
analysis and complexity modelling. Cioffi-Revilla (2010) provides definitions
for these methods.

Axelrod sees (social) simulation as a “third way of doing science. Like de-
duction, it starts with a set of explicit assumptions. But unlike deduction, it
does not prove theorems. Instead, a simulation generates data that can be
analyzed inductively. Unlike typical induction, however, the simulated data
comes from a rigorously specified set of rules rather than direct measurement
of the real world. While induction can be used to find patterns in data, and de-
duction can be used to find consequences of assumptions, simulation modeling
can be used as an aid intuition.” (Axelrod, 2003, p. 5)

Hummon and Fararo (1995) see computational methods as a third pillar
in addition to the traditional two-component model of science — theory and
empirical research (Jackson, 2014, p. 5). While the interplay between theory
and empirical research is explanation, data analysis is the interplay between
empirical research and computational methods, and simulation is the inter-
play between theory and computational methods (Hummon and Fararo, 1995,
p. 79). Hence, it is often argued that theory drives social simulation. “Most so-
cial science research either develops or uses some kind of theory or model” that
is generally stated in textual form, sometimes uses mathematical equations, or
is expressed in a computer program that can simulate social processes (Gilbert,
2007, p. 1). Although theory-based models have similarities with physics-based
models — as the underlying theories can be seen as models of the real world
— in the natural sciences “evidence and observation have priority over the-
ory“, and “when evidence and theory disagree the theory is changed” (Moss
and Edmonds, 2005). Moss and Edmonds argue with regard to social sci-
ences “that evidence should not be ignored without a very, very good reason
— including both quantitative and qualitative evidence” (Edmonds, 2015b)
when approaching simulation modelling, “especially anecdotal evidence from
stakeholders” (Moss and Edmonds, 2005). Likewise, approaches to drive so-
cial simulation from empirical research found its way into recent research, as
e.g. collected in a special issue in JASSS13 on “Using Qualitative Evidence to
Inform the Specification of Agent-Based Models” (Edmonds, 2015b). The sub-
section on Evidence-based simulation models goes deeper into the discussion
on the topic of evidence-based simulation.

A central term in social simulation is emergence:

“Emergence occurs when interactions among objects at one level
give rise to different types of objects at another level. More pre-
cisely, a phenomenon is emergent if it requires new categories to

13The Journal of Artificial Societies and Social Simulation; http://
jasss.soc.surrey.ac.uk.

http://jasss.soc.surrey.ac.uk
http://jasss.soc.surrey.ac.uk
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describe it which are not required to describe the behaviour of the
underlying components.” (Gilbert and Troitzsch, 2005, p. 11)

Simulation can “give insights into the ‘emergence’ of macro level phenomena
from micro level actions. For example, a simulation of interacting individuals
may reveal clear patterns of influence when examined on a societal scale”
(Gilbert, 2007, p. 2). Gilbert and Troitzsch (2005) provide detailed background
and examples on this matter.

As a specialisation and extension of the simulation types identified by
Sokolowski and Banks (2010) and listed above, the following types of social sim-
ulation models are of particular importance according to Gilbert and Troitzsch
(2005):

• System dynamics allows to model a ‘target system’ — reflecting parts
of a real-world system — with its properties and dynamics on a macro
level (i.e. as an undifferentiated whole), using a system of (difference or
differential) equations. (Gilbert and Troitzsch, 2005, p. 28) Use case are
for example research in industrial, economic or political dynamics, such
as democracy diffusion (Sandberg, 2011) or economic balance dynamics
between supply and demand in housing markets (Özbaş et al., 2014).

• Microsimulation is a method to model systems on the microscopic level
by focussing on “individual persons with attributes (such as sex, age,
martial status, education, employment) and a number of transition prob-
abilities”. It is the first approach to add another layer below the macro-
scopic view of system dynamics. (Gilbert and Troitzsch, 2005, p. 58)
Usage scenarios include the prediction of “individual and group effects
of aggregate political measures that often apply differently to different
persons” (Gilbert and Troitzsch, 2005, p. 57), or the analysis of interde-
pendencies between demographic trends and participation in education
(Hannappel, 2015).

• Queueing models (or discrete-event models) describe the target system
by — typically a set of interacting — entities, which are defined by
their attributes, sets, events, activities and delays (Gilbert and Troitzsch,
2005, p. 79) (citing Kheir (1988)). The state of the system changes on
the occurrence of events, which gives this model type a peculiar notion
of time, as defined in context of simulation paradigms in the beginning
of section 2.3. Queueing models are widely used in engineering, workflow
management and several other disciplines, as detailed e.g. by Banks et al.
(2009).

• Multilevel simulation models cater for systems where some parts can be
modelled best from one level (say macroscopic), while for other parts
a different modelling level (say microscopic) is more appropriate, while
these parts are dependent on each other. An example is a “population
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with its attributes (for example, its size, its birth and death rates and
its gender distribution), homogeneously consisting of a possibly great
number of individuals with their own attributes (such as sex, age, polit-
ical attitudes or annual income)” (Gilbert and Troitzsch, 2005, p. 100).
The first simulation environment of this kind was developed by Möhring
(1990) (see also Möhring (1995)); another framework is proposed by
Camus et al. (2015). Recent research uses multi-level models e.g. for in-
vestigating reasons for differences in school effectiveness (Salgado et al.,
2014).

• Cellular automata model a target system as a spatial representation by
means of a regular grid of cells. The cells are attached with a com-
mon rule set, and the state of each cell is dependent on the state of the
neighbouring cells. In each simulation step, the state is updated for all
cells according to the rules. Such models are useful for physical sys-
tems (spread of heat in a material), but also for social phenomena like
“spread of gossip and the formation of cliques”, leading e.g. to “eth-
nic segregation, relations between political states and attitude change”
(Gilbert and Troitzsch, 2005, p. 130). Cellular automata can also be
useful for investigating the role of neighbourhood in consumer decision
making (Kowalska-Styczeń and Sznajd-Weron, 2016) or for simulating
language shifts with the aim to provide forecast whether threatened lan-
guages will survive in selected communities (Beltran et al., 2009).

• Multi-agent models allow to reflect a target system with high fidelity,
while for the above-mentioned types the expected fidelity rather resides
on the lower or medium range. The entities making up the real-world
model are interacting agents — automata with theoretically unlimited
cognitive complexity. The definitions on ‘agent-based models’ given at
the beginning of section 2.3 apply here as well; the following subsection
provides additional details on this subject.

In addition, learning can be considered in social simulation, either as a in-
dependent model type that is based upon artificial intelligence methods like
artificial neural networks (Gilbert and Troitzsch, 2005, pp. 217), or by inte-
grating respective features into other model types. The multi-agent model
type is a particularly suited candidate for such endeavours, as shown in arti-
cles by Conte and Paolucci (2001) or Baptista et al. (2014) and for example
captured in the term of “immergence”14 — modifying the agents’ (micro-level)
behaviour by “downward causation” from macro-level results (Conte et al.,
2013, p. 46).

Complementing the summary above, a quite recent overview on theory,
methodology, modelling approaches (including model types) and applications

14as counterpart to emergence
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is given by Braun and Saam (2014) in their handbook on modelling and sim-
ulation in the social sciences15.

Finally, with respect to the referred publications discussing simulation mod-
els, the term reproducibility is worth mentioning in this context. Jackson (2014)
notes:

Reproducibility is a “hallmark of the scientific process, since it
allows results to be validated independently of the original claimant.
Computational models are reproducible in two senses: one, in a
very literal sense, the simulation program can be distributed and
executed by other people, demonstrating the results directly to
them (or not, depending on their independent analysis); and two, in
that aspects and elements of the proposed model can be taken out
and used in other projects, or modelling ideas from other projects
can be combined with or substituted into the proposed model.”
(Jackson, 2014, p. 11), citing (Buckheit and Donoho, 1995)

2.3.2 Multi-agent models in social sciences
Multi-agent systems came into existence in the last decade of the previous
millennium. A definition from the period when agents became state-of-the-art
in computer science is given by Wooldridge (2002):

“The idea of a multiagent system is very simple. An agent is
a computer system that is capable of independent action of behalf
of its user or owner. [...] A multiagent system is one that consists
of a number of agents, which interact with one another, typically
by exchanging messages.” Agents “require the ability to cooperate,
coordinate and negotiate with each other”. (Wooldridge, 2002, p. 3)

Wooldridge and Jennings (1995) (with the mentioned cross-references for
the first two items) attribute the following characteristics to agents:

• “autonomy: agents operate without the direct intervention of humans
or others, and have some kind of control over their actions and internal
state (Castelfranchi, 1995)”;

• “social ability: agents interact with other agents (and possibly humans)
via some kind of agent-communication language (Genesereth and Ketch-
pel, 1994)”;

• “reactivity: agents perceive their environment (which may be the physical
world, a user via a graphical user interface, a collection of other agents,
the Internet, or perhaps all of these combined), and respond in a timely
fashion to changes that occur in it”;

15In German language: “Handbuch Modellbildung und Simulation in den Sozialwis-
senschaften”
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• “pro-activeness: agents do not simply act in response to their environ-
ment, they are able to exhibit goal-directed behaviour by taking the
initiative”.

These definitions basically apply to any kind of system represented by an
agent. Thus, examples of agents can be industrial appliances, that monitor
processes with sensors, and react — with some degree of ‘intelligence’ — to
system changes e.g. by varying parameters, thus constituting sophisticated
control loops (Leitão et al., 2013).

As mentioned before, the notion of agent in the context of this PhD thesis
is directed towards social systems, where agents represent individual human
beings, or institutions constituted by human beings. Gilbert (2007) defines
agents as follows:

Agents are “software objects [...], interacting within a virtual
environment. The agents are programmed to have a degree of au-
tonomy, to react to and act on their environment and on other
agents, and to have goals that they aim to satisfy. In such models,
the agents can have a one-to-one correspondence with the individ-
uals (or organisations, or other actors) that exist in the real social
world that is being modelled, while the interactions between the
agents can likewise correspond to the interactions between the real
world actors.” (Gilbert, 2007, p. 4)

In social sciences, simulation with multi-agent systems gained importance
in the first decade of the current century, coining the term agent-based mod-
elling and simulation16 in conjunction with individual-based modelling17 (and
simulation) from the (broader) perspective of ecology (Grimm and Railsback,
2005). Individuals can be any kind of living beings including humans, with the
distinction that humans have “elements of cognition (e.g. individual reason-
ing or learning processes)” (Conte et al., 2013, p. 40). Grimm and Railsback
(2005) provide a conceptual framework of individual-based models, which also
applies to agent-based models. The main concepts are concerned with the
following questions:

• Emergence: Which “behaviors of the system emerge from adaptive traits
of the individuals”? (Grimm and Railsback, 2005, p. 73)

• Fitness: How do “individuals estimate the consequences to their fitness
that would result from each decision alternative”? (Grimm and Rails-
back, 2005, p. 84)

• Prediction: How do future consequences of decisions affect fitness? (Grimm
and Railsback, 2005, p. 91)

16ABMS; similar, more commonly used abbreviations are ABM for agent-based modelling
and ABS for agent-based simulation

17IBM
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• Interaction: How do “individuals in an [individual-based model] commu-
nicate with, or affect, other individuals”? (Grimm and Railsback, 2005,
p. 95)

• Sensing: How do “organisms obtain information about their world”?
(Grimm and Railsback, 2005, p. 98)

• Stochasticity: What “processes in an [individual-based model] should be
modeled as stochastic”?(Grimm and Railsback, 2005, p. 101)

• Collectives: What are the effects of aggregations formed by organisms
on the individual fitness? How differ behaviours and dynamics of the
aggregations to those of the individuals? (Grimm and Railsback, 2005,
p. 105)

• Scheduling: What is the most useful way to represent time? (Grimm
and Railsback, 2005, p. 109)

• Observation: How can information from the individual-based model be
collected in order “to test the model and conduct the analyses the model
was build for”? (Grimm and Railsback, 2005, p. 116)

Multi-agent models have in general to deal with a conflict between fidelity
(i.e. the complexity of cognition) and scale (i.e. the number of agents that can
be mastered by hardware and software used for executing simulations). Hence,
except for dedicated high-performance computing models (like e.g. “Virtual-
Belgium”, Barthelemy and Toint (2015)) and despite dedicated optimisation
attempts (Railsback et al., 2017), it is often the case to either find small scale
models with rather ‘intelligent’ agents (as discussed by Bicking et al. (2013)
or in Part II of this PhD thesis), or models with a high number of more or
less ‘dumb’ agents (as in the “social force model” by Helbing and Johansson
(2007), exploring self-organisation within pedestrian groups, where the “indi-
viduals are seen as particles like molecules in liquids or gases, which influence
each other through some kind of force”; Lotzmann (2008)).

Multi-agent systems still have relevance nowadays, as some of the referenced
examples from above or e.g. the activities in the ESSA18 community and the
articles published in JASSS19 prove. In computational social science, one of the
emerging trends can be seen in the strengthening of data driven modelling and
simulation. This subject is discussed in the following subsection on Evidence-
based simulation models.

Two kinds of multi-agent simulation models appear in this PhD thesis.
Firstly, policy models play a minor role mainly for illustrative purposes in
Chapter 3. As understood in the context of this PhD thesis, a policy model

18The European Social Simulation Association; http://www.essa.eu.org/
19http://jasss.soc.surrey.ac.uk

http://www.essa.eu.org/
http://jasss.soc.surrey.ac.uk
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aims at supporting policy-makers in government and governance by simulat-
ing implications and possible future effects of different decision options. Policy
models can benefit from features of agent-based simulation, to

• “enable hypothetical what-if questions, by exploring theoretical spaces
without precedent” and

• “help communicate sophisticated and complex findings to policy-makers
and the general audience”, by visualising “the unbiased reasoning with
which a model carries out the interactive dynamic that arises from model
assumptions”. (Hilbert, 2015)

Examples are given e.g. in (Brenner and Werker, 2009) or (Bicking et al.,
2013). In a recent contribution, Gilbert et al. (2018) discuss a “selection of
examples of computational models used in public policy processes”, where the
authors “(i) consider the roles of models in policy making, (ii) explore policy
making as a type of experimentation in relation to model experiments, and
(iii) suggest some key lessons for the effective use of models”.

Secondly, a multi-agent model of a criminal network sets the use case ex-
ample (an thus one of the main contributions) of this thesis. The grounds for
this model have been set by Neumann in (Lotzmann and Neumann, 2017) as
follows:

“Epstein’s famous postulate ‘if you didn’t grow it you didn’t
explain it’ (Epstein, 2007) of the programme of a generative social
science captures in a nutshell the explanatory account of agent-
based social simulation. Agent-based models enable the generation
of macro-social patterns through the local interaction of individual
agents (Squazzoni et al., 2014). Classical examples include the seg-
regation of residential patterns in the Schelling model, emergence of
equilibrium prices (Epstein and Axtell, 1996), or local conformity
and global diversity of cultural patterns (Axelrod, 1997). Agent-
based modelling has been used for a long time in archaeological re-
search for investigating, for instance, spatial population dynamics
([...] Kohler and Gummerman (2001); Burg et al. (2016)). Like-
wise there is a growing interest for including culture (Dean et al.
(2012); Dignum and Dignum (2013)) and qualitative and textual
data in agent-based simulation (e.g. Edmonds (2015b)). Never-
theless agent-based modelling is less used in ethnographic and cul-
tural studies attempting at uncovering hidden meaning of the phe-
nomenology of action. Typically ethnographic research is done by
interpretative research using qualitative methods such as thick de-
scription (Geertz, 1973) or Grounded Theory (Glaser and Strauss,
1967). The objective of this [modelling and simulation project] is
to elaborate a framework for using simulation as a tool in a re-
search process that facilitates interpretation. While applying the
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generative paradigm the objective is growing artificial culture, i.e.
an artificial perspective from within the subjective attribution of
meaning to social situations. Thereby a methodology will be de-
scribed for using simulation research as a means for exploring the
horizon of a cultural space. [...]

As the project involved stakeholders from the police in a par-
ticipatory modelling process (Barreteau (2003); Nguyen-Duc and
Drogoul (2007); Moellenkamp et al. (2010); Le Page et al. (2015))
for providing virtual experiences to police officers, the objective
of the research process is the cross-fertilization of simulation and
interpretation [... while doing an] investigation of criminal culture.”

Further thoughts on the social-scientific and criminological perspectives are
shared in section 2.4.

2.3.3 Evidence-based simulation models
Since the early days of computational social science, actual programming of
simulation models for social systems has often been done based on intuition
and experience (Lotzmann and Wimmer, 2013a). As further stated by the
authors, the way model programmers formalise agent behaviour e.g. by writing
rules on the basis of evidence gathered by reading documents or interviewing
relevant stakeholders has sometimes the appearance of a “black art” (Edmonds
and Wallis, 2002). This approach has proven to be successful for cases when a
theory exists between evidence and simulation model (like, for example, shown
by Epstein and Axtell (1996)), but also for other cases (such as described by
Barthelemy et al. (2001) and Alam et al. (2007)), if the subject of investigation
is ‘small enough’ to allow the modellers to grasp the whole picture of all relevant
model aspects.

The situation is different in case of, for example, complex policy models,
primarily due to the following facts (Lotzmann and Wimmer, 2013a):

• typically, no (social) theory exists from which such models could be de-
rived;

• instead, such models are constituted by diverse and potentially very large
evidence bases;

• as results from such models are intended to have impact on some appli-
cation domain, the process of validation may have to be extended to a
non-scientific community, e.g. to policy makers and other stakeholders.

In the past ten years numerous “research activities have been started with
the aim to provide structured approaches for more coherent and, in particular,
more provable inclusion of both the evidence base as well as the knowledge and
experience of different stakeholders” (Lotzmann and Wimmer, 2013a), such as
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in the OCOPOMO project (Wimmer et al. (2012a); see also Chapter 3) or in
the (more specialised) context of applying qualitative data for the development
of agent rules (Fieldhouse et al. (2016); Edmonds (2015b); Ghorbani et al.
(2015); Dilaver (2015); Polhill et al. (2010)). Such research processes can
entail “two perspectives, an analysis and a modelling perspective, which are
recursively related to each other” (Lotzmann and Neumann, 2017):

• Analysis perspective: The process of recovering information within the
empirical data from which certain simulation model elements are derived.

• Modelling perspective: The structured process of the development of a
simulation model and the performing of simulation experiments based
on the empirical data.

One of the main findings in this context is that traceability can be an impor-
tant enabling factor for evidence analysis and evidence-based simulation model
development. In addition to the two perspectives mentioned above, traceabil-
ity can support the needs of “the stakeholder, who is not directly involved in
model development, but who wants ‘evidence’ in order to gain confidence in
model results (and the simulation method as such)” (Lotzmann and Wimmer,
2013a), an issue raised by Waldherr and Wijermans (2013).

This concept of traceability is related to the one introduced in the context of
software engineering in the subsection on Traceability, in a way to keep track
of empirical foundations provided by stakeholders, such as scenarios or police
interrogations protocols, together with background information. Thereby the
provenance20 of arguments by stakeholders is ensured “through the establish-
ment of traces and links between sources of information [...] provided by the
stakeholders [...], and the simulation models developed by [modelling] experts.
The links show the evolution of formal elements of a simulation model from
the description of the real-world [...] subject of the model” (Lotzmann and
Wimmer, 2013a).

For realising this kind of traceability, the approach of conceptual modelling
plays a key role — and to an extent takes the place of theory. Conceptual
models can act as a hub of trace information, which facilitates “navigating
from simulation outcomes back to the simulation model back to the conceptual
model, and finally back to the [evidence] documents” (Lotzmann and Wimmer,
2013a).

A recent (November 2018) literature search shows that the benefits of trace-
ability start to be recognised by the agent-based social simulation community,
yet other realisations than the ones mentioned above are quite scarce up until
now.

20In the Oxford English Dictionary, provenance is defined as “the origin, or the source
of something, or the history of the ownership or location of an object, especially when
documented or authenticated”. For a more detailed elaboration of definitions of ‘provenance’,
see Munroe et al. (2006).
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2.3.4 Simulation and Software Engineering
The aspects of software engineering and implementation compiled in section 2.2
basically also apply to the domain of computer simulation. However, Jackson
(2014) points to the issue that “despite many varieties of development frame-
works available today, they all assume a production model at their core: a
product is developed for a client. There is a gap between current methods of
software development and the needs of the research environment” (Jackson,
2014, p. 8), citing (Kelly, 2007). Consequently, there are several examples of
research to fill in this gap, e.g. by Bommel et al. (2014) or Klügl (2010) and
Klügl (2013).

In this view, some of the software engineering aspects rely on particular
conceptions in the context of simulation. Validation is a prominent example
of such an aspect. Both validation and verification “are essential prerequi-
sites to the credible and reliable use of a model and its results” (Sokolowski
and Banks, 2009, p. 121). While the process of verification is quite similar to
the definition in software engineering, validation encompasses further facets.
“The process of validation assesses the accuracy of the models”, i.e. the de-
gree to which the real-world system of interest is represented in the simulation
model and reflected in the simulation results (Sokolowski and Banks, 2009,
p. 126). According to (Troitzsch (2004), citing Zeigler (1984)), validation of
a simulation model should not only regard the observed (replicative valid-
ity) and unseen behaviour (predictive validity) of the real-world system, but
also structural validity, i.e. if the simulation model “mimics in step-by-step,
component-by-component fashion the way in which the [real-world] system
does its transactions” (Zeigler et al., 2000, p. 31).

Other aspects regard input and output data of simulation models. Simu-
lation as a research method involves experimentation with simulation models
(Gilbert and Troitzsch, 2005, p. 14). Parameters of the experiments are inputs
of the simulation model. These can originate directly from user inputs (sim-
ilar to control inputs from the user of a flight simulator) or from stochastic
processes (Sokolowski and Banks, 2009, p. 92), but often arise from a careful
experiment design (see e.g. Barton (2010) or Reinhardt et al. (2018)). In the
course of a simulation experiment, many simulation runs are executed, with
some parameters kept static and others varied over specific ranges (Sokolowski
and Banks, 2009, p. 92). Values and ranges for parameters can be elicited
by sensitivity analyses (Chattoe et al., 2000), informed from observation of
the real-world system (Gilbert and Troitzsch, 2005, p. 19) or external sources
of empirical date (such as statistics) (Gilbert and Troitzsch, 2005, p. 63), but
also the same sources and methods applied for requirement analysis in software
engineering can generate inputs for simulation experiments. In particular the
data analysis and participation approaches outlined in subsections Require-
ment Analysis and Participation are relevant in the context of this PhD thesis.
Hence, requirements can be reflected in both the software specification and in
the input data for the resulting computer program.
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Special attention has to be given to the output data of simulation mod-
els, too. Simulation runs generate data with numerical (e.g. changes of an
output variable over time) or textual content (e.g. logs of occurring events),
typically in a structured form with meta data (like timestamp and originating
component). Such data can be simply presented in tables or text files, but
in many cases visually processed representations are more effective. “Visual
representations are reshaping the exploration, analysis, and dissemination of
simulation data, and promise to revolutionize knowledge discovery and inno-
vation” (Sokolowski and Banks, 2009, p. 103). A selection of relevant visu-
alisation methods is presented in section 7.2.2. Beyond that, frequently used
visualisations are compiled in the following list, together with references to
usage example:

• Diagrams representing numerical data, such as simple time lines, but also
charts that allow aggregated or multivariate visualisations, such as e.g.
box plots or scatter charts; see e.g. (Troitzsch, 2016a) or (Alves Furtado
and Eberhardt, 2016).

• Network of components (e.g. agents); see e.g. (Alam et al., 2007) or
(Lotzmann and Neumann, 2017).

• Diagrams for spatial visualisation (e.g. for traffic simulation), such as
regular grids, Voronoi diagram or maps based on GIS21 data; see e.g.
(Le Page et al., 2015), (Polhill et al., 2010) or (Barthelemy and Toint,
2015).

• 3D-visualisations and virtual reality; see e.g. Crooks et al. (2009).

Most of these diagrams may be attached with additional information (forming
‘rich pictures’ Avison et al. (1992); see e.g. Figure 7.13), or appear in anima-
tions, where typically changes over time are visualised as an additional dimen-
sion to the displayed content (e.g. in traffic simulation and typical Netlogo22

models). A more general overview on approaches in analysing and reporting
outputs of agent-based models provide Lee et al. (2015). An even broader
context by reviewing contemporary simulation tool is given by Abar et al.
(2017).

2.4 Application in Criminology and Social Sci-
ences

This final section gives the context of the application field of criminology rel-
evant to the use case example presented in Part II, in relation to simulation
and combined with software engineering.

21Geographical Information Systems (Raper, 1993)
22http://ccl.northwestern.edu/netlogo/

http://ccl.northwestern.edu/netlogo/
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Information and communication technologies have been widely used in crim-
inology (the scientific perspective) and criminalistics (the practitioners’ per-
spective). Some of the main applications regard the collection, (shared) storage
and analysis of data from and about criminals or suspects. With the appar-
ently increasing threat by terrorist attacks and ‘cybercrime’ — criminal activ-
ities involving the World Wide Web and other contemporary communication
technologies — the incentive is high to massively strengthen the respective
technological capabilities of police forces. Collections of topics and examples
are given e.g. by Antinori (2008) or Byrne and Marx (2011).

Also, simulation plays a significant role in both criminology and criminalis-
tics. Research in criminology is looking, among others, at the inside perspective
of police, or at the victims’ perspective. An example of the former is a “multi-
agent architecture for regulated information exchange of crime investigation
data between police forces” by Dijkstra et al. (2005); the latter is exemplified
in a simulation of “people’s reaction to norm violation” (the “bystander effect”)
by Gerritsen (2015). Research directed towards criminalistic exploitation of-
ten regards prediction of crime occurrence, such as shown by Kang and Kang
(2017), Malleson et al. (2013) and Bosse and Gerritsen (2008), or by Groff
et al. (2018) who give an overview on potential contributions of agent-based
modelling.

An important subject of investigation is extortion racketeering, a specific
form of criminal dynamics usually found in organised crime, with Mafia as the
most prominent example (but also common in any kind of criminal network).
How agent-based simulation can be applied to this topic is shown by e.g.
Elsenbroich (2017), Nardin et al. (2016b) and (Troitzsch, 2016b). While these
articles focus on the relation between criminal and legal world, Neumann et al.
(2017) concentrate on the different perspective of internal conflicts within the
Mafia.

This inside perspective of criminal organisations or networks is often ad-
dressed with the goal to enlighten such covert structures of society. Data
analysis methods such as social network analysis (SNA; Otte and Rousseau
(2002)) or text mining as well as qualitative research can be useful in this
regard, as shown by Neumann and Sartor (2016) or Bright et al. (2012). The
additional step to feed such information into simulation models is taken by
the research described in Part II of this PhD thesis, with the aim to address
research questions from both criminology and social science.

The criminology perspective is outlined in (Van Putten and Neumann,
2018), while Neumann and Lotzmann (2016a), Neumann and Lotzmann
(2016b), Neumann and Lotzmann (2016c) and Lotzmann and Neumann (2017)
focus on the social-scientific questions of criminal culture and the relation to
social norms. Neumann defines the area of interest as follows:

The use case example is dedicated to “the investigation of crim-
inal culture. While ethnographic research goes back to classical
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studies of e.g. Malinowski or Margaret Mead on tribes in the Pa-
cific islands (Malinowski (1922); Mead (1928)) it has expanded to
studying cultures of various kinds such as youth (Bennett, 2000) or
business culture (Isabella, 1990). Thus it is reasonable to use the
field of the criminal world for interpretative investigations. The ob-
jective of the research, imposed by the stakeholder interests, was to
investigate a specific element of criminal culture, namely modes of
conflict regulation in the absence of a state monopoly of violence.
For this purpose norms and codes of conduct of the ‘underworld’
needed to be dissected. While individual offenders might pursue
their own path of action, as soon as crime is undertaken collectively,
i.e. in the domain of organized crime, the necessity for standards
that regulate interactions emerges in the criminal world as it does
in the legal society. These can be described as social norms (Gibbs
(1965); Interis (2011)). Thus studying norms and codes of conduct
in the criminal world provides a perfect example for studying the
emergence of a specific element of culture, namely social norms.”
(Lotzmann and Neumann, 2017)

In criminal networks trust plays a central role to maintain intra-organisational
stability. Colquitt et al. (2012) define trust as “confident, positive expectations
about the words, actions, and decisions of another in situations entailing risk”.
As Van Putten and Neumann (2018) point out, “a criminal organization needs
to rely on the commitment of the members to the organization. For this reason,
trust is essential” (Van Putten and Neumann, 2018, p. 6). Absence of trust
triggers violence, which can cause the breakdown of such networks. Trust in
criminal organisations is needed, since formal means for conflict regulation as
established in the legal world (‘state monopoly on the use of force’) are not
available in the criminal world.
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Part I

Modelling process
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Chapter 3

Concept and tools for
evidence-based policy modelling

3.1 Introduction

This chapter sets the general frame of the research presented in this PhD thesis
in multiple respects. Firstly, the basic modelling process design is outlined to
be adapted (in Chapter 4) and applied in the use case example (presented in
Part II). Secondly, the individual steps of this process are sketched from the
conceptual as well as from the technical side, together with a presentation of
the associated software tools.

The contents presented in this chapter are the results of cooperative work
performed in a research project (OCOPOMO) that aimed to tackle specific
problems discussed in section 2.3 by applying methods introduced in sec-
tion 2.2. The author of this thesis participated in this research project pri-
marily as simulation software and model developer. His main contributions in
this project are basis of Part III of this thesis, and have partly been previously
disseminated in (Lotzmann and Wimmer, 2012), (Lotzmann and Wimmer,
2013b), (Lotzmann and Wimmer, 2013a) and project deliverables.

The chapter is structured as follows: First, the OCOPOMO research project
is introduced with its assumptions, goals and outcomes, together with refer-
ences to the relevant publications and project deliverables. Next, the modelling
process for evidence-driven policy simulation as theoretical key result of the
project is described, providing details and examples for each of the process
phases: domain-knowledge collection, conceptual modelling, model transfor-
mation, simulation modelling and simulation result generation and analysis.
Finally, the traceability concept interconnecting the process phases is defined.

41
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3.2 The OCOPOMO project

OCOPOMO23 — the acronym for Open Collaboration for Policy Modelling
— was a research project which started in February 2010 and ended in May
2013. It was co-funded by the European Commission in the Framework Pro-
gramme 7 with a theme in ICT for Governance and Policy Modelling, and
brought together seven partners from universities, public administration and
the private sector, situated in Germany24, Italy, Poland, Slovakia and the UK.
This project provided the context in which considerable parts of the ideas and
work presented in this PhD thesis have been developed. A number of public
deliverables are available; in particular relevant for the aspects targeted in this
chapter are (Furdik et al., 2013), (Bicking et al., 2013) and (Scherer et al.,
2013a). What this project made particularly ambitious was that on the one
hand it brought together a broad range of people from Information Systems
Research, E-Government, Computer Science, Public Administration and Pri-
vate Consultancy, on the other hand the goal to deliver an entire package of
means for enhancing electronic support for policy making, starting with a pro-
cess description for an integrated participatory policy formation, a software
toolbox supporting the phases of the process, right up to elaborated guidelines
for applying both the process and toolbox in different applications. By inte-
grating experiences from the various research fields and practice, in all of the
developed artefacts both approved concepts from the specific fields as well as
new approaches or methods have been introduced.

The research done within the OCOPOMO project was based upon the as-
sumption that simulation models derived from social theories have not proven
to be successful for practical applications supporting decision processes of pol-
icy makers, i.e. “to forecast correctly the social impacts of policy initiatives
and implementations” (Moss, 2011). Models based on “observation and ev-
idence collected independently of the models” (Moss, 2011) — as studied in
OCOPOMO — are an alternative for theory-driven models. The evidence
should be comprised not only of statistics, reports and other available back-
ground material, but — most importantly — of experiences and opinions of
directly involved stakeholders which have to be documented, in this case in
different kinds of scenarios25.

As a reusable conceptual framework for dealing with evidence-based model
development, an adequate process definition had to be developed (Scherer
et al., 2015). As identified in the requirements analysis during the project, two
objectives are of particular relevance: On the one hand, this process must sup-
port the management of evidences, i.e. it must regard how to keep links from
any element within any artefact throughout the model development activities

23http://www.ocopomo.eu
24with the University of Koblenz-Landau, Germany, as the coordinator of the consortium
25In this context ‘scenario’ is referred to the scenario method as introduced by Carroll

(1995). A definition is given in section 2.2.2.

http://www.ocopomo.eu
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to the original documents. On the other hand it should help to structure the
modelling process in order to elaborate ‘best practices’ for certain procedures
within the overall modelling task. One of the most important added value that
can be expected from applying such a process is a means for creating meaning-
ful and usable documentation of the model for all involved persons and roles.
Additionally, the numerous drawbacks of ‘modelling directly to program code’
can be avoided in most cases (Grimm and Railsback, 2005, e.g. p. 306).

More generally, applying procedures for creating simulation models which
fulfil certain quality standards — adopted from software engineering — can be
regarded crucial to ensure acknowledgement and, hence, prospective success
of the simulation method in application areas like government and manage-
ment. The approach to solve problems is in large parts similar to approaches
for developing e.g. large customer-specific software systems: From the detec-
tion and avoidance of misunderstandings due to special terminologies in the
requirements analysis phase, to allowing the contractees or stakeholders to ac-
company the development activities, right up to providing means for testing
and understanding the final product or other results. The challenge in terms
of software development is to introduce means and procedures to structure the
development process adequately. The whole discipline of software engineering
deals with these issues, and the findings made there have sustainably revo-
lutionised software development and the entire field of computer science. It
seems natural to rely on these findings also for creating simulation models,
since large parts of work necessary in this context is very similar to such for
software development. This is subject of numerous research activities during
the last decade (e.g. Siebers and Davidsson (2015) give an overview, see also
section 2.2), and a lot of achievements have already been made. But there are
also considerably many differences, which make it difficult to apply approaches
like model-driven software development to simulation model development.

As introduced by Wimmer (2011) and also addressed e.g. in (Wimmer et al.,
2012b) and (Lotzmann and Wimmer, 2013a), in OCOPOMO a contribution
was conceptualised and implemented in order to relieve these difficulties by
integrating software engineering with participatory policy modelling as a sub-
field within the ‘traditional’ experimental social sciences. This was achieved by
a novel approach for engaging stakeholders in policy development. Stakehold-
ers were collaboratively involved in the development of scenario texts relevant
in the context of a policy under discussion (Scherer et al., 2015). In this regard
the term policy is referred to strategic areas of complex decision-making with
various stakeholders having conceivably diverging interests. In OCOPOMO,
public policies have been investigated and modelled such as renewable energy
policy of the Kosice region in Slovakia, housing policy of the city of London
or the distribution of structural funds in the Campania region in Italy (details
on these pilot use cases can be found in (Bicking et al., 2013)).

The following sections provide an overview on the development process de-
fined in OCOPOMO as originally published in (Wimmer et al., 2012a) and
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(Scherer et al., 2015). Here the focus should be on the illustration of the
individual process phases together with the developed software-tool support.

3.3 The OCOPOMO process
The overall OCOPOMO policy model development process as conceptualised
by Wimmer (2011) consists of six phases:

1. An initial scenario is developed by policy makers or domain experts,
describing a policy prospect.

2. Stakeholders are involved to generate scenarios of potential further as-
pects of the policy on the basis of the initial scenario. These are comple-
mented with background documents to provide evidence for statements
in the scenarios.

3. The policy case is then conceptualised and

4. implemented in simulation models by modelling experts.

5. Simulations are run to generate outcomes.

6. The results of the simulations are exposed to the stakeholders. They
compare their scenarios (of phase 2) and the simulation outcomes in
order to either update their scenarios (and start another cycle with phase
3), or endorse the simulation results, i.e. agree that these are consistent
with the inputs provided in phase 2.

Within the process, four major thematically distinct subject areas can be
identified:

• participation — the definition of a role for accessing domain knowledge
and stakeholder opinions;

• collaboration and scenario editing — the technical means for enabling
participation;

• simulation modelling — the method applied for enhancing knowledge in
the domain;

• conceptual modelling — in a sense the heart of the process as it serves
as a connecting link — both from a content-related and a technical per-
spective — between the other subject areas.

Figure 3.1 shows a visualisation of the process steps in relation to each other
and to the related subject areas. The artefacts exchanged between the process
steps are also highlighted in order to allow for a more practically oriented
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Figure 3.1: Overview of the evidence-based modelling process developed in
OCOPOMO (based on Scherer et al. (2015)). Background boxes represent
subject areas of the process; the flowchart highlights the activities, with solid
lines showing the process flow and dashed lines depicting influential relation-
ships.

description. The process starts with an initiative from the side of the domain
experts, which in a sense have the role of ‘orderer’ ( or ‘customer’) of the
modelling endeavour. They specify the case to model as an initial scenario
from their perspective, typically in an abstract and generic way. This scenario
is then augmented with details and background information available from
various (public) resources. This task is performed by analysts and modelling
experts, who, in turn, can be regarded to have the role of ‘contractors’. This
process step relies on collaboration between the domain and modelling experts.

This step is the prerequisite for the following phase of collaboration, in
which potentially any kind of stakeholders contribute with their knowledge
and opinions. The stakeholders can again be domain experts in areas which
are concerned by or concerning the topic of modelling, but also the general
public may be included. The result of this process step are narrative scenarios,
every single one of them expressing the perspective of a specific stakeholder or
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stakeholder group. Additionally, the stakeholders are asked to contribute with
further background material, in order to achieve a profound and comprehensive
collection of information describing the modelling topic.

All the available information — the initial and stakeholder scenarios and
background material — then become the basis for designing a conceptual
model, bringing all the information together in a structured and semi-formal
way. This task is performed by modelling experts and results in the creation
of a consistent conceptual description (CCD). During the development of the
conceptual model, gaps or ambiguities in the material may occur. These have
to be resolved with a step back into the collaboration phase, where the domain
expert and stakeholders are requested to provide additional or more specific
information.

Once the conceptual model has reached a state mature enough to inform
a formal simulation model, the implementation task can start. This task is
typically performed in an incremental way, as the path to formalisation usu-
ally requires additional and very specific details. Such details can either be
requested from the stakeholders, or can be filled with assumptions by the mod-
ellers, preferably gathered by profound desk research.

As part of the incremental model implementation, executing already early
version of the simulation model might — besides the identification and correc-
tion of software errors — also lead to the discovery of new gaps and ambigui-
ties in the conceptual model. Hence, the option to further adapt or extend the
conceptual model or to request additional information from previous process
steps need to be considered. The final result of modelling activities are one
or more final simulation models, with which ‘productive’ simulation runs are
performed, which generate different sorts of outcomes. These outcomes are
compiled and elaborated into model-based scenarios, i.e. textual descriptions
of possible courses of events, addressing the original questions of the policy
expert ‘customer’.

These model-based scenarios have then to be presented to the policy ex-
perts and stakeholders in order to be evaluated by them. Main objective of
this evaluation and discussion is to make sure that the relevant questions and
aspects are addressed by the model or can be easily be included in the model,
e.g. via parameter variation. If this is the case, then a consistent policy model
has been created. In many cases it can be expected that the simulation results
provoke questions reflecting completely different views on the topic (which, in
fact, is a sign that the work was done properly and the model has achieved
its goal to enhance knowledge), which might then lead to a next iteration of
the modelling process. This aspect of having several model iterations is cru-
cial especially for the case where future processes are in focus, i.e. where the
purpose of the model is more in the direction of revealing possible alternatives
for given initial policy constellations.

In the project, an integrated ICT toolbox (Furdik et al., 2013) has been
created to support the policy development process and to ensure a smooth
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transformation of policy inputs by stakeholders into the formal policy models.
Figure 3.2 gives an overview on the architecture. The ICT toolbox consists of
tools related to the building blocks and the interfaces between them, in detail:

• A participation platform26 that enables stakeholders to collaboratively
develop their scenarios, to upload and share background documents, and
to discuss among each other about views and issues of a policy (sup-
porting process phases 1 and 2), and to present simulation results and
traces to the stakeholders. A more detailed characterisation is given in
section 3.3.1.

• A Consistent Conceptual Description (CCD) tool27, which enables pol-
icy modellers to develop a conceptual model of a policy domain. The
CCD tool supports annotation of scenarios and background documents
and therewith keeps track of provenance (supporting process phase 3).
Section 3.3.2 gives a brief introduction to this tool, which will then be
addressed again in the application example in section 5.4.

• A simulation environment (Declarative Rule-based Agent Modelling Sys-
tem, DRAMS)28, which supports policy modellers in programming, run-
ning and analysing policy simulation models (supporting process phases
4 and 5). This tool is introduced in section 3.3.4. As major contribution
of this PhD thesis, the usage of the tool is elaborated in the context of the
application example in Chapter 6, while a detailed technical perspective
is provided in Part III of the PhD thesis.

• A CCD2DRAMS transformation tool29, which supports the semi-
automatic transformation of conceptual policy model constructs into
code of formal policy models (link between process phases 3 and 4).
Section 3.3.3 gives more information on this tool.

The architecture of the toolbox is characterised by two sub-systems:

• A web-based application based on the Alfresco CMS30, integrating com-
ponents for collaboration and content management. Typical users are
policy experts, stakeholders and facilitators, with the latter chairing the
collaboration activities.

26Responsible project partners were the Technical University of Košice and InterSoft a.
s., both Slovakia (Butka et al., 2011).

27Responsible project partner was the research group eGovernment of the University of
Koblenz, Germany (Scherer et al., 2015).

28Responsible project partners were the research group eGovernment of the University of
Koblenz, Germany, and Scott Moss Associates as well as the Centre for Policy Modelling
(CPM) of the Manchester Metropolitan University, both UK (Lotzmann and Meyer, 2011b).

29Responsible project partner was the research group eGovernment of the University of
Koblenz, Germany (Lilge, 2012).

30http://www.alfresco.com/

http://www.alfresco.com/
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• An Eclipse modelling platform, and integrated development environment
with modelling-related components, implemented as Eclipse features.
Typical users are modeller, programmers and simulation analysts.

Each sub-system is built around content repositories which store the artefacts
handled by the (local) components, but also serve as bases for communication
between the two sub-systems. Therefore, on the Eclipse side a data repository
client provides functionality to access the Alfresco data repository for exchange
of different kinds of artefacts. These artefacts are initial and stakeholder sce-
narios together with background documents as input for the modelling plat-
form, and simulation results with traceability information as content to be
shown and discussed in the collaboration platform. Results of this discussion,
on the other hand, might again be input for further modelling activities.

More detailed descriptions of the OCOPOMO policy development process
phases and the respective tools are given in the following subsections. Aim
of these parts is to provide a link between the process and the toolbox. In
each of these subsections, the functional spectrum of one dedicated toolbox
component is described and the related process steps are highlighted. These
sections are intended to address issues relevant to particular readerships (in
order to provide a proper foundation to the subsequent chapters of this PhD
thesis): In the first place the modeller perspective is emphasised, i.e. for the
collaboration part less details are provided. In the second place the more
general user perspective is taken into account, i.e. only the concepts these
tools are based upon are outlined and their usage is demonstrated with simple
examples.

3.3.1 Domain-knowledge collection
This section comprises the phases ‘Collection of background information’ and
‘Development of evidence-based stakeholder-generated scenarios’.

Starting point for a policy modelling initiative is usually a description of a
policy case for which preconditions, constrains, consequences and effects, risks
and side effects and — to put it briefly — the prospects for success or failure
should be investigated. This description of the policy case is supposed to be
available as a natural-language description, together with supporting informa-
tion from reports or statistical figures and opinions of affected stakeholders.
The endeavour now is to put these texts and figures together into a simulation
model in a way that the model abstractions introduced by the modelling ex-
perts meet the needs and expectations of the domain experts and also of the
stakeholders. All these materials constitute what is called the evidence base
of the model. With the simulation it must be possible to trace the relation
between the evidence and the details of the simulation model as well as the
resulting data from simulation runs. A prerequisite for the success of such a
modelling initiative is to gather and store the documents of the evidence base
in a well-structured way.
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Figure 3.2: OCOPOMO toolbox architecture overview (following Furdik et al.
(2013))

Source documents for modelling

Source documents for the envisaged modelling tasks are different kinds of sce-
narios, outcomes of scenario studies as defined in section 2.2.1.

An initial scenario regarding a policy case to model is provided by ‘policy
owners’, a group among the domain experts with the interest to start a discus-
sion on this policy case (Wimmer and Bicking, 2011). The initial scenario can
be a description of the current state of some ‘world properties’, or it can be a
story of possible and/or intended future states of the ‘world’31. Both kinds can
serve as starting point for modelling, with different objectives: While for the
former the aspect of understanding the coherences of factors that matter the
current state by simulation is in the foreground, for the latter the exploration
of possible future states (in a sense of forecast) is the aim. In any case, the
initial scenario must be supported by background documents, providing facts
and further details which are omitted in the scenario, but which are necessary
to understand the matter of the policy case. Background documents can be
any kind of written information, statistical numbers or figures. Sources can

31‘World’ is referred in this context to a system as part of the real world — like a state
— that can be influenced in some ways by a body — like a government can do by political
decisions and policies.
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be e.g. reports or statistics from administrative bodies, newspaper articles or
web sites — any type of information that can be stored as a digital file.

The initial scenario and background documents are not only the basis doc-
uments for modelling activities, but also for discussions on the included topics
with other affected persons, the stakeholders. These discussions are moderated
and documented by facilitators, and performed by applying an open collabo-
ration approach. In view of the prospective electronic processing of the infor-
mation, it is favourable to realise the platform for discussions as a web-based
portal which provides collaboration tools with the facility to comment on the
documents in the repository — like a Wiki embedded is a content management
system. Goal of this interaction between stakeholders, facilitators and policy
experts is the provision of ‘stakeholder scenarios’. In many cases these pro-
vide more realistic and accurate views on the relevant topics, and are suitable
to capture a much broader range of opinions and experiences than it would
be possible to be done by a small group of experts. Hence, capturing these
different perspectives constitutes the strength of participatory modelling.

Tool Support

In order to manage the scenarios together with the possibly large number of
supporting documents, an appropriate ICT infrastructure in form of a data
repository is required as backbone for the integrated toolbox (Butka et al.,
2011). The repository gives access to the various scenario editing and collab-
oration components, but also to the Eclipse-based (off-line) modelling compo-
nents, as mentioned above and shown in Figure 3.2.

For collaborative generation of the stakeholder scenarios, a basic require-
ment of the ICT infrastructure is the integration of collaboration tools with
text editing facilities for writing texts and discussing arbitrary documents on-
line. A separate part of the repository is then to be reserved for consolidated
scenarios and other documents, which will be used for the next phase of the
policy modelling process, the development of the conceptual model.

These requirements have to be regarded for setting up an appropriate soft-
ware solution, taking existing content management systems (CMS) into ac-
count. In addition to the premise to be open source software, further selection
criteria are typically relevant: On the one hand the ‘on-board’ availability of
as much as possible of the needed functionality, on the other hand the flexibil-
ity in respect to providing an API for implementation and integration of any
missing functionality. As mentioned above, the CMS selected in OCOPOMO
was the Alfresco platform. A discussion on reasons for selecting this partic-
ular platform together with some architectural and technical details on the
system and the performed adoptions is given in (Butka et al., 2011). Table 3.1
summarises an overview on the included components and their functionality.

The screen-shot of a web browser in Figure 3.3 shows the discussion page
for a scenario for one of OCOPOMO’s use cases that served as pilot in the
project. This particular pilot aimed in investigating different policy strategies
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Component Module Functionality
Scenario Gener-
ation Tools

Wiki online-editing of scenarios and other
texts

Document
Management

access to data repository

Collaboration
Tools

Dashboard personalised view to data repository
and functions

Discussion add comments to texts and other con-
tent

Chat chat room
Polling setting up and participating in polls
Calendar calendar with relevant events

Simulation
Result Visu-
alisation and
Traceability
Tools

Annotations traceability information (links and
short descriptions)

CCD Viewer applet that enables browsing of the var-
ious CCD diagrams

Table 3.1: Functionality provided by Alfresco collaboration platform

for reducing heating energy consumptions and, thus, costs for citizens of the
region of Košice in Eastern Slovakia. The other examples shown subsequently
in this section will also embark on material from this pilot. Further information
is available in (Bicking et al., 2013). The actual scenario text (here in a non-
editable format) is presented on the left, while on the right hand side available
functions can be accessed. Not visible in the screen-shot is a discussion area
located below the text.

3.3.2 Conceptual modelling
Having the information for the subject to be modelled collected, the process
of formalisation can begin. Basically this could be done in a mental effort
by an individual modelling expert or a small team of experts, who have the
formal system aspects already in mind during the data collection phase (where
they participate as drivers or participants). As already mentioned, this is a
common approach in the field of social simulation and certainly also in other
disciplines, and is beneficial when rapid development of prototypes with re-
stricted complexity is desired. The dependency on personal skills as shaping
(and also restricting) factor of the complexity and quality of the model for-
malisation, and the lack of transparency on decisions about formalisations and
abstractions can have unfavourable effects. In particular the latter argument
is likely to diminish the benefits of an elaborated data collection as model
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Figure 3.3: Example for stakeholder scenario, displayed in the Alfresco collab-
oration space

foundation, as there will usually be no traceable documentation for the single
formalisations which links to the evidence these decisions are based upon.

For this reason, and also for the sake of reducing the complexity of the for-
malisation task by splitting the problem into smaller and better manageable
sub-problems, a distinct phase dedicated for conceptualisation of the modelling
task is essential. Here the method of conceptual modelling as applied in soft-
ware engineering and defined in section 2.2.3 comes into play. The following
subsections show an approved solution for this ‘Conceptual model develop-
ment’ phase.

The CCD concept and design

A conceptualisation of a policy model must fulfil two key requirements:
On the one hand, it should present the subject of the model both as suc-

cinct and as comprehensive as possible, and in a way such that stakeholders
and other non-modelling experts are not left behind when it comes to under-
standing the abstraction and formalisation the model is intended to be. I.e.,
also for non-modellers, it must remain comprehensible whether the key ele-
ments of the modelled system are present and linked with the other elements
of the model in a correct and sensible way. This includes the functionality to
keep track of the links between inputs from the data collection phase and the
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elements of the conceptual model.
On the other hand, it should be closely related to the means of formalisation

with which the actual simulation models are to be realised. This means the
conceptual model must provide sufficient information on how to program the
elements of the simulation model, and how these elements interact among each
other. In cases where the conceptual model alone does not provide enough
details, the link to relevant resources (the evidence base) must be made easily
available.

These two requirements pose noticeable deviations from the approach to
conceptual modelling established in software engineering, so that these meth-
ods are not immediately suitable for the purpose of policy modelling. Due to
the complexity of the subject to model — which per definition includes models
of human behaviour — requirements for the formal model are not clear but
rather vague at the beginning, often changing in the process of modelling and
even when experimenting with the formal model. Furthermore, stakeholders
and field experts (e.g. social scientists) should be deeply involved at the stages
of formalisation, but often feel overwhelmed by the imposed technical view
on the topic which software engineering methods entail. Hence, the aim is to
define a conceptual modelling approach that satisfies these particular needs.

In more technical terms, and with respect to maximising the utility of con-
ceptual modelling, the following main requirements can be formulated (partly
summarising requirements defined by Scherer et al. (2013b)):

• The conceptual model must be able to expose model details — like the
structure and dependencies of modelled entities and the logic behind the
model dynamics — to the stakeholders and other interested audience
beyond the usual textual documentation, but without the necessity to
understand program code.

• The language of the conceptual model must be rich enough to spec-
ify a degree of formalisation to allow automatic generation for at least
parts of the simulation model code, but at the same time general enough
to be compatible with a variety of specific domain languages and even
natural language, in order to be understandable by stakeholders and
non-modelling experts.

• The conceptual model must be independent from any programming lan-
guage or simulation platform, but allow to automatically generate model
code in different programming languages by employing dedicated trans-
formation mechanisms.

• The conceptual model must provide means for documenting the model as
well as the modelling process, with the functionality to maintain trace-
ability, i.e. connecting links between the data collection (i.e. the evidence
base) and the formal simulation model.
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A solution to cope with these partially conflicting requirements (broadly
speaking: complete formal specification versus readability by non-modelling
experts) needs to be a sensible compromise. In OCOPOMO, this was achieved
with the Consistent Conceptual Description (CCD), published (among oth-
ers) in (Scherer et al., 2015) and (Scherer et al., 2013b). It embarks on con-
cepts from agent-based social simulation (or, more generally, microscopic or
individual-based modelling approaches), but is not necessarily restricted to
this domain (Neumann and Lotzmann, 2016a), and beyond that independent
from specific domain and formal programming languages.

To give a basic understanding of this solution, Figure 3.4 shows a simplified
meta-model of a CCD (following (Scherer et al., 2013b) and (Lilge, 2012)),
i.e. a definition of the language with which the conceptual models are formu-
lated. There are three parts of the meta-model highlighted, each representing
a specific concern of the conceptual model:

• The ontology (see section 2.2.3) specifies the parts of which the structure
of the model is comprised. These are the concepts (or classes) of possible
elements of the system the model describes.

• The facts then are the actual entities (or objects) of the concepts specified
in the ontology.

• The behaviour finally specifies the dynamic aspects of the modelled sys-
tem, i.e. how the facts change due to specific events or in the course of
time.

Upon closer inspection of the meta-model, the root concept CCD is com-
posed of four concept classes, each specifying a type of entity of the conceptual
model: Actor and Object forming the static structure in the ontology of the
CCD, while composites to Action and Condition classes are linking to be-
havioural aspects.

Within the ontology, an arbitrary number of actor and object types can be
contained. Actors refer to (pro- and re-) active entities (like e.g. humans);
objects are concepts for passive elements, which can be of physical, mental
or any other nature imaginable, and are typically possessed or treated by
actors. Both actors and objects can have subtypes as a means for specifying
a hierarchical specialisation (e.g. an object of type ‘furnace for domestic heat
provision’ can either by of subtype ‘gas furnace’ or ‘biomass furnace’), and both
are sub-classes of the Concept class. This Concept superclass is comprised by
compositions to other concept classes: Attribute of a concept, and Relation
between the concept and another one, both of which are also part of the
ontology. A third composition links the Concept class to the Instance class,
with which specific manifestations of the concept class can be specified as facts
(e.g. a concrete individual of type human actor, or a concrete appliance of
type gas furnace). There can also be instances for relations and for attributes,
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Figure 3.4: Core elements of the CCD meta-model (simplified version of meta-
model published in (Scherer et al., 2013b))

defining the concept instance further. As mentioned before, the CCD meta-
model foresees two concept classes for specifying behaviour: Condition and
Action. Each action is associated to an actor type, and can only be applied if
some conditions hold. A condition is related to Concept in a way that either
some facts related to a concept must exists in order to make an action possible
(pre-condition), or — as a result of an action — existing facts are modified or
new facts created (post-condition).

To make this more tangible, in the following subsection examples are shown
how to apply the CCD language as specified by the meta-model.

Tool support

Effective conceptual modelling requires a carefully designed toolbox integra-
tion. It is important to particularly accommodate the requirements of mod-
elling experts, since they can be considered the main user group of this part
of the toolbox. In OCOPMO, the Eclipse Integrated Development Environ-
ment (IDE)32 was selected. Eclipse as a popular platform for Java developers

32http://www.eclipse.org/

http://www.eclipse.org/
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also in the social simulation domain (e.g. a popular simulation tool — Repast
Simphony (North et al., 2013) — is based on Eclipse) was easily adopted by
modellers involved in OCOPOMO.

From this user perspective, a variety of functionality should be made easily
accessible:

• graphical creation and editing functionality for user-friendly CCD devel-
opment following the language description specified by the meta-model;

• download of scenarios and background documents from the collaboration
platform in order to create a local evidence base (working copy);

• annotation functionality for linking phrases from texts in the evidence
base to the different elements of the CCD;

• access to code transformation functionality, as described in subsec-
tion 3.3.3.

A software solution that provides all this functionality was developed under
the name CCD Tool (Scherer et al., 2013b). It is composed of a number of
so called Eclipse features, each consisting of a number of plug-ins, providing
a specific subset of functionalities in the shape of smoothly integrated parts
within the Eclipse IDE. Smooth integration in this case is achieved by building
the features on base of Eclipse standard components, e.g. for editor views,
creation wizards and menu items.

The core part of the CCD Tool is the graphical editor, closely linked to
the annotation editor. The most important user interface components of the
editor are:

• four actual editor features: one general CCD editor and three specialised
views on the CCD: an actor-network diagram, an action diagram and a
(less important and rarely used) object diagram;

• an outline view;

• customised property views for each CCD element.

The screenshot in Figure 3.5 shows the general CCD editor in the upper
part, where a scenario text is loaded and several text phrases are highlighted
in different colours. The colour refers to the type of CCD element that is
annotated with the phrase, e.g. red highlights refer to actors, purple to rela-
tions. The lower part of the window shows the CCD outline view, where a few
actor types can be seen. For the actor RegulatoryOffice, the sub-elements
are visible, which are a text annotation for the actor type, an (the only) in-
stance of the actor type with the name ‘URSO’ (i.e. the concrete regulatory
office from Slovakia in this example), and a relation between the actor Reg-
ulatoryOffice and the object PriceChange. For this relation, another text



3.3. The OCOPOMO process 57

Figure 3.5: The same stakeholder scenario as shown in Figure 3.3, displayed
in the Eclipse-based CCD Tool with annotations (upper part), together with
a tree visualisation of parts of the CCD (lower part)

annotation is visible, referring to the purple phrase in the document above. As
the screenshot reveals, the CCD outline (which is at the same time the general
graphical representation of the CCD) is a tree view, comprising all types of
language elements defined in the meta-model.

One of the specialised views on the CCD — a small and simple fragment
of the ontology in form of an actor-network diagram for this CCD — is shown
in Figure 3.6. There, again, the actor RegulatoryOffice actor (denoted with
the symbol ) is displayed with an assertion about its responsibility to con-
trol price changes (in this example for heating energy). The PriceChange
is modelled as an object (symbol ) with three attributes (symbol ): the
direction of the price change (reduction or increase), a proportional and an
absolute value of the price change. The control function of the regulatory of-
fice is modelled with the relation controls, as also contained in the tree view
in Figure 3.5 as child entity of the RegulatoryOffice actor. In the diagram,
there is also another actor HeatProducer, which also has influence on price
changes, as he makes the price change, i.e. defines the actual price. This actor
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Figure 3.6: Actor network diagram example based on the CCD ontology (small
fragment from a larger model)

has an attribute indicating its maximal energy output.
An equally minimalist example for a behaviour definition is given in Fig-

ure 3.7: a small part of the action diagram for this CCD. Here the single
action heat producer changes prices is shown (with symbol ). This ac-
tion is assigned to the HeatProducer actor and has two preconditions (symbol
): Firstly, as a reason for increasing the energy price, it can be assumed

that the price of energy source rises. Secondly, the regulatory office
URSO agrees to price change. As a result of the action, the heat price
changed postcondition (also with symbol ) is then valid. In the lower part
of the condition boxes a formalisation is displayed which can be specified to
express the relation of a condition to a concept (according to meta-model), rely-
ing on the concept of variables. For example, the expression ‘?change deliv-
eryPrice >0’ expresses that the variable ?change related to deliveryPrice
must have a positive value to fulfil the precondition price of energy source
rises.

From a more technical perspective, in addition to the user interface function-
ality the CCD Tool constitutes the hub for traceability between the evidence
base on the ‘input side’, and the formal model on the ‘output side’. For this
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Figure 3.7: Action diagram of a small part of the CCD behaviour description

purpose, each element of a CCD has additional information attached: On the
one hand annotation phrases with links to the original documents (incorporat-
ing an URI33 and a locator of the phrase within the document), on the other
hand a unique identifier (UUID34) with which the CCD element can be unam-
biguously referenced. With these two elements, the subsequent components
in the tool chain can gain access to the trace information by referring to the
UUID of related CCD elements. This is the foundation for traceability in the
approach proposed by OCOPOMO, as discussed in more detail in section 3.4
(for the user perspective) and in Chapter 10 for technical details.

The implementation of the CCD Editor is based on the Eclipse Modelling
Framework (EMF)35, thus it is furnished with inherent support for code gener-
ation. The meta-model shown in the previous subsection is just the simplified
Ecore model for this component. Consequently, the graphical description lan-
guage is implemented on base of the Eclipse Graphical Modelling Framework,
GMF36. The information of the general CCD as well as for the different views

33Uniform Resource Identifier, (Berners-Lee et al., 2005)
34Universally Unique Identifier, (Leach et al., 2005)
35http://www.eclipse.org/modeling/emf/
36http://www.eclipse.org/modeling/gmp/

http://www.eclipse.org/modeling/emf/
http://www.eclipse.org/modeling/gmp/
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can be serialised and stored in files relying on a specific XML format and, thus,
can easily be processed by other external tools. An example for such a tool is
the CCD Viewer mentioned in Table 3.1.

The interface features to the collaboration platform and to code transfor-
mation can be seen as supplementary components. The former will not be
further detailed here, but is described in (Bednár and Hartenfels, 2013). The
latter is subject of the following subsection.

3.3.3 Model Transformation
This section describes the bridge between the phases ‘Conceptual model de-
velopment’ and ‘Policy model implementation’.

Conceptual modelling on its own can have beneficial effects on the quality of
the implementation of the modelled system, related to a better understanding
of the relevant requirements — as discussed in the previous section. The true
benefits, however, will be acted out if the formal aspects usually contained in
the conceptual model are automatically transformed into code that makes up
at least a basis of the actual policy model implementation. Here comes — as
mentioned in section 2.2.3 — the trade-off between the degree of formalisation
within the conceptual model and the portion of the implementation that could
be generated into play: The more formal aspects are already included in the
concept, the more code can be generated. According to the model-driven archi-
tecture approach, the entire implementation could be conceptually specified.
Although this might work well for some standardised software solutions37, this
is difficult to achieve for complex simulation models for the following reasons:

Firstly, the requirements for the software representing a simulation model
are only in very rare cases clear enough at the specification phase in order to
achieve a comprehensive specification. As mentioned before, this is related to
the fact that the system to be implemented is far too complex to be repre-
sented anywhere nearly complete, so the challenge for the modeller is to find a
best possible compromise, a suitable degree of abstraction. This process of ab-
stracting is typically an iterative approach: Starting with a strongly simplified
abstraction, in the course of time more and more relevant elements are added
in several iterations of implementing and test-running the system. The main
problem with conceptual modelling here is, that it is often unknown prior to
tests with the (first) implementations, by which means certain facts need to
be realised in order to reflect the real system in an appropriate way.

Secondly, unlike in typical industrial applications where for repetitive prob-
lems best-practices of software engineering or even standardised and readily
implemented software frameworks are provided, such building blocks for sim-
ulation models are available only for solutions of either very specific or rather
trivial problems. This holds primarily due to the fact that the scope of the

37See for example the MDA criticism by Picek and Strahonja (2007) and more recent
developments in Model-Driven Development in (Pastor, 2017).
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problems to be solved by software is closely coupled to the particular subject
matter of the system to be modelled. For example in the case of social simula-
tion, each social system to be simulated requires different aspects of behaviour
of the individuals as part of this system.

However, model implementation can to some considerable extent profit from
code generation. This is because the scaffolding process of the model imple-
mentation can be done almost completely automated, resulting in a proper
program structure (a ‘model skeleton’) based on ‘best practice’ architectures
— which, however, are available for agent-based simulation.

Code generation from the CCD

Code generation as result of the model transformation will be demonstrated
with the example of a type of simulation model introduced in the following
section 3.3.4: Structural elements (like agent classes) are represented in an
object-oriented way (i.e. Java classes), while the working memory (i.e. facts)
and behaviour are represented within a declarative rule engine. The target
language of the transformation is outlined as a high-level meta-model of the
architecture in Figure 3.10), while the source language is defined by the CCD
meta-model of Figure 3.4. The transformation rules shown in Figure 3.8 refer
to elements defined in these two meta-models.

The CCD itself logically constitutes the bases for the simulation model, so
in the transformation it becomes the main Model Class of the imperative Java
part. For each Actor, a specific Java class (the Agent Class) is generated, each
representing an agent. Code for instantiating these agent classes (as Agent
Instances) is added to the model class, originating from the Actor Instances
in the CCD.

The actors also find their representations in the declarative code. For each
actor, a file with agent-specific declarative definitions is generated, containing
information (i.e. attributes) about the actor itself (in form of DRAMS at-
tribute facts), about Relations between the actor and other concepts (in form
of DRAMS relation facts), as well as privately known Objects of the actor (in
form of DRAMS object facts). For each of these Facts, the associated data
type specifications (in form of DRAMS Fact Templates) is generated as well.
Global knowledge, i.e. concepts and relations known to all actors is reflected
in global DRAMS definitions, which are of the same kind as for agents.

In contrast, behaviour is always associated with actors, so that the actions
are always transformed into agent-specific DRAMS Rules. For the conditions,
hints for possible declarative language constructs are given in form of com-
ments.

An important feature not shown in the diagram is that for each transformed
CCD element, annotations and comments are attached to the generated target
elements. These annotations contain the CCD UUIDs for automated trace-
ability processing, but also the content of CCD element comments and text
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Figure 3.8: CCD2DRAMS transformation relations

annotations. The latter constitute a major part of the simulation model doc-
umentation.

Tool Support

The CCD2DRAMS tool for realising the transformation described above was
implemented for the OCOPOMO toolbox as a prototypical direct model-to-
text transformation (Lilge, 2012). Both the meta-models of the CCD and of
the simulation environment were taken into account, but since no meta-model
for concrete simulation model implementations can be provided (besides the
architecture meta-model, as reasoned above), only the meta-model of the CCD
is directly reflected in the transformation rules. As a consequence, there is
no bi-directional transformation possible: While changes in the CCD can be
transformed into changes of the simulation model code (without disturbing
manually edited code portions), changes in the code are not directly adopted
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in the CCD.
CCD2DRAMS is based on the Acceleo code generator38, and is tightly inte-

grated with the Eclipse modelling environment. It consists of a set of scripts,
implementing (a superset of) the transformation rules shown in Figure 3.8.
The additional transformation rules basically cope with appropriate inclusion
of CCD conditions (using a concept of variables), comments and annotations
for traceability. The result of the transformation is a complete Eclipse project,
containing all the necessary Java classes and DRAMS definition files — each
containing the appropriate stubs for methods and other language elements —
in a way that the model can immediately be executed (without any sensible
outcomes of course, as the stubs need to be manually filled with code; see next
section 3.3.4).

As an example for generated code, Figure 3.9 shows a screenshot of the
Eclipse IDE, with a DRAMS editor in the upper part of the window, display-
ing a rule stub (identifier defrule) named heat producer changes price,
associated with the agent HeatProducer. The three comment lines in the left-
hand side of the rule (above the => symbol) are related to the facts constituting
the pre-condition of the rule, while the TODO comments are just placeholders
for the real code to be developed manually. Another important part is, as
mentioned before, the comment section above the rule, consisting of the re-
lated action name, the link UUID of the CCD action and two text annotations,
i.e. phrases from documents of the evidence base. For comparison, the CCD
action from which this rule stub was generated can be seen in the CCD Editor
shown in the lower part of the window.

3.3.4 Simulation modelling
With the previous steps of conceptual modelling and model transformation per-
formed, the ‘Policy model implementation’ phase can be entered. The starting
point for implementing the simulation model resembles MDA realisations, as
— for instance — typical ‘scaffolding’ activities (like creation of Java classes for
the model and the different agent types) are performed automatically. How-
ever, the amount of work taken over by the model transformation varies with
the degree of detail with which the conceptual model has been equipped, as
discussed earlier. Aim of this process step is to ultimately create the simu-
lation model as a formal endpoint of the abstraction process. A simulation
model is a runnable computer program which takes configuration parameters
as input data, and produces different kinds of results. These results need to be
in line with the specification in the conceptual model, and are influenced by
the input parameters. Dependent on the simulation modelling paradigm, the
simulation runs are either deterministic (i.e. each run of the simulation model
with identical input parameters produces identical results), or influenced by
stochastic processes (i.e. for identical input parameters different results within

38http://www.eclipse.org/acceleo

http://www.eclipse.org/acceleo
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Figure 3.9: Example of a DRAMS rule stub, generated by CCD2DRAMS
(upper part) and the related action as part of the CCD tree view (lower part)

a certain space are possible).
In this abstraction process right up to the simulation model code — al-

though based on documents in the evidence base — information gaps might
appear which somehow need to be filled in by the programmer, in order to let
the simulation model produce sensible behaviour. For example (and as men-
tioned in Chapter 1), simulating behaviour of human beings includes aspects
that ‘exceed’ the often merely rational deliberations considered in the pre-
vious data collection and conceptual modelling phases. Model implementers
basically have two options to fill such information gaps:

• They might go back to the collaborative data collection phase, trigger a
new round of scenario generation and discussion with focus on the missing
information. This feedback has then to be integrated in the CCD, and
(after a new transformation) becomes available as new facts or rules in
the simulation model. This is certainly the preferable approach in case
of crucial aspects that were overlooked previously.

• Much more frequently the information gap is related to an aspect for
which the involved stakeholders cannot contribute with their expertise.
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In such cases, the implementers can either trust their own experience and
introduce ‘cognitive heuristics’39 to the model, or they must obtain the
missing information by desk research or from external expert knowledge.
Here, also a decision has to be taken how to include these aspects in
the model: either by directly implementing the aspects in the simulation
model, or by introducing new concepts into the CCD.

These considerations will become relevant in the following chapters 4 (when
adopting the modelling process for GLODERS) and 5 (when developing the
use case model). The remainder of this section will instead go a step back
and introduce the means by which the simulation models are implemented in
the OCOPOMO approach, and therewith complement the state of the art on
simulation given in section 2.3.

Imperative models with declarative rule specification

In the context of OCOPOMO, the term simulation model refers to a formalised
policy model, implemented with an agent-based approach in a declarative, rule-
based fashion. As declarative rule engines specially tailored to the specific
requirements were not available at the time when the project started, it was
decided to embark on a hybrid design that promised to take advantages from
a dedicated simulation tool based on the imperative programming paradigm,
in combination with a declarative rule engine (Lotzmann and Meyer, 2011b).

This proposed architecture is reflected in a high-level architecture meta-
model of a simulation model implemented in this way, as shown in Figure 3.10.
According to this meta-model, a simulation model is composed of an imperative
part, reflecting the structure of the model, and a declarative part, representing
the behaviour and ‘knowledge repository’. The imperative part consists of a
(single) model class and an arbitrary number of agent classes, which are man-
aged by the model. The declarative part, though, provides world knowledge to
the model, as well as individual (private) knowledge to the agents, and deter-
mines their behaviour. The knowledge representation within the declarative
part includes fact templates — defining the structure and data types allowed
for facts — and the actual facts. The behaviour is formulated by rules which,
in general terms, process the facts in some way.

The purpose of simulation modelling within OCOPOMO is stated in (Scherer
et al., 2013a) as to be “designed and implemented in order to explore the indi-
vidual actions and combinations of actions that are believed to be available to
governments for the purpose of achieving specific and well-formulated objec-
tives. It enforces the specificity and clear formulation of available actions and
also clear, precise and well formulated statements of the conditions in which
the actions might be taken and the consequences of those actions in the spec-
ified conditions. The model produces output in the form of [...] statements

39Cognitive heuristics are realisations based on reasonable assumptions, as e.g. illustrated
in (McCollough et al., 2014). These are sometimes also casually called ‘magic facts’.
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Figure 3.10: Simplified meta-model of a typical DRAMS simulation model as
supported by the CCD2DRAMS tool

that describe sequences of events including decisions and the outcomes that
emerge during simulation experiments with the model.”
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Table 3.2: Procedure of implementing a DRAMS simu-
lation model (as suggested in (Scherer et al., 2013a))

Step Model skeleton generated
with CCD2DRAMS

Model set up from scratch

1. The generated Repast model and
DRAMS files should be inspected
for consistency and completeness.

A Repast model class must be
defined, which creates all agent
instances (for which the desired
agent types have to be defined,
see step 2), initialises the global
fact base and handles the Repast
time steps by triggering the rule
scheduler. An abstract model su-
per class providing the DRAMS
related code is available in the
DRAMS distribution, thus only
model related aspects have to be
added.

2. Optionally, Java classes for model
or agents can be adapted or ex-
tended.

Classes for all designated agent
types must be created and all
necessary functionality should be
implemented. Similar to the
model super class, an appropriate
agent super class is delivered with
DRAMS.

3. The rule definition stubs need to
be elaborated by specifying the
Left Hand Side (LHS) clauses (for
the condition part) and the Right
Hand Side (RHS) clauses (de-
scribing the action part). Usually,
a number of additional declara-
tive code definitions (e.g. type
definitions for intermediate re-
sults, supporting rules) need to be
added.

For each agent type, code for the
declarative model part has to be
written in the related DRAMS
files. Firstly, the fact templates
have to be specified, after that the
initial facts can be asserted to the
fact base, and finally the rules can
be written.

4. The declarative model part can be checked for consistency, using a
visualisation of the automatically generated dependency graphs.
Furthermore, testing and debugging procedures should be per-
formed by executing the model using the Repast user interface,
possibly with a reduced number of agent instances.

5. If the model is running as expected, then additional code for cre-
ating and storing simulation outcomes can be implemented.

Continued on next page
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Table 3.2 – continued from previous page
Step Model skeleton generated

with CCD2DRAMS
Model set up from scratch

6. Productive runs of the full-scale
simulation model can be carried
out, again using the Repast inter-
face. Textual logs and numerical
data are generated and stored ac-
cording to the definitions made.
XML based result files can then
be analysed with the Simulation
Analysis Tool.

Productive runs of the full-scale
simulation model can be carried
out, again using the repast inter-
face. Textual logs and numerical
data are generated and stored ac-
cording to the definitions made,
but no traceability information
will be available.

The process of implementing a simulation model using RepastJ as simu-
lation platform, extended by DRAMS as the declarative rule engine, can be
structured into a procedure comprised of six steps. This procedure is shown in
Table 3.2 for both cases where the model skeleton is created by CCD2DRAMS,
and for the manual set-up of the model from scratch (to demonstrate once more
the contribution of code generation; see also Lotzmann and Meyer (2011b) and
Lotzmann and Meyer (2011a)). The proposed steps anticipate the usage of cer-
tain tools and methods, which will be explained later in this chapter.

Tool support

The core of the simulation environment within the OCOPOMO toolbox is the
RepastJ version 3.1 (North et al., 2006) simulation tool covering the imperative
part, with DRAMS as extending framework for the declarative part. Both are
Java-based tools, so interoperability is straight-forward, and as a consequence
the language of the imperative simulation model part is also designated to be
Java. In contrast to RepastJ as an existing well-established simulation tool,
DRAMS is a new software developed within the OCOPOMO project and at
the same time constitutes the major contribution of this PhD thesis. Hence,
several chapters are dedicated to this tool and will present DRAMS both from
the application (Chapter 6) and the technical perspective (Chapters 8 and 9).

From the modeller perspective, DRAMS as both a development tool and
as part of the simulation execution platform needs to maintain pillars from
both sides. I.e., on the one hand a user interface integrated in the Eclipse
IDE is necessary to create and edit the declarative definitions, on the other
hand a user interface needs to be provided to control and supervise simulation
runs, coupled with the RepastJ user interface. For both pillars respective
components are provided: Figure 3.9 shows a screenshot of the DRAMS editor
Eclipse feature, while the screenshot in Figure 3.11 displays a so-called Data
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Figure 3.11: The Data Dependency Graph with the rules that have been im-
plemented from the generated rule stub as shown in Figure 3.9

Dependency Graph (DDG) generated by DRAMS as a visualisation of the
actually implemented model in running state.

The DDG shown in this figure reflects the implementation of the previously
shown actions (and transformed rule stub) heat producer changes price
presented in 3.3.3. What can be read from the diagram is that the original
rule stub has been split into two actual rules (the rectangular shaped nodes),
while the oval nodes stand for facts representing the pre- and post-conditions
for the rules. Section 7.3.4 provides more details on this diagram type and
related topics.

These tools are also helpful for model verification, i.e. ensuring best possible
correctness. In the first place, this involves a consistent simulation model
behaviour, so that the model behaves in plausible ways for sensible ranges of
input parameter settings. Such a verified model can then be handed over to
the next process phase, where productive runs of the model produce analysable
and validatable results.

3.3.5 Simulation result generation and analysis
This section comprises the phases ‘Simulation and generation of model-based
scenarios’ and ‘Evaluation and validation of evidence-based vs. model-based
scenarios’.

Having a simulation model implemented and verified, a phase of well-planned
experimentation and result analysis can be entered. The aim of this phase is
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validation, which takes place in two different steps. The first step is the in-
ternal validation, i.e. it must be ensured that the simulation results do not
stand in contradiction with information (e.g. from the evidence base) incorpo-
rated in the model. This involves experimenting with the model, performing
multiple simulation runs, collecting the outcomes produced by the simulation,
checking them for plausibility and trying to identify patterns in simulation
results. The second step is then to condense the experiences collected during
experimentation, in the case of the OCOPOMO approach in so-called model-
based scenarios, narratives exemplarily describing typical simulation results,
related to the identified pattern. The actual (external) validation is then again
a collaborative endeavour, as these results are discussed with the stakeholders,
in order to be approved (or denied) by them. These two steps — subsumed
under the term ‘productive simulation runs’ — are elaborated in the following
subsection.

Between these two validation steps an important point of decision in the
modelling process is reached. If the internal validation fails, usually the cor-
rective measures are taken by stepwise going back to either the simulation
modelling or the conceptual modelling phase, according to severity of the de-
viation. An external validation which was not approved in a discussion with
stakeholders and domain-experts, on the other hand, triggers a new iteration of
the modelling initiative with a collaboration phase for creating new or adapting
the existing narrative scenarios.

Productive simulation runs

Productive simulation runs require executing the simulation model with dif-
ferent input parameter settings. Before — as part of model verification — the
parameters for which the simulation results change in a significant and repli-
cable manner have to be identified. This can be achieved with a sensitivity
analysis (Chattoe et al., 2000) based on quantitative methods, or with a quali-
tative approach. The latter involves analysing and interpreting the simulation
outcomes by a human ‘simulation analyst’. This approach has been chosen for
all the models developed referred to in this PhD thesis. A detailed example of
this step is given in Chapter 7.

The outcome of the qualitative result analysis needs to be condensed and
made digestible for stakeholders, i.e. it must be transformed into the language
of the application domain (or even in everyday speech). The resulting arte-
facts are referred to as model-based scenarios, as the style of these documents
should be similar to the scenarios generated by the stakeholders. Model-based
scenarios can be enriched with diagrams and (hyper-) links to some kind of
evidences, creating the bridge to the raw simulation results and — by apply-
ing traceability — to the documents in the evidence base. A comprehensive
description of this type of simulation analysis is given in Scherer et al. (2013a).
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Figure 3.12: Eclipse-based Simulation Analysis Tool, which allows editing of
model-based scenarios (upper part) face-to-face with the simulation outputs
(lower part)

Tool support

The creation of model-based scenarios is supported by another Eclipse fea-
ture, the Simulation Analysis Tool (Furdik et al., 2013). Figure 3.12 shows a
screenshot of a typical application situation for this tool: In the upper part of
the screen a text editor for writing the scenario is situated, below in the lower
part a table is provided by the tool that displays the simulation log in XML
format as generated by DRAMS in a human-readable manner. With a simple
user action, a phrase of the scenario can be linked to an arbitrary entry of the
simulation log, hence creating a trace to the evidence base.

The completed model-based scenarios are then published in the collabora-
tion space. Hence, another connection point to the Alfresco collaboration plat-
form has to be established. For transferring the data from Eclipse to Alfresco,
the Simulation Analysis Tool is bundled with a respective upload functionality
— the Data Repository Client in Figure 3.2.
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3.4 Tracing back simulation results
As an overarching layer above the OCOPOMO process and the related tools,
the technical means for preserving traceability across the artefacts and trans-
formation steps is one of the central features of the OCOPOMO toolbox. This
sections is aiming to briefly illustrate the underlying mechanisms, to be con-
cretised and substantiated later in this PhD thesis.

The rationale for introducing traceability in the OCOPOMO process is
pointed out by Lotzmann and Wimmer (2013a), following the discussion in
section 2.3 (in subsection Evidence-based simulation models). The purpose of
traceability in this context can be summarised as follows:

“Traceability is a key element in ensuring openness and trans-
parency in the OCOPOMO policy development process. There-
with, good governance principles are implemented in policy mod-
elling. Traces and provenance are also important auxiliary means
for policy modellers, by helping the experts to better understand
complex interrelations of policy aspects and how informal data el-
ements feed into a formal model (provenance). Hence, traces are
a basic instrument for model exploration and easier understand-
ing of the structure of a simulation model, for simplification and
visualization.” (Lotzmann and Wimmer, 2013a)

The technical realisation of traceability is the subject of Chapter 10. Focus
of this section is to give an overview how the different artefacts are linked
together in order to maintain a chain of links, from the model-based scenarios
back to the evidence base consisting of narrative scenarios by stakeholders and
background documents. Figure 3.13 shows again all the artefacts created in
the different process steps as introduced in Figure 3.1, with the link as pointed
out in the previous sections.

The consistent policy model as final result of the modelling process can
be seen as the container for all other artefacts: the initial and stakeholder
scenarios with related background documents, the CCD as conceptual model,
the formal policy model in form of an executable simulation software, and
the simulation results formulated as model-based scenarios. The latter three
types of artefacts, i.e. the models and the results, contain meta-data to iden-
tify the sources from which they are derived. For each element of the CCD,
this is an attached text annotation referring to the source file document and
the position of the relevant phrase inside this text. The CCD furthermore
creates a unique identifier (UUID) for each element, which then can be used
by subsequent modelling artefacts to hook up into the trace chain. In case of
DRAMS simulation models this type of link is established by tags annotated to
each declarative language construct, that contain UUIDs to the related CCD
elements. This information is also attached to the simulation outcomes and,
hence, can be incorporated in the model-based scenarios via hyperlinks. In the
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Consistent policy model
Initial scenario

CCD Formal policy model Model-based scenarios

Concept, Relation, 
Action, Condition

UUID

Text Annotation

Fact Template, 
Fact, Rule

UUID Link

Hypertext,
Diagram

Hyperlink

Text

Background materials

Hypertext, PDF

Narrative scenario

Text

Figure 3.13: Artefacts of the OCOPOMO process with traceable links

Figure 3.14: Example for a model-based scenario, presented in the Alfresco
collaboration space, with box showing the annotations to the evidence base
for a selected phrase

presentation of these scenarios the UUIDs are replaced with the text phrase
behind the UUIDs, taken from the CCD.

Figure 3.14 gives an example how the presentation of a model-based sce-
nario looks like in the Alfresco collaboration space. These scenarios are created
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as hypertext documents and might include diagrams (not shown in the screen-
shot) and hyperlinks. The hyperlinks in the example are the grey highlighted
text phrases. A click on such a link opens an ‘Annotations’ windows with
information on the relevant traces: the annotation phrase linked to the CCD
element and the link to the document in the evidence base.

3.5 Conclusions from the OCOPOMO project
The OCOPOMO project introduced a new approach to policy modelling and
simulation — as a sub-discipline of social simulation — by applying methods
known from software engineering, specially adapted for this domain. The
resulting OCOPOMO process with its core features

• qualitative method for data collection (scenario method in this case),

• conceptional modelling with model-driven application development (i.e.
including code generation) and

• traceability

provide a solid basis for conducting complex evidence-driven modelling tasks.
This process is also flexible enough to be modified in various phases, without
invalidating the beneficial properties proven in the OCOPOMO pilots. Such a
modification will be looked upon in the subsequent chapter, for which then an
elaborate use case is studied in Part II of this PhD thesis. From the perspective
of this thesis, the OCOPOMO project does not only provide the methodolog-
ical framework, but also a part of the developed toolbox, in particular (and in
order to support traceability from a technical standpoint) the CCD Tool and
DRAMS together with CCD2DRAMS.

Aside from the modifications and examples given in the next chapter, the
restrictions and possible extension points of the OCOPOMO outcomes are
discussed in the following.

The modelling and simulation software tools developed in OCOPOMO are
exemplary prototypical implementations, although certainly not just proof-
of-concept prototypes. These tools have been and are used for several other
projects and purposes. One of the compromises made in OCOPOMO — and
hence posing a restriction — is the model-to-text code transformation imple-
mented in the CCD2DRAMS tool. This approach allows the adaptation of
formal program code on conceptual model changes to some degree, but pro-
hibits the opposite direction of trailing code changes in the conceptual model.
A proper model-to-model transformation approach would help to overcome
this restriction.

The main restriction, however, regards the consistent conceptual descrip-
tion (CCD), in particular the degree of formalism that can be attached to
conceptual models. The current CCD does not provide enough information
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for generating comprehensive simulation model code, e.g. some parameters of
facts cannot be expressed (target agent fact base, fact permanence, compre-
hensive rule logic etc.).

Possible solutions for these restrictions would require to equip the CCD
with simulation model relevant information. This imposes the problem that
the CCD would become dependent on the target language, while the concept
of CCD foresees target code independent models which should be transferable
into arbitrary programming languages. Therefore it would be needed to break
the transformation process into two distinct parts by inserting a transformation
model, a language-independent formalisation model.

Another promising and important objective of future research is the opening
of the OCOPOMO development process and the associated tools for additional
methods of data collection and analysis and simulation paradigms, beyond the
first steps (with respect to data analysis) described in Chapter 4. An important
contribution by Majstorovic et al. (2015) provides a “comparative analysis of
simulation models utilised in the field of policy-making” with the goal to enable
“hybrid simulation models” combining “different modelling theories”.
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Chapter 4

Linking the modelling process
with data analysis

4.1 Introduction

This chapter presents a customisation of the modelling process introduced
in the previous Chapter 3 with the aim to make it applicable for a specific
modelling task, where the discussion on criminology in section 2.4 comes into
play. Thereby, the different process phases are underpinned with detailed sub-
processes, and in particular the domain-knowledge collection and the simula-
tion result generation and analysis phases are tailored for incorporating data
analysis and qualitative research methods. This specialised modelling process
constitutes the methodological approach applied in Part II.

The customisations and major parts of the content presented in Part II are
results from another research project (GLODERS). The author of this thesis
participated in this research project primarily as simulation modelling expert,
together with a data analysis expert (Martin Neumann) and other teams and
stakeholders. Substantial parts of his contributions are presented in this chap-
ter (regarding the model implementation phase), and constitute the core of
conceptual modelling and simulation model implementation in Part II. Results
of this work have been published in several papers and articles, contributions
by the author among others in (Lotzmann et al., 2015) and (Lotzmann and
Neumann, 2017). Further references and project deliverables are mentioned
below.

The chapter is structured as follows: After introducing the GLODERS
research project, the rough outline of the customised modelling process is
sketched, to be further specialised and filled with concrete sub-processes in
the subsequent section.

77
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4.2 The GLODERS project
GLODERS40 — the acronym for Global Dynamics of Extortion Racket Sys-
tems — was a research project which started in October 2012 and ended in
September 2015. It was co-funded by the European Commission in the Frame-
work Programme 7 with a theme in ICT for Science of Global Systems, and
brought together four partners from universities and research institutes in the
UK, Italy and Germany.

In the project, a particular type of criminal organisations was investigated:
Extortion Racket Systems (ERS), covertly acting organisations in various man-
ifestations and with different goals spread over all parts of the world, with the
common property of using extortion as important means to achieve their goals.
Such organisations can be deeply entrenched in the legal society, or they can
be just of peripheral matter. The most prominent example of the first kind
(and for ERS in general) is the Mafia, in particular the Sicilian branch Cosa
Nostra. An example for the second kind is a gang of drug dealers for which
extortion is mainly a method to exert power among gang members.

Both types of ERS’s have been investigated in GLODERS applying the most
prominent research methods of Computational Social Science: data analysis
and agent-based simulation (see section 2.3.1). Main result of the project are
several simulation models covering different aspects of such criminal organisa-
tions:

• An ERS model implemented in Java (Nardin et al., 2016b) and Netlogo
(Troitzsch, 2016b) (both replicating features of each other), simulating
the interactions of the Cosa Nostra with the legal society in Sicily and
investigating the effects of public movements against the Mafia (like ‘Ad-
diopizzo’41).

• A Mafia War model, dealing with “conflict escalation in criminal orga-
nizations, investigating conditions of stability and collapse” within the
Cosa Nostra (Neumann et al., 2017).

• A model of a gang of drug dealers in a Western European country which
experienced a violent collapse (spawning several cases of extortion) due
to failure of internal conflict regulation mechanisms. This model will be
elaborated in Part II of this PhD thesis, as it serves as the use case exam-
ple for demonstrating the modelling process developed in OCOPOMO
(see previous chapter) and reshaped in GLODERS (as this chapter will
reveal).

All modelling activities in GLODERS are (at least loosely) based upon a
common cognitive theory: a normative agent architecture called EMIL-A. The
EMIL-A framework was developed for and tested with stylised-fact examples in

40http://www.gloders.eu
41http://www.addiopizzo.org

http://www.gloders.eu
http://www.addiopizzo.org
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the previous project EMIL42 (Conte et al., 2013). GLODERS elevated EMIL-
A to a practical layer by using it in models of complex social systems with
relation to real organisations and practical questions (Nardin et al., 2016a).

A thorough description of the GLODERS project can be found e.g. in
(Elsenbroich et al., 2016). In the following, a distinct aspect will be introduced:
the modelling process used for designing and implementing the third model in
the list above.

4.3 Adapting the OCOPOMO process for data
analysis: The GLODERS process

After deciding the use cases to investigate in GLODERS and examining the
information and material available for creating the simulation models, it be-
came evident that a modelling process as developed in OCOPOMO could be
beneficial at least for the case of the collapse of a gang of drug dealers. The
data base that should constitute the evidence for this model consisted of un-
structured texts, stakeholders were to be involved in the modelling process and
should be enabled to keep track of these activities, as well as to recognise their
investigation results in some way or other in the simulation model and the pre-
sentation of results. Hence, the CCD and traceability concepts of OCOPOMO
promised to be the ideal approaches to match the procedural requirements.

Since (fixed) information from completed criminal investigations had to be
analysed as starting point for modelling the scenario method of the OCOPOMO
process was not applicable. In the proposed approach it had to be replaced
with appropriate data analysis methods due to the amount (several hundreds
of pages) and the sort (completely unstructured) of respective texts. Sum-
marising, the following areas of requirements for the concrete modelling tasks
of the GLODERS project were considered (Lotzmann et al., 2015):

• stakeholder participation: stakeholders from police provide investigation
files, empirical domain knowledge and discuss the state of development
with the modellers on various occasions;

• type of empirical data: reports from criminal investigations (interroga-
tion reports, court files).

As a first task the data analysis and simulation modelling team of the
project43 developed an outline for a combined qualitative and qualitative data
analysis embedded in a conceptual modelling process. In Figure 4.1 this general
idea for a modelling process is introduced, catering for the aforementioned
requirements. Similar to the OCOPOMO process as sketched in Figure 3.1

42http://emil.istc.cnr.it
43For this particular use case model based at the University of Koblenz, Germany, in

collaboration with the modelling team of CNR, Rome, Italy.

http://emil.istc.cnr.it
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Figure 4.1: Overview of the evidence-based modelling process (background
boxes represent aspects of the process; the flowchart highlights the activities,
with solid lines showing the process flow and dashed lines depicting influential
relationships)

the aim is to transform evidence data into a formal model and ultimately
simulation results. As a significant difference, the property of having multiple
iterations along the entire process is not regarded here, since it seems less
important in the context of analysing already closed criminal investigations
to regard the case that new insights would require to completely rethink the
model. Instead the iterations within the data analysis and modelling stages
are of very high importance, emphasising the necessity for a thorough and
interwoven data analysis and modelling approach.

As point of departure the availability of an evidence base provided by the
police stakeholders is defined, setting off a four-staged conceptual analysis
process, operationalised from a concept first published in (Krukow et al., 2014,
pp. 7-17). At the first stage a preprocessing (including a translation on the
natural language level, if necessary) of the data is considered, in order to make
the data processible for data analysis.

The envisaged kind of data — basically unstructured texts — and the sort
of information to be extracted from the data — not only about structure of
and relations between initially unknown concepts, but also manifold and com-
plex descriptions of behaviour — pointed to a prominent role of qualitative
analysis methods. Hence the process is defined around qualitative text anal-
ysis interlinked with conceptual modelling. Focus of the data analysis is the
identification of concepts and relationships, while during conceptual modelling
these relationships are further assessed and brought into concept networks.
These two steps are performed in iterations, always having stakeholders on
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board to discuss the validity of the developed concept.
Nonetheless, the inclusion of quantitative data analysis methods is con-

sidered here as well (Krukow et al., 2014). Applying relevant computerised
methods (like text mining methods such as tokenisation and stemming (Ag-
garwal and Zhai, 2012)) on the texts makes further data preparation steps
necessary, for example manual clean-up and the provisioning of a dictionary
(words with similar meaning, spelling variants etc.). These additional inputs
may also come from the qualitative analysis, and the results of the quantitative
analysis feeds back into the qualitative and conceptual work.

The conceptual modelling is, on the other hand, linked with the simulation
modelling phase as the model implementation receives its grounds from the
conceptual model, and the formalisation might also reveal new insights for the
conceptual modelling (for example the discovery of gaps — missing details
to achieve a proper formalisation). Model implementation goes hand-in-hand
with simulation experimentation, firstly to verify the model, later on with the
aim to validate model assumptions and finally to generate simulation results for
final analysis. These stages can again involve iterations, and the stakeholders
have to be kept informed on the development progress and results.

The process finally applied for the actual use case model development was
trimmed to qualitative data analysis44; it will be presented in the following
section.

4.4 Building up the GLODERS process
The data analysis for the actual case started according to the process described
in the previous section with data preparation and the initial stages of quali-
tative analysis. In discussions with stakeholders it was decided to concentrate
on aspects that were dependent on qualitative analysis, giving the quantitative
side less priority. In the course of the project it became apparent that a sophis-
ticated methodology for qualitative data analysis combined with conceptual
modelling was a substantive contribution on its own. Neumann formulates this
in (Lotzmann et al., 2015) as follows:

It “is a demonstration and proof-of-concept of the approach to
making use of evidence based modelling as a core tool in a process
of grounded theory development (Neumann and Lotzmann (2016a);
Dilaver (2015)). Central to this account is to rigorously grounding
model assumption in empirical narratives (Lotzmann and Wimmer

44Actually a quantitative analysis of the data also was performed in GLODERS in order
to reveal money laundering networks. Starting with AutoMap for identifying concepts and
finding co-occurrences, these results were imported into ORA for a measurement-based
network analysis. Restricting the model to specific aspects (as highlighted in section 5.3)
rendered these additional details about money laundering activities irrelevant. Details of
this quantitative analysis are given in (Sartor, 2015); for information on the tools used, see
http://www.casos.cs.cmu.edu/tools/.

http://www.casos.cs.cmu.edu/tools/
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(2013b); Lotzmann and Wimmer (2013a)). Thus it takes a stance
in the ongoing debate on simple or realistic modelling strategies
(Coen, 2009). Evidence-based modelling is an approach of devel-
oping models not on simple theoretical assumptions but on factual
empirical evidence, sometimes referred to as KIDS principle (Ed-
monds and Moss, 2004) by making use of ethnographic accounts
to get away from numbers (Yang and Gilbert, 2008). This is par-
ticularly popular in participatory modelling (Barreteau, 2003). Its
growing recognition is demonstrated in a recent special issue on us-
ing qualitative evidence to inform the specification of Agent-Based
Models in Vol. 18(1) of JASSS45.”

Hence, the further research on this ‘restricted’ approach set grounds for
a self-contained process. This section will give a description on the relevant
details as published in (Lotzmann et al., 2015), which will then be illustrated
in the next chapter (Chapter 5) by a concrete use case example.

This process also includes an additional requirement from GLODERS: in-
volving normative agents based on an existing theoretical foundation to en-
hance the model design. Hence, the design of the process has to consider a
number of different perspectives: The conceptual analysis process, the simu-
lation modelling and the stakeholder participation as already included in the
generalised process, plus an additional theory of normative agents. These per-
spectives are shown in the background lanes of Figure 4.2.

The first aspect, the model development as core of the process, is likewise
divided into sub-processes for conceptual analysis and simulation modelling,
which are overlapping and exhibit temporal dependencies. Starting with the
availability of documents in the evidence base, the analysis is comprised of the
following four steps (Krukow et al., 2014):

• Data preparation for ordering and standardising the textual data for
further processing. This includes unifying the data from different file
formats, data encoding and language translation.

• Concept identification, i.e. the (basically manual) extraction of mean-
ingful words and phrases.

• Relationship identification, which starts with a categorisation of the iden-
tified concepts, followed by an extraction of relationships between the
categories.

• Concept network analysis, based on the identified relationships, e.g. by
appropriate visualisations.

The first design steps for simulation modelling can be started already when the
preliminary results from the relationship identification phase are available, the

45http://jasss.soc.surrey.ac.uk/18/1/18.html

http://jasss.soc.surrey.ac.uk/18/1/18.html
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Figure 4.2: Overview of the evidence-based modelling process (with
GLODERS-specific details) (background boxes represent aspects of the pro-
cess; the flowchart highlights the activities, with solid lines showing the process
flow and dashed lines depicting influential relationships)

actual simulation modelling takes place after the conceptual analysis process,
and eventually leads to validated and analysed simulation results.

The second aspect is a theory of normative agents which drives the entire
analysis and modelling process. A normative agent is capable of normative
reasoning, i.e. to memorise (social or legal) norms and use them for decision
making. Foundations of the applied theory were originally developed in previ-
ous research conducted in the EMIL project (Conte et al., 2013), and extended
and concretised within GLODERS (Andrighetto et al., 2013).

The third aspect regards the practitioners’ perspective of the stakeholders
who provide the empirical domain knowledge and have a significant interest in
the activities and results of the different stages of the development process.

The process as it has been applied in the model development is sketched
in Figure 4.2. Like the general process in Figure 4.1, details of the specific
activities carried out during the development are given for the particular use
case, but in addition the applied tools are highlighted.

The initial activity is the translation of the evidence base consisting of
police interrogation protocols into English language using translation software,
followed by a manual correction of errors caused by OCR and translation using
text processing tools. This step can be simplified or even omitted in other
cases, if the original documents are available in electronic formats (i.e. no
scan and OCR process needed, which is highly preferable). With the texts
prepared, the conceptual analysis process can be performed by a qualitative
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text analysis in the sense of a grounded theory approach (Glaser and Strauss
(1967); Corbin and Strauss (2008)), using the MAXQDA46 software, a standard
tool for Computer Assisted Qualitative Data Analysis (CAQDAS). The results
from this analysis are transferred into a Consistent Conceptual Description
(CCD), which contains concept representations of the entities relevant for the
simulation, like actors, (mental and physical) objects, the relations between
both kinds of entities, and — most importantly for this stage of modelling
— the description of the dynamics constituted by the actors’ behaviour by
means of condition-action sequences (or action diagrams, according to the
CCD terminology) (Neumann and Lotzmann, 2016a).

As mentioned before, the process of qualitative analysis is heavily interwo-
ven with the conceptual modelling; insights from both activities influence each
other manifoldly. In particular the annotation feature of the CCD (for enabling
empirical traceability from model elements back to the evidence) fertilises the
analysis process. Also stakeholders can and should be involved in these two
activities.

The CCD is then used to develop the simulation model, starting with a
model-to-code transformation (CCD2DRAMS) and subsequent implementa-
tion as a declarative rule-based model in DRAMS and Java, using an agent
architecture derived from the GLODERS computational normative theory
(Nardin et al., 2016a), and running in a Repast (North et al., 2006) envi-
ronment. Simulation experiments are performed, firstly for verification and
validation purposes, afterwards in productive runs generating results to be
analysed and presented to the stakeholders. The results are expected to also
shed new light on aspects of the normative theory, like sanction recognition
mechanisms.

In the following subsections the different phases — qualitative analysis,
conceptual modelling, simulation modelling and experimentation — will be
presented in more detail.

4.4.1 Qualitative analysis and conceptual modelling
Figure 4.3 shows the qualitative analysis and associated conceptual modelling
step-by-step.

As comprehensively described in (Neumann and Lotzmann, 2016a), after
the initial data preparation, a MAXQDA-based analysis is performed. Rele-
vant text phrases for the central parts of the model — in this case the collapse
of the criminal network — are identified, and concepts (recorded as codes) are
classified, i.e. codings are developed. In conjunction with these activities the
concepts are annotated with related text phrases, resulting in a preliminary
concept model. Figure 4.4 shows the user interface representation (as provided
by MAXQDA) of the list of codes for which the relevant coding (with annotated
text phrases) can be put into focus, together with the associated annotations

46http://www.maxqda.de

http://www.maxqda.de
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Figure 4.3: Details of the qualitative analysis and conceptual modelling process
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Codes Text with Annotations

Codings

Figure 4.4: MAXQDA user interface with codes, codings and annotated text

situated in the original text. The concept model needs to be discussed with
the stakeholders in order to ensure the empirical and practical relevance of the
concepts. This discussion typically leads to a revision of the concept model,
based on newly identified relevant text phrases. Thus, the stakeholder knowl-
edge needs to be exploited to identify the most comprehensive set of concepts.

When the concept model is finally agreed, in a discussion between analysts
and modellers (in a collaborative approach, as performed in GLODERS), con-
cepts relevant for (and realisable in) a simulation model are identified and
recorded in a CCD by using the CCD Tool of the OCOPOMO toolbox, firstly
as a condition-action diagram (dynamic aspects, Neumann (2014); for an ex-
ample, see Figure 5.11 in Chapter 5), followed by the development of an actor-
network diagram (static aspects; Figure 5.3 in Chapter 5 shows an example).
This conceptual model is compared with the evidence and becomes subject of
the discussion in order to achieve a state of inter-coder reliability47, which re-
quires several iterations of the involved process steps (i.e. development of new
concepts/codings and incorporate these into the CCD). Already at this time
the first ‘technical’ developments are possible (like for this particular model

47The term inter-coder reliability (ICR) is used here in more general terms as defined e.g.
in (Lombard et al., 2010) as “the extent to which independent coders evaluate a characteristic
of a message or artifact and reach the same conclusion”. Statistical methods to calculate
values for ICR as suggested in (MacPhail et al., 2016) have not been taken into consideration.



4.4. Building up the GLODERS process 87

Figure 4.5: CCD tree view with text annotations

the normative agent architecture), since the first concrete requirements for the
implementation can been extracted from the conceptual model developed so
far.

Once the inter-coder reliability is achieved, the CCD content is enriched
with annotations of the related text phrases and MAXQDA codings; Figure 4.5
gives a screenshot of the CCD user interface displaying the CCD on the right
hand side and the evidence text with (coloured) annotations on the left-hand
side. This procedure of enriching the CCD is done until a level of theoretical
saturation (Corbin and Strauss, 2008) is reached. This can again be considered
a recursive process, as (Lewis-Beck et al., 2004, p. 1123) define theoretical
saturation as “the phase of qualitative data analysis in which the researcher
has continued sampling and analyzing data until no new data appear and all
concepts in the theory are well-developed”.

Finally, the validity is ensured by consulting the stakeholders once again,
after which the actual process of implementing the simulation model is initi-
ated.

4.4.2 Simulation modelling and testing
The process of concept analysis of empirical data described in the previous
section provides the basis for the process of developing the simulation model,
as shown in Figure 4.6. It is assumed here that the simulation model is imple-
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Figure 4.6: Details of the simulation modelling process
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mented in the way proposed by OCOPOMO and introduced in section 3.3.4,
i.e. using DRAMS together with Repast as technological basis. However, this
process step is further detailed for the GLODERS application.

As a first step, the CCD2DRAMS tool is used to transform the CCD into
a skeleton of simulation model code. These generated rule stubs are then
elaborated, i.e. completed with valid program code. This implementation also
has to take other aspects into account, such as the agent architecture previously
designed on the base of requirements that have arisen from the conceptual
modelling or the normative architecture. These aspects are conceptualised,
for example in the form of flow charts — an example is given in Figure 5.9 in
Chapter 5.

The implementation, too, is part of the aforementioned process iterations,
and associated with persistent testing. Gaps identified in testing usually have
effects on the code, but occasionally also the CCD is affected when certain
crucial model aspects (such as parameters) appear inconsistent or are missing.
After the model is successfully verified, a validation takes place, involving the
stakeholders in discussions about the preliminary results. Here once more the
need for modifications might become apparent, which then would trigger a
further adaptation or extension of both the conceptual as well as the formal
model. Finally, with the validated model ‘productive’ experiments generate
results in form of logs of scenarios. These are fed into subsequent analysis
and interpretation. The final results are scenarios formulated as ‘short stories’
with the aim to give feedback to the stakeholders in a language appropriate to
the application domain — in the case of criminology some sort of ‘crime novels’.

The DRAMS simulation model implemented in this process ideally follows
closely the representation of dynamic aspects in the CCD action diagram:
If certain conditions are satisfied, here expressed by the availability of certain
facts stored in fact bases, a number of actions can take place, here by triggering
certain agent rules. Also code catering for other requirements can be realised
by declarative rules (as for the normative aspects in this case).

In order to complement the screenshot in Figure 3.9 in section 3.3.4, a
more elaborated example of a code fragment taken from a simulation model is
given in Figure 4.7. It shows a declarative DRAMS rule (defrule construct)
in the Eclipse-based development environment. Again, the comments above
the rule definition are automatically generated by CCD2DRAMS and contain
copies of the annotations associated to the related CCD-action, together with
a reference UUID (@link) to this CCD element. Here, in contrast, the rule is
already fully implemented.

According to the fundamental idea of the CCD, an implementation should
not only follow the structure of the CCD action diagram, but also — as far as
possible — the other elements and constraints given by the conceptual model.
This concerns e.g. the objects defined in the CCD, which should be incor-
porated into model code as data elements to be manipulated by the agents.
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Figure 4.7: Example of DRAMS rule with annotations derived from CCD and
generated by transformation tool CCD2DRAMS

However, in this particular case where the purpose of the conceptual model is
more concerned with enabling communication with involved people like data
analysis experts and stakeholders from the application field, the complexity
of such CCDs might not be sufficient for a reasonable model structure. The
CCD2DRAMS tool can only create code with the complexity of the CCD.

Although it would be possible to ‘squeeze’ the additional code needed for
an executable simulation model in just a small number of rules, this is not a
recommendable approach: it results in rules consisting of extensive, unstruc-
tured and, thus, unreadable code. In effect, just relying on the generated code
elements will make the model cumbersome and hard to maintain. Hence, ad-
ditional rules and fact templates should sensibly be defined. For example, a
best-practice (similar to object-oriented programming) is to dedicate an indi-
vidual rule for every distinct concern, keeping the size (mainly in terms of ‘lines
per rule’) at a manageable level (no more than twenty as a rule of thumb).
Also, not all tasks can be efficiently coded in declarative rules. For example
extensive calculations, character string manipulations or special runtime visu-
alisations should be ‘outsourced’ to imperative code, where Java methods are
the means of choice. DRAMS supports the dynamic inclusion of Java code in
several convenient ways.

In particular for these cases where the complexity of the rule structure ex-
ceed the complexity of the CCD action diagram, the code visualisation func-
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Figure 4.8: Example of Data Dependency Graph showing the rules and facts
involved in a multi-stage decision process

tionality of DRAMS becomes a crucial feature in order to keep track of the im-
plementation. The dependencies between implemented code constructs (rules,
fact templates and facts) are drawn in the Data Dependency Graph (DDG).
Figure 4.8 gives another (and more complex as in Figure 3.11) example of such
DDG, reflecting just a single action of the CCD action diagram while covering
a multi-staged decision process: An agent representing a criminal has to reason
about the kind of an aggressive action to be performed against another agent.
The role of the DDG and the technical background for this representation are
detailed in Chapter 7 and Part III, respectively.

4.4.3 Simulation experimentation
In order to run experiments with the simulation model, parameters have to be
set according to experiment designs, which are formulated on base of questions
to be answered by simulations.

There are typically many different ways to implement parameters in models:
either hard-coded in model code, accessible via (external) variables, or — as in
this case — even outside the simulation model in the CCD. Some parameters
— especially regarding the model structure including types of agents with
certain attributes, types of aggressive actions etc. — should be configured in
the CCD, mainly to benefit from the traceability feature of the OCOPOMO
toolbox. The CCD allows to define instances for actors, objects and relations,
that constitute the simulation world. In contrast, parameters such as number
of agents or probabilities for certain decision options are set by parameter files



92 Chapter 4. Linking the modelling process with data analysis

or via dedicated user interfaces.
Running simulations is controlled by the user interface of the simulation tool

and generates various kinds of outcomes. Besides visualising some numerical
output variables with e.g. time series diagrams (or applying statistical methods
on these variables), the results of simulation runs are presented as simulation
logs, which basically tell ‘stories’ of the events in a human-readable way.

The experiments to be conducted with the model have to be designed in a
way that the stakeholders’ issues are addressed, i.e. relevant questions of the
stakeholders are treated. In order to find answers to such questions, trace-
ability is a valuable instrument. A currently available analysis tool is the
experimental Model Explorer, a plug-in for DRAMS capable to visualise these
traces. This software is primarily dedicated for model debugging and code veri-
fication, but also useful for validation purposes. This topic is examined further
from a technical perspective in Chapter 10. The simulation result analysis and
the applied tools are demonstrated by means of the use case model, which is
subject of Chapter 7.

4.5 Conclusions from the GLODERS project
This chapter showed how the OCOPOMO process introduced in the previous
chapter is customised and applied for a use case in the application area of crim-
inology within the GLODERS project. The OCOPOMO model development
process can be reused nearly unaltered, after replacing the scenario method
for evidence collection by data analysis techniques. Apart from that, the other
main contribution of GLODERS is the detailing of the different process steps,
tailored for the special need of the use case on the one hand, but on the other
hand is general enough to be applied also for other applications. These can be
applications which fulfil (at least a subset of) the following criteria:

• evidence based models, with (unstructured) texts as raw material;

• ideally involving different roles in the modelling endeavour: data analyst,
modelling expert, domain experts/stakeholder;

• use conceptual models for communication purposes, i.e. as a means to
establish a common language between the domains, and between the
persons (or roles) belonging to these domains;

• traceability is a relevant requirement; in this case, an appropriate tool
support is crucial (such as provided by the OCOPOMO toolbox).

Part II of this PhD thesis thoroughly discusses the aforementioned use case
example, for which — of course — all these criteria match. In summary, the
insights obtained by performing the work in GLODERS (and in particular on
the use case model) revealed a great potential impact regarding quality and



4.5. Conclusions from the GLODERS project 93

trustworthiness of models by stakeholders and non-simulation (but domain)
experts.

Extensions of the work done in the GLODERS project (besides the points
already made in the conclusion section of the previous chapter) could include
the following aspects (Lotzmann et al., 2015):

• Open up the process to a broader range of methods and techniques, in
particular with respect to more sophisticated simulation result analysis
procedures which entail the full impact of the traceability means.

• Quantitative data analysis methods could be included on a more detailed
level, as already foreseen in the general ‘GLODERS process’. This could
be achieved among others by providing elaborated interfaces to such
methods and tools, or more generally

• a tighter integration of the different software products used at the single
process steps should be targeted in an integrated toolbox.
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Part II

Application

95





Chapter 5

Use case: An application in
criminology

5.1 Introduction
This chapter provides the ‘entry point’ to the first practical part of the the-
sis — the conceptualisation, development, execution and result analysis of a
simulation model of intra-organisational dynamics of a criminal network. The
results presented in Part I are the methodological frame for this Part II.

In this Chapter 5, the conceptualisation phase of the modelling process is
covered. Parts of the content presented here have been previously published,
most importantly in (Neumann and Lotzmann, 2016c). Other references are
included below.

The chapter is structured as follows: Firstly, the modelling project is mo-
tivated, taking up the discussion of section 2.4. Afterwards the real-world
subject is introduced, followed by a detailed conceptualisation of the rele-
vant aspects, where also the relations to the preceding data analysis phase
are pointed out. The final sections are then dedicated to pave the way to-
wards formalisation (and ultimately implementation) of the model, including
an overview on the respective requirements.

A note on reading this chapter: The conceptualisation of the model is done
step-by-step, whereby in the individual sections fragments of the model are
introduced. Starting with the different facets of behaviour of the criminal
actors in distinct situations in section 5.4, the underlying static structures
are presented afterwards in section 5.5.1. The key to assemble these different
and seemingly artificial views into a coherent picture is section 5.5.2, where
instances belonging to the concepts are illustrated.

Another note of the text style policy used in this chapter: Typewriter
style is used for identifiers of entities shown in diagrams — mainly used in
the context of action diagrams. I contrast, slanted style is used for text phrases
directly referring to elements in diagrams, without necessarily using the exact
name of the elements.

97
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5.2 Motivation
This Part II of the PhD thesis will demonstrate the practical usability of the
evidence-driven modelling process described in Part I to design and ultimately
implement, verify and validate a simulation model with the tools presented
in Part III. This chapter introduces the application case and shows how this
case is conceptualised. In the subsequent two chapters the actual implementa-
tion and the analysis and presentation of simulation results, respectively, are
elaborated.

The application field selected for this modelling example is criminology:
the violent collapse of a network of drug dealers in a Western European coun-
try. Unlike many other examples — such as presented in (Elsenbroich, 2017),
(Nardin et al., 2016b), (Troitzsch, 2016b), (Malleson et al., 2013) or (Bosse
and Gerritsen, 2008), see also section 2.4 — not the interaction of criminal or-
ganisations interacting with their legal environment is in focus, but the inside
perspective within the ‘illegal world’. Motivations for selecting this example
are threefold:

1. This topic was selected (upon stakeholder initiative) as one of the use
cases within the GLODERS project.

2. This modelling example allowed to bring together experiences from pre-
vious projects EMIL and OCOPOMO with GLODERS. While EMIL
contributed a normative theory which aimed at equipping agents with
rich cognitive capabilities, in OCOPOMO the grounds for a structured
participatory approach to model development, conceptual modelling and
traceability of evidence data were set (Chapter 3). GLODERS used the
assets of the two projects and extended these with data analysis tech-
niques (Chapter 4).

3. The size of this model is sufficiently beyond trivial example models, but
still small enough to remain comprehensible in the context of this PhD
thesis.

With view on the story of this criminal network, the overall research ques-
tion can easily be formulated as follows:

How could this escalation of violence happen?48

Other than that, several different perspectives and associated research ques-
tions were regarded for this simulation modelling project. Firstly, the stake-
holder from police who provided the substantial material for the evidence base
approached the modellers with two additional questions:

48“Wie konnte es zu der Gewalteskalation kommen?” (Neumann and Lotzmann, 2016a,
p. 279)
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Is the evidence provided rich enough to inform formal modelling
and simulation?

From a criminological viewpoint, can new insights and results
beyond the already concluded ‘classical’ police investigation about
the case be achieved from simulation? (Neumann and Lotzmann,
2016c)

Secondly, from the perspective of social sciences a number of relevant research
questions are detailed in (Neumann and Lotzmann, 2016a), which can be
sketched as a brief summary:

Is it possible to gain insights on the fundamental social-theoretical
question of conditions for social order from analyses on a micro-
scopic (i.e. individual) level?49

The third perspective is the one from computer science, and in particular its
relation to social sciences. This is the perspective focussed on in this chapter,
complementing the two other perspectives that are specifically focussed in the
publications mentioned above. The following research questions are of interest
in this context:

Is it possible to apply a stringent modelling process inspired
from software engineering for the realisation of complex simula-
tion models which can be regarded as a special class of software
systems with typically soft and blur requirements, while these re-
quirements are not only biased through stakeholder engagement
(which is the baseline e.g. for industrial applications), but also
during the process of conceptual modelling, implementation and
execution of simulations, triggered by verification and validation
of the developed software, and in addition by theories of human
behaviour?

Does thorough and comprehensive software specification result
in added value regarding quality of both model implementation and
simulation results?

Does traceability from simulation results back to evidence doc-
uments increase the acceptance of the simulation method for stake-
holders?

As already mentioned, files from police investigations provided by a police
officer who took part as stakeholder in the GLODERS project served as starting

49“Die mikroskopische Analyse erlaubt jedoch Einsichten in grundlegende Fragen der
Sozialtheorie nach den Bedingungen sozialer Ordnung [...].” (Neumann and Lotzmann,
2016a, p. 279)



100 Chapter 5. Use case: An application in criminology

point for the modelling tasks. The files are partly confidential and contain
mainly interrogation protocols of witnesses and defendants, collected in several
investigations which partly took place way after the actual collapse of the
network. These protocols cover information about different aspects related to
the criminal network concerned: Firstly, the routine of the everyday business
of drug trafficking and money laundering, relations between people involved in
the network and their role in the everyday business (e.g. ‘regular’ criminals,
businessmen, stooges etc.). Secondly, the events involved in the course of
collapse: from friendship, encapsulated mistrust, on to ‘rule of terror’. Acts of
aggression and violence, among them numerous cases of murder were recorded.
This aspect of understanding the network-internal mechanisms that ultimately
lead to the complete blow-up of the network sets the driving research question
for the simulation model.

As mentioned earlier, scientific work in the criminal sector often focusses on
the interface between legal and criminal world, since this is the obvious point of
attack to fight crime. However, understanding the internal hidden dynamics of
a criminal network or organisation doubtlessly helps to assess and re-evaluate
the interaction between the two worlds. Hence, the aim of this work is to
investigate if simulation can help to shed light into the opaque criminal world.
An overview of the social system regarded here is shown in Figure 5.1.

The outer circle visualises the legal world as encompassing environment, in
which the (hidden) criminal world is embedded in some ways. The criminal
network can be seen as an (institutional) actor mainly of the criminal world,
but has also connections to the legal world, most prominently as source of profit
by activities summarised under the term ‘everyday business’. This is treated
as a black box here, with all the kinds of aggressions and violence involved
in these activities. As this everyday business is based upon trust among the
members of the criminal network, a condition of mistrust might impede these
activities. Such mistrust may be provoked by internal disturbances within the
everyday business itself, but also conditions set by external actors can cause
mistrust: Interventions by the police or even information about the criminal
network in the hands of the general public (both are regarded as representative
actors of the legal world), but also external events triggered by unknown actors
from the criminal or legal world can set such a condition. As a consequence
of mistrust, an internal conflict within the network might arise or be fostered.
The behaviour originating from this internal conflict on the one hand impedes
the everyday business, on the other hand leads to some kinds of aggressions
among the network members. Aggressions of violent nature (e.g. murder)
might become visible beyond the borders of the criminal world. In any way,
aggressive actions amplify the mistrust further. So, the basic mechanism is set
for a vicious cycle of aggressions and the breakdown of trust.

In the next but one section this concept of an internal process compromising
the stability of the criminal network is spread out in more detail and gets
underpinned with relevant citations from the evidence base. Prior to this, the
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Figure 5.1: Overview of criminal network: internal dynamics and relation to
legal world

story of the actual criminal network is outlined, though under the premise of
keeping personal data of the persons involved protected.

5.3 The Story: Collapse of a criminal network
The criminal case modelled here on base of files from police investigations fo-
cusses on the fate of a gang of drug dealers that faced a sad demise after quite
a long period of prosperous criminal business. The story of the criminal gang
— as described in (Neumann and Lotzmann, 2016a) and (Neumann and Lotz-
mann, 2014) — started in the early 1990s with a couple of friends who knew
each other from previous criminal ventures. Over the time the business with
dealing drugs grew bigger and bigger, so that finally more than 200 people got
involved in various ways and roles, while the core group consisted of about
20 to 30 people, most of them long-term friends. Within this core network
no strict hierarchy nor any kind of (pre-) determined organisational structure
was established, in contrast to other criminal organisations like e.g. the Mafia.
The motivation of the network members was to jointly use the opportunity to



102 Chapter 5. Use case: An application in criminology

‘make money’ out of criminal acts, which they did with great success: Several
hundreds of millions of an European currency were earned with drug traffick-
ing. Some of the members had extremely high incomes, which resulted in
extravagant lifestyle, including for example own private jets.

The huge turnover of the criminal network made proper ‘professional’ money
laundering procedures a crucial prerequisite for the sustainability of business.
This could only be achieved by involving people in the criminal network who
were not only trustworthy for the core members, but also possessed reputation
in the legal business world. This role was taken by a highly reputable business
man with connections (among others) to construction financing enterprises, so
that the money laundering could be performed by investment in construction
projects e.g. at a European airport. Hence, this businessman (in the following
called the White Collar criminal) was in his role as money launderer the trustee
for the real, so called Black Collar criminals. The other people involved can be
subsumed under the label ‘Straw men’ (and women), stooges with the tasks of
backing and obfuscating criminal activities.

Despite the successful criminal business over a period of more than ten
years, within two years the criminal network broke down — apparently fully
unexpected — in a spiral of violence, murder attempts and also several suc-
cessful homicides. The surviving former members of the network described this
collapse afterwards in police interrogations with phrases like “corrupt chaos”
and a “rule of terror” where “old friends were killing each other”.

As it turned out later, neither the initial cause nor the stages of escalation
of violence could be fully understood by the network members, so they had
no chance to encapsulate the violence and stop the breakdown. Here the
simulation steps in with the attempt to provide answers to the fateful question
which could not be answered by the people involved in the network nor the
police: How could this escalation of violence happen?

To cast the story of the collapse in a simulation model on base of data
gained from police investigations, mostly interrogation protocols, raises ques-
tions about possible problems with this kind of data:

• Accused persons and witnesses might not remember the details correctly,
or overemphasize less important events, or might not tell the truth.

• As in any investigation in covert areas of the society, there is the problem
of dark figures. Events not concretely addressed in the interrogations are
likely to remain invisible.

Therefore the involvement of police stakeholders in the modelling process plays
an important role for clarifying vague or ambiguous assertions and for filling
gaps in the data in a sensible way.

Details of the collapse and the related crimes will be described in the follow-
ing sections where the analysis of the interrogation protocols and a conceptual
model of the collapse is addressed. The subsequent chapters cover the simula-
tion model (6) and the results obtained by simulation runs (7).
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5.4 Conceptualising the case
Aim of this section is to outline the conceptual model of the above-mentioned
case of criminal network, developed from the available police investigation ma-
terial and stakeholder discussion. The conceptual model is not presented here
in a purely result-oriented description, but rather looks at the process in which
the conceptual model was developed. This is done in order to illustrate the
modelling process introduced in the previous chapters by means of an example,
and to give some insights in the thinking processes behind modelling steps and
decisions. Presentations of the conceptual model concentrating on the results
have been published already by Neumann and Lotzmann (Neumann and Lotz-
mann (2016a); Neumann and Lotzmann (2016c)), which are recommended for
a quick reference on the topic.

An intense collaboration between a Data Analyst (Neumann) and a
Simulation Modeller (Lotzmann) was performed over a period of several
months. A series of sessions was conducted with the objective to identify the
relevant aspects and to decide upon appropriate abstractions to be included
in the model:

• The unknown trigger of the spiral of violence should be regarded as an
external event with the consequence that a member of the network was
reproached for a violation of the ‘norm of trust’.

• The observed reactions of criminals on such a norm violation should be
considered as punitive measures of criminal actors in the model.

• The observed reactions of criminals on any kind of aggression — be it
punishment or for any other reason — should be considered.

• The consequences of any kind of aggression from the real case should
also be considered.

The latter three issues were kept as close as possible to the real criminal net-
work. As a ‘key performance indicator’ it was defined that the model should
be able to reproduce the series of events which brought down the real network
— as just one possible outcome, but being able to generate various other sce-
narios as well. All these aspects should be documented in a first draft of a
consistent conceptual description (CCD).

In accordance with the modelling processes described in Part I, a consistent
conceptual description (CCD) must involve consistent submodels for static as-
pects (represented by the actor-network diagram) as well as dynamic aspects
(represented by the action diagram). During the collaboration the CCD was
used as means for communication and documentation from a very early stage
on. As the discussions at this time were focussed predominantly on ‘dynam-
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ics’50, the action diagram of the CCD became pivotal element of the research.
At the same time, the actor-network-diagram was synthesized in the back-
ground, just providing a scaffold of static elements to support the dynamic
effects. In this respect the approach followed for this case deviated from other
projects where this modelling process had been applied before (like in the
OCOPOMO pilots — see Bicking et al. (2013)). There both the static and the
dynamic aspects are regarded with equal (or even opposing) priority, since the
employed scenarios and evidences provide a clear picture on both the static
and the dynamic side. This proves the flexibility of the CCD approach to be
adaptable to specific needs.

5.4.1 The Prologue
As a first step, both the Data Analyst and the Simulation Modeller
needed to familiarise with the expertise and methodological background of one
another. For this purpose, and as an exercise to evaluate the applicability of
the CCD for the purpose, the main part of the ordinary (or similarly called
everyday) business of the criminal network was picked out. Although it was
likely that this part was not of particular interest for the police stakeholders
(since it would just mock the already completed regular police investigations
on the case), the rationale behind this decision was twofold:

• On the one hand, this aspect of the criminal network was simple enough
for an initial modelling attempt in order to fully understand the involved
methods, techniques and tools.

• On the other hand, it was anticipated that there existed strong depen-
dencies between the ordinary business and the topic of the internal break-
down of the gang, so that this former aspect could reasonably comple-
ment the model of the latter — more important — topic51.

In a quick sweep a rough shape of the money laundering process as part
of the ordinary business was sketched (Figure 5.2). Firstly, as a precondition
illegal money must be available, attained by any kind of criminal activities by
a Black Collar criminal — drug or human trafficking, heist and the like. This

50This dynamic perspective is what sociologists are familiar with, as highlighted in (Neu-
mann and Lotzmann, 2016a, p. 282): “Dies ist ein methodischer Ansatz, um Situationsbe-
dingungen mit Anschlusshandlungen in Beziehung zu setzen, die dann wiederum neue Sit-
uationsbedingungen schaffen. Damit wird auf einer methodischen Ebene ein makro-mikro-
makro Erklärungsansatz abgesichert (Greve et al., 2009). [...] Die Entschlüsselung der Se-
quenzen von Bedingungen und Handlungen folgt dabei einem bereits von Weber beschriebe-
nen mikroskopischen Analyseschema ‘das Gegebene so weit in Bestandteile (zu) zerlegen, bis
jeder von diesen in eine Regel der Erfahrung eingefügt, und also festgestellt werden kann,
welcher Erfolg von jedem einzelnen von ihnen [...] nach einer Erfahrungsregel zu erwarten
gewesen wäre’ (Weber, 1968, p. 279).”

51In the end it was decided to abstain from modelling these dependencies, mainly for
simplicity reasons.
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Figure 5.2: CCD Action Diagram of ordinary business

money is handed over to a White Collar criminal, a trustee with reputation
both in the criminal and the legal world who would be able to accomplish
investment activities to transform the black assets into legal money. The
remainder of the process concentrates on this money laundering: With the
provided capital stock the money laundering is triggered by the White Collar
criminal by some kind of investment in the legal market, e.g. in construction
projects or for operating amusement halls, both fields that seem to be prone
for this kind of activities:

“Finally, V0152 paid 59 million. The cash money had been in-
vested through a construction in Curacao. Here the brother of V01
played a decisive role.” (Neumann and Lotzmann, 2016c, p. 163)

“It is suspected that the amusement halls which are officially
owned first by G53 and then by V01 in reality are in the ownership
of O154.”55

52V01 is the cover name of the White Collar criminal of the gang. See also section 5.5.2.
53G is the cover name of one of the known stooges.
54O1 is the cover name of one of the black collar criminals.
55CCD annotation for condition legal money available to black colour criminal.
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After some (unspecified) time a return of investment can be expected from the
legal investment, which then needs to be distributed among the Black Collar
criminals. To obfuscate this kind of transactions, another actor comes into
play: the stooge or — as called here — the ‘straw man’. This is typically an
inconspicuous individual with close relation to a Black Collar, e.g. a relative
or an acquaintance, who performs the errand to hand over the money to the
Black Collar criminal, so that the legal money is available for him.

Having this sketch, the question then was regarded if there might be any
further conditions which would have to be fulfilled in order to maintain this
everyday routine of the criminals. The first idea was that the criminal network
needs to act covert, i.e. the existence of the criminal network is not known to
representatives of the legal world (police, but also general public). This can be
assumed as crucial factor for this particular kind of a criminal organisation in
its particular social environment of a Western European country (where such
activities are less endorsed than in other parts of the world), but there are
many examples for criminal organisation where this factor is not preventing
them to commit crime (e.g. Mafia-like organisations in Southern Europe, Asia
or South America — see Anzola et al. (2016)). So this aspect was discarded
(not modelled as a condition in Figure 5.2) for the sake of being as general
as possible, an approach followed through the entire modelling enterprise (and
which will become more evident later on). The second idea — which is already
anticipated in the assignment of the title ‘trustee’ to the White Collar criminal
— is the supremacy of trust. In more technical terms, a certain level of trust
needs to be established in order to allow criminal business. Trust is mandatory
among the actual members of the criminal network (i.e. the Black Collar
criminals) and the supporting persons (like straw men), but in particular the
trustworthiness of the White Collar criminal is crucial. If trust is no longer
maintained, the stability of the network may be jeopardised. Here the actual
matter of the model begins.

5.4.2 Starting Point: Crystallising kernel of mistrust
The inception of destabilisation within the criminal network is at the same time
the starting point of the modelling activities where the qualitative analysis of
the police files focussed on. It is assumed that a singular initial event can
be sufficient in order to set off a chain of action that finally may result in
a severe crisis of the criminal network. As the stability within the network
crucially relies on trust among the members, the event is likely to have a
diminishing effect on the trust among the criminals. Therefore, the starting
point is modelled in a way that a member of the criminal network becomes
disreputable, which means that some of the other criminals lose trust in this
member. As the empirical evidence is not particularly clear about the actual

This and all following CCD annotations are anonymised citations from documents in the
evidence base.
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cause, two options are taken into account by the model: an unknown external
event on the one hand, and a violation of an internal rule (or norm) the gang
members have committed to on the other hand. A possible cause is mentioned
in (Andrighetto et al., 2014, p. 48):

“It makes the white-collar criminal disreputable if a story ap-
pears in the newspaper that financial transactions become public.”

This is depicted in the starting event: member X becomes disreputable
in Figure 5.3. As indicated in the condition box, the degree of a particu-
lar value assigned with trust (in the diagram expressed by the placeholder
‘source’) changes to low or even very low. Here a modelling decision based
upon (Sabater-Mir et al., 2006) and confirmed in stakeholder discussions is
reflected: Trust, on the one hand, can be assigned to an image value that one
person has towards another person. The aggregation of the individual image
assignments of a person are, on the other hand, expressed as reputation, a
property known (or rather believed) by all members of the social system (here,
the criminal network). From an operational point of view, image values are
private knowledge by actors and have a dynamic character, i.e. these values
are only stable in short-term periods and can change frequently due to any
kind of experience. In contrast, reputation is considered as less dynamic (i.e.
stable over long-term periods) global knowledge.

This design is reflected in Figure 5.3: The initial reaction on the event
that a fellow criminal becomes disreputable is that the image of this member
is changed to a lower level. According to evidence, typical reactions of fel-
low criminals towards a member with a tattered image are aggressive or even
violent actions, coupled with the idea to sanction the deviating behaviour:

“On Oct. 11, [...] at 10 am., the brother of O1, known as J.G.
has been kidnapped [...]. The kidnapper stole the day’s takings
of two amusement halls and forced M and J.G. to sign IOU of 5
millions.”56

“The men are interested in murdering J.O.”57

The result of such aggressions can basically be classified into two categories:
Either the aggression has lethal consequences for the victim, or the victim
survives the attack. In case of an assassination, a panic might strike the
members of the criminal network, leading to cascading effects of aggression
and violence. This case is subject of section 5.4.4. If the victim survives and
becomes aware of the aggression (as drawn in the action diagram in Figure 5.3),
an interpretation of this attack is required in order to find the reasons behind
it:

56CCD annotation for action perform aggressive actions against members X; IOU
stands for “I owe you”.

57CCD annotation for action perform aggressive actions against members X.
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Figure 5.3: CCD Action Diagram of crystallising kernel of mistrust

“If someone gets a machine gun pressed in his stomach and
somebody is involved in this action [who] had been perceived as a
friend, this may lead to an evaluation of the reason of the aggres-
sion.” (Andrighetto et al., 2014, p. 48)

This interpretation process and the possible consequences are subject of the
following subsection.

5.4.3 Escalation of internal conflict
The victim of a non-lethal aggression can be expected to respond in some way
to the attack. The first phase of the response can be considered an interpre-
tation process in which the possible causes for the attack are evaluated. In
some cases the situation might seem clear during or immediately after the at-
tack, when the person affected is aware of own misdemeanour, but this might
be a misinterpretation. Often the causes remain blurred, in particular since
aggressive behaviour among (emotionally acting) criminals is certainly a quite
common thing. The abstract concept behind this interpretation can be for-
mulated as a succinct question: Has the victim violated a social norm of the
criminal network? Hence, a kind of normative process has to be considered in
the model (Neumann and Lotzmann, 2016c).

This interpretation process is subsumed in the action member X inter-
prets aggressive action in Figure 5.4, resulting in a decision that either
the norm of trust is demanded (i.e. the confession that the victim has violated
the norm of trust and that the aggression was a justified sanction), or that the
norm of trust has been violated by the aggressor by doing an unjustified aggres-
sion. These two alternative decisions are modelled in the respective conditions
norm of trust demanded and norm of trust violated, respectively. From
these two conditions the range of actual response actions are predetermined.
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In case of a demanded norm, the recipient of the sanction either obeys or
cheats58, expressed by the two actions member X obeys and member X de-
cides to cheat:

“I paid, but I’m alive.”59

The case of a violated norm of trust sets off the ‘more interesting’ events
in terms of the object of investigation: The victim in turn responds with
an aggression. This aggression can either be a betrayal (as described below,
Figure 5.5) or a counter-aggression. The action member X performs coun-
teraggression reflects the latter and is based on the following phrases from
evidence:

“It seems plausible that a white-collar criminal has more re-
sources to betray the organisation than to perform counter-aggres-
sion. He is the one who invested the illegal money and on which
the investors have to rely. Thus he might easily cheat. However,
when ‘he was like a hunted cat’ he also tried (unsuccessfully) to
perform counter-aggression: ‘He was at a point in which he was in
a totally despaired situation. ... He had a plan to approach O1
with a weapon. However, in the last moment he didn’t dare. At a
different time he had two pistols with him. He planned to shoot O1
to death and to pass the other weapon in his hand (O1) in order
that it appeared as if he had shot in self-defence.’ Thus, he clearly
identified who to attack and decided to (try to) murder him. How-
ever, aggression may remain on a lower level, such as kidnapping.”
(Andrighetto et al., 2014, p. 56)

The result is that a new group member (new X) becomes victim of ag-
gression (which might be so serious that the organisation becomes public
as well, e.g. in case of severe violence), as the respective conditions show in
the model. Here a crucial detail in Figure 5.4 has to be pointed out: If the
aggression was not lethal (i.e. the action member X becomes disabled/mur-
dered and following condition member X replaced/murdered do not apply),
the new victim of the aggression has, in turn, to interpret the aggressive ac-
tion, possibly launching an escalation of aggressions and stoking up the internal
conflict.

The alternative to perform a counter-aggression is to betray the criminal
organisation — expressed in the action member X decides to betray crim-
inal organisation (Figure 5.5). The related evidence is discussed in (An-
drighetto et al., 2014, p. 54) as follows:

58Cheating in this context means that the sanctioned criminal pretends to obey, but in
fact plots revenge. It has been included in the model as a hypothetical option for which
indications, but no clear evidences could be found.

59CCD annotation for action member X obeys.
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Figure 5.4: CCD Action Diagram of interpretation of and reaction on aggres-
sion

“It is puzzling that the data seem to indicate that in the first
instance betrayal had been undertaken by a black collar criminal
(M): ‘O1 wanted the money from her60 and threatened M to kill
him and his children. M told the newspapers [about my role in the
criminal network]61 because he thought that I wanted to kill him
to get the money.’ Going to the newspapers is a severe violation
of ‘commitment to the norm of trust in the organisation’, because
this implies most notably to keep the organisation covert. It seems
plausible that this was triggered by a certain element of panic,
when he was threatened to be killed together with his children.
The reaction entails two decision processes: first, not to keep the
reaction inside the group and second, not to go to the police (which
could have protected him), but doing something more nasty. On
the other hand, some members went to police, eventually in order
to try to save their lives or as a kind of heroic revenge, e.g., a few
days before his murder V01 wrote a document with detailed infor-
mation and gave it to his notary with the instruction: ‘If I become
liquidated I want the notary Mr X to hand over this document to
the police. Signed at ZZ by V01.’ ”

60Presumably a relative of one of the killed network members.
61In the original quotation the role of V01 in the network had been revealed. For reason

of protection of private data this role had to be anonymised.
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Although in all cases of betrayal the trust of other members can be consid-
ered to be impaired (which is used as definition for the term betrayal here),
these examples express quite different ways of betrayal. On the one hand
there are actions which affect only individual criminals and their immediate
surroundings, such as:

“I belief it was in 1998 when V01 started an affair with N.
(B19)”62, the girlfriend of a another criminal.

Such ‘nasty’ acts are typical of small rebukes and may cause aggressive or
violent reactions, but in the first place do not threat the stability of the network
as a whole, as they are sustained within the covert criminal world. On the other
hand, actions of betrayal can have severe consequences for the network if this
line is crossed. ‘Going to police’ or ‘Going to press’ are two such examples,
which can cause uncontrolled behaviour of the individual criminals, enacted
by emotional reactions and panic:

“V01, killed on May 17, [...] had spoken several times with
criminal investigation officers before his death.”63

“... the affair with M. had been in the newspapers.”64

Hence, the two categories of internal and external betrayal are distinguished
in the model. The internal betrayal is abstracted as a single action member X
does ‘something nasty’ with the possible result that the member X becomes
disreputable. For the external betrayal, two actions are foreseen: one for
the case that the member X goes to public, the other one for the case that
member X goes to police. The former simply results in the criminal network
(here referred to as organisation) becomes known to the public, the latter is
expressed by a criminal complaint. The general public is not modelled as an
actor, i.e. it is not regarded to take an active part in the simulation. Hence,
the effect of the criminal network becoming public is that the police gets to
know about the network. At the same time, all members of the network also
become aware that the network is no longer covert, which might trigger certain
actions. In contrast, a criminal complaint is a hidden act of one criminal actor
of which the other members don’t get a clue until some police actions strike
the network.

The police is included as an (institutional) actor and becomes informed
about the criminal network in both cases of external betrayal as well as indi-
rectly by cases of severe violence:

“At May XXX DLC had been liquidated at the exit G. of mo-
torway AX.”65

62CCD annotation for action member X does ‘something nasty’.
63CCD annotation for action member X goes to police.
64CCD annotation for action member X goes to public.
65CCD annotation for condition member X replaced/murdered.
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Figure 5.5: CCD Action Diagram of means to betray criminal network

Figure 5.6: CCD Action Diagram of possible police intervention

As shown in Figure 5.6, the police starts investigation with the ultimate
result of a juridical decision and the appropriate police actions.

5.4.4 A corrupt chaos
In the evidence base situations and sequences of actions are documented that
by no means can be regarded as goal-driven, controlled behaviour of individuals
— the members of the criminal network in this case. The occurred excessively
violent and trust-undermining events are perceived by the involved persons as
if “there is a corrupt chaos behind it”66, which is also expressed in statements
like “He was like a hunted cat”67. The loss of control of behaviour can be

66CCD annotation for action panic reaction: fear for life (new X).
67CCD annotation for condition fear for life.
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anticipated to happen due to exceptional emotional stress, basically generated
by fear. In such a mental state of panic a human is focussed solely on exis-
tential needs, in particular to save the own life. The behaviour towards other
individuals in the surrounding — even close friends — can become corrupted,
and trust is no longer a controlling element. This results in a chaotic and
threatening atmosphere:

“‘There is a rule of terror governing the town’. This means
that the level of trust in the organisation is below a threshold in
which the ordinary business could go on, i.e., a cascading effect of
a spread of distrust generated an extremely bad reputation. This
comes from the observation of betrayal and aggression in which at
the end nobody was aware who initially violated the norm of com-
mitment to the organisation and what aggression was intended as
norm enforcement. Note that this might also include obedience as
a reaction to aggression. At first sight this might appear as success-
ful norm enforcement. However, it might decrease the subjective
commitment to the group if one states: ‘I paid but I’m alive’. To
describe the situation in their own words: ‘There is a corrupt chaos
behind it’. This means that trust is not recoverable and actors are
governed by panic.” (Andrighetto et al., 2014, p. 59)

The conceptualisation of this complex facet of human behaviour is inten-
tionally realised in an abstracting and very simplified way. It is based on the
assumption that by focussing on observable events and reactions a ‘corrupt
chaos’ can be reconstructed in the simulation, which in turn may allow to
deduce the likely causes. This aspect of the model leaves room for exper-
imentation with different cognitive heuristics, which could be tried out and
evaluated in the formal model.

In the conceptual operationalisation as shown in Figure 5.7, a panic reac-
tion: fear for life is triggered only in case of a murder of a fellow crimi-
nal. The resulting fear for the own life of member X than might trigger actions
as exemplified above: member X performs counteraggression, member X
decides to betray criminal organisation, and in addition also the possi-
ble (and according to the evidence very popular) case that member X escapes.

5.4.5 Run on the bank
While a state of panic due to fear for life may cause a corrupt chaos among
the members of the criminal network, another kind of panic situation can be
identified in the evidence: the fear to lose invested money. Although this can
be considered as a less severe state of panic than fear for life, the resulting acts
of aggression are quite similar in terms of severity:

“The run on the bank is a result of the cascading effect of
spreading distrust. If someone wants his money back and others get
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Figure 5.7: CCD Action Diagram showing the corrupt chaos

notice of this, it is in their interest to get their money back as well.
This threatens the liquidity of the bank, also in an illegal market:
‘At a certain point he had problems with his liquidity.’ This stimu-
lated severe intimidation of the banker like getting a machine gun
pressed in his stomach or commands such as: ‘on May XXX, O5
came to my house in order to say that at 8 in the evening I should
come to the forest. This is standard: intimidate and request for
money.’ ” (Andrighetto et al., 2014, p. 61)

Actions linked to this situation appear in two different ways. On the one
hand the aggressions are directed towards a specific target, the White Collar
criminal in his role of the bank keeper. On the other hand, the focus of the
aggressions is to get back the money, if need be by intimidating the White
Collar. In the context of intimidation, often not only the own invested money
is requested but it is also attempted to squeeze profit out of this opportunity
by demanding additional amounts (which itself can fuel the spread of mistrust,
as described above):

“At the beginning of Oct. [...] S.K. came in the office. She told
the employees that she needed to talk to me because her former
man (who died) had 7 millions active debts. If I don’t pay her [...]
friend O6 would kill me.”68

The reaction of the White Collar criminal is determining the subsequent
course of events. If he pays the demanded money the situation can calm
down again and even turn back to a ‘normal’ state. On the other hand, the
situation can escalate in a ‘run on the bank’ if the money is not returned or
the intimidation becomes known to other criminals.

Figure 5.8 shows how the conceptual model covers these aspects. The start-
ing point is the panic reaction: fear for money on an arbitrary member

68CCD annotation for action member X requests invested money back.
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Figure 5.8: CCD Action Diagram of ‘run on the bank’

X, caused by either a juridical decision (and the resulting act of detention),
or by the fact that the organisation (i.e. criminal network) becomes public.
This condition of fear for money then triggers the action that member X re-
quests invested money back. In the case that the money is not available
this is considered to be a violation of the norm of trust, and, hence, member
X starts to intimidate (extort) the trustee. This intimidation is per-
formed by an aggressive or violent action against the White Collar criminal,
who thereby becomes victim of aggression. This results in consequences as al-
ready described above: Either member X (who is the White Collar criminal in
this case) does not survive the attack (action member X becomes disabled/-
murdered), or the cause of the attack needs to be interpreted (action member
X interprets aggressive action), with the possibility of a counter-attack
by aggressive actions. The refusal to pay back money by the White Collar
might also become known to other members of the network which, in turn,
might trigger a panic reaction on their side. This cycle constitutes the basis
for the cascading effect of a ‘run on the bank’, i.e. an increasing number of
criminals try to get hold of money from their trustee.

5.4.6 Evaluating the state of trust
Finally, a process relevant at all stages of the internal conflict within the crimi-
nal network is included: the evaluation of the state of trust within the network.
As initially stated, trust is the prerequisite for successful ordinary criminal
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business, undermining of trust makes the network prone to conflict.
Figure 5.9 shows the related action evaluate level of trust within

criminal organisation with the preconditions and the possible consequences
depending on the evaluation outcome. The evaluation is performed (i.e. the
action is triggered), if one of the following conditions is given:

• One of the members of the network has been murdered.

• The norm of trust has been violated, as a possible result of the interpre-
tation of an aggressive action (see Figure 5.4).

• In contrast to the previous two conditions which are likely to cause de-
cline of trust, there is also a condition where the level of trust might
increase: a member of the criminal network obeys a sanction (action
member X obeys).

The evaluation can either result in the belief that the level of trust is above
the threshold (which is subjective to the individual), or that the threshold is not
reached anymore. In the former case the evaluating criminal will continue the
business undisturbed, while in the latter case the attention will shift towards
the cause of the loss of trust. This can happen in different ways.

A rather rational way to solve the problem and re-establish trust would be
to find the responsible individual X (action find responsible member (new
X)) so that the loss of trust can be encapsulated around X: This member
becomes disreputable, which goes along with a decrease of image (triggering
sanction measures according to 5.4.2). The option is a panic reaction (action
panic reaction: unspecific (new X)69, a situation where emotions rule
out rational behaviour and the criminals get into a fear for money or for life.

This process concludes the conceptualisation of model dynamics found rel-
evant by discussing the results of the qualitative analysis of police documents
between Data Analyst, Simulation Modeller and police stakeholders.
The following section complements this perspective with other elements crucial
for the envisaged transformation into a simulation model.

5.5 Steps towards model formalisation
The action diagram sketched step by step in the previous section is the result of
intense collaboration between Data Analyst and Simulation Modeller,
amended by input from stakeholders emerging from discussions about inter-
mediate results. The model represents the state of ‘theoretical saturation’, i.e.
it is assumed that the aspects relevant for the subject of the model are covered
and reflect the evidence data in an appropriate way. Hence, this part of the
conceptual model has fulfilled its purpose as a communication tool to discuss

69The ‘new X’ in this action refers to possible spread of this information, where another
member of the network panics e.g. due to rumours.
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Figure 5.9: CCD Action Diagram for evaluating the state of trust, together
with triggering events and consequences

the case in a structured way and to shape the modelling steps ahead. Now the
phase of constructing the parts of the conceptual model necessary for further
formalisation can be tackled.

The following subsections show these formalisation aspects in order to pro-
vide an understanding on the degree of formalisation and the level of detail
that can be handled, given the preconditions and constraints set by the CCD
modelling approach. It has to be noted that the picture drawn here should by
no means be understood as an objective gauge, but as strongly dependent on
the particular modelling subject and even more on the personal capabilities
and preferences of the person conducting the modelling (in this case the Simu-
lation Modeller). In other words, an example is given what a practicable
approach for finding a cutting line between conceptual modelling and model
programming can look like.

5.5.1 Model structure
The model dynamics presented in the previous section require a suitable back-
ing from the static perspective, meaning that appropriate representations of
physical and mental entities need to be modelled as well. This process of
creating a reasonable model structure can be done as a ‘supporting activity’,
i.e. providing the necessary entities in order to model the intended dynamic
elements. In this concrete case of collaborative modelling, these static as-
pects were put together by the Simulation Modeller in form of an actor-
network-diagram as part of the CCD. This diagram type basically contains
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the elements populating the simulation world, actors and passive objects with
their attributes, as well as relations between these entities. During the first
iteration of discussing and modelling the dynamics the creation of the actor-
network-diagram was done as a ‘background task’ without deeper discussion
with the Data Analyst. As a result, an initial action diagram sketching a
coarse shape of the involved intra- and inter-agent processes together with a
first version of the actor-network-diagram were available.

The actor-network diagram for which a walk-through is presented in the fol-
lowing paragraphs is, however, the final version used to implement the model.
Hence, not only the supporting scaffold for the action diagram is covered, but
also additional entities are included to support the model implementation.
The diagram is not presented here as a whole, but the most important core
concepts and design decisions are described. The full set of diagrams can be
found in the source code of the anonymised simulation model (see annex B).

The Criminal Network

The criminal network70 as the encompassing concept for this model is designed
as a CCD object. In Figure 5.10 it is represented by the box in the centre,
marked with the symbol (the identification for objects in the CCD actor
network diagram; for further information on the CCD see section 3.3.2). Two
actors are directly related to the criminal network: The criminal and the
police. Both actors refer just to the concepts of this actor-type, without any
hint about the e.g. multiplicity (which is modelled by instance definitions,
see also 5.5.2). Actors are marked with the symbol . The single relation
between the criminal and the network covers the trivial case that a criminal
is a member of the criminal network. Between police and the network three
relations are shown, telling on the one hand that the police knows (or rather
is able to know) the criminal network, but on the other hand (the perspective
of the criminal network) that the network might be known by the police, and,
furthermore, the possibility that the criminal network might try to undermine
the police activities by corruption.

There is another entity which could also be regarded as an actor, but is
modelled here as an object: the public. Rationale for this decision is that the
general public is not expected to play any kind of active role in the model, but
rather serves as a passive concept with just the functionality as a bearer of
information about the existence of the criminal network. I.e., the public might
know about the criminal network (and ‘leak’ this information to the police),
and the criminal network might be aware to be known to the public (so, again
the two perspectives of this identical information).

A completely different type of object related to the criminal network is the
70The slanted text formatting for some phrases in this and the following paragraphs is

used to refer to concrete CCD elements that are part of the actor-network-diagram, from
which fragments are used as illustrations in this section.
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Figure 5.10: CCD actor-network-diagram showing the intertwining of the crim-
inal network

covert aggression. This is a type of aggression performed by criminals, invisible
to the public, but affecting the internal state of the criminal network. There
is also a possibility that information about this kind of aggression is leaked to
the police — this will become clearer in the course of this section.

There are two more objects shown in the diagram fragment on which the
criminal network is based upon: trust and the related concept of a norm of
trust. The norm of trust here represents the concept of a social norm, defining
that the members of the criminal network have to trust each other in order
to maintain stability, where different types of norms exist (depicted as an
attribute of this object, the element with the symbol). This normative
approach is subject of the subsection 5.5.4 below. On the other hand, the
concept of trust is a more technical realisation of this norm: it expresses the
trust toward different actors and concepts, as described in the paragraph on
Concept of Trust below.

The Criminal Actor

For the main actor of the model — the criminal — the directly associated
entities are depicted in Figure 5.11. Apart from the role as part of the crim-
inal network (as defined in the previous paragraph and not shown in the di-
agram), various related entities are included: sub-actors, properties and ac-
tivities. These will be described subsequently, beginning with the sub-actors
(top-left) and onwards counter-clockwise in the diagram.

First of all (and as informally introduced before), the concept of a crimi-
nal considered here can be further distinguished into Black Collar and White
Collar criminal actor types. The ‘is-a’ relation reveals this sub-concept rela-
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tionship. The White Collar criminal has a primitive71 attribute for a capital
stock, the amount of money available to be paid back in the final stage of the
money laundering process (this is a hint for the technical realisation of the
run-on-the-bank incident).

Next, a couple of objects are specified for marking the criminal’s condition:

• The physical state of the actor with the values active, arrested and dead.
One of the three values can be assigned to the state attribute, defined in
a CCD enum, not visible in the diagram. The respective object is called
agentState72 to emphasise the technical motivation for this element.

• The mental frame, where the criminal can either be in one of the states
defined by the sub-objects rational or emotional.

The next (again technically motivated) object describes the result of the
cognitive process of norm evaluation, where after a norm evaluation it is stated
if the norm of trust is demanded in this particular situation or not. The dashed
red arrow ‘known-by’ points out that this object is only visible to the criminal
who does this norm evaluation. The known-by has to be understood as a
property of instances, not concepts: Each instance of an object can only be
known by a particular instance of an actor.

The following two objects reputation and image are norm-related proper-
ties of a criminal, considered as important parameters for various decisions
modelled in the action diagram. These concepts are defined and motivated in
section 5.4.2 and also operationalised in 5.5.4. The reputation is a property of
each criminal, i.e. each of the individuals (instances of the concept criminal)
has a reputation of a certain degree. For this, an ordinal-scaled attribute is
defined with the values very low, low, modest, high and very high. Reputa-
tion is considered as long-term stable73 and well-known to other criminals, at
least among the members of the network. Included in the diagram is again
the object trust since (among other factors) it emerges from reputation. Trust
— from the perspective of the criminal — is an individual belief, and as such
modelled as private knowledge by the known-by relation. This construct re-
flects the individual trust assessment of a criminal. This concept in general
is discussed a bit further in the next paragraph. Image is also a property of
each criminal of a similar flavour and with comparable impact as reputation
(hence with the same kind of degree attribute), but it is considered to be less
stable and subject to change in the course time, with relation to interactions

71Primitive attribute are just values, in contrast to complex attributes that can be con-
structed via further objects attached by relations

72‘Agent state’ refers to the state of the agent object in the simulation model, instead of
the from a CCD perspective more logical ‘actor state’.

73Long-term stable can be interpreted as ‘beyond the time scale of a simulation run’ (or
even of real life). In the actual model implementation this value is kept constant, mainly
for reasons to reduce the number of variables in the model.
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among the criminals. Furthermore, the image is a private property, reflecting
that each criminal has an individual view on the image of each other criminal.

Moving on, the aggressive action is one of the core concepts and plays a
major role in the dynamics specified in the action diagram. It encapsulates
behavioural and communicative aspects of criminals. As the diagram tells, the
aggressive action is performed by a criminal (individual X), and at the same
time is directed to another criminal (individual Y). Aggressive actions are
categorised according to their strength and frequency. Strength is a measure
of the potential impact (and hence the subjective severity) and can be either
low, modest or high; frequency is a measure derived from the empirical number
of appearances of the different kinds of aggressive actions. Hence, this concept
is strongly related to results from the qualitative text analysis. A paragraph of
section 5.5.2 (p. 133–135) is dedicated to the parameterisation of this concept,
i.e. the considered instances with strength and frequency values.

Two further objects describe events which are modelled to be not actively
performed by a criminal, but nonetheless have important impact. Firstly, there
is a normative event, something that can be associated with behaviour of the
criminal. For example, certain actions that are considered to breach the norm
of trust will trigger related normative events. This object is technically moti-
vated (like other types of events, see below) to have a concrete data element
to be memorised in a normative information repository. In contrast, the ob-
ject crime is empirically motivated. This is a container for activities of the
everyday business of the criminals, like drug trafficking or money laundering.
The related instances of crime are derived from the evidence base, as shown
in 5.5.2 (p. 135–136). This particular concept is assumed to be performed
by criminals and to involve (or affect) criminals, but intentionally no relation
directed from Criminal to crime is present, as details of the criminal business
are not incorporated in the model dynamics.

Concept of Trust

Figure 5.12 provides a deeper look into the concept of trust already mentioned
in the previous two paragraphs. Trust in a fellow criminal can emerge from
reputation. Hence, a highly reputable criminal might be one who can be
trusted. But trust is considered here as a more general concept: Not only
trust towards another criminal is regarded, but also trust towards the criminal
network as the representation of the social environment, towards the other
actors straw man and police, as well as towards the public. Trust as defined
in the actor-network-diagram is a technical means to capture an actual degree
in order to construct a ranking of trusted entities. For the attribute degree an
ordinal scale applies, with the following values:

• The value established denotes the optimal state of trust.

• With recoverable a state is marked where trust is impaired, but not
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Figure 5.11: CCD actor-network-diagram showing the attributes and activities
of a criminal

to a degree that would make re-establishing of a trusted relationship
impossible.

• Trust is considered not recoverable, if a relationship is severely damaged
and cannot be recovered.

The rank attribute can adopt an arbitrary integer value, so that a hierarchy
of trusted entities can be constituted. The calculation of this value is based
on the trust towards the entities and the time interval of changes of trust
values. For example, if trust in in the criminal network and the police have
the same value (e.g. established), but trust in police more recently changed
from recoverable to established, then police has a higher rank.

This concept of changing trust over time towards the different parties is
included in the conceptual model in order to support an approach for an
emotion-driven evaluation of the current state the trust. The result of this
evaluation influences the decision to betray the criminal network74, i.e. to
turn towards a more trusted party, for example the police or the public.

74Although foreseen in the CCD, this concept is currently not used in the implementation,
but a possible starting point for a model extension. This is an example where during the
implementation it was discovered that this mechanism has a quite low relevance to the object
of investigation. The model subject was refocussed towards the role and emergence of image
in view of the sanction recognition process.
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Figure 5.12: CCD actor-network-diagram showing the concept of trust

Figure 5.13: CCD actor-network-diagram showing events related to activities
of criminals

Events

Figure 5.13 gives an overview of the types of events considered in the model.
An event is signalling direct or indirect results of a criminal’s activity. Some
examples have already been mentioned above: crime, covert aggression and
normative event; additionally there are aggression and intimidation. Crime
is a placeholder for everyday activities of a criminal. Aggression and covert
aggression are interlocked with aggressive behaviour among criminals, similar
to intimidation which is a special case of aggression against the White Collar
criminal in the situation of forcing to surrender money. In contrast, a norma-
tive event is an indirect consequence of another action or decision of a criminal,
e.g. a norm violation associated with an unjust aggression. All these events
are detailed in the following four paragraphs.

The concept of the event has been introduced in order to provide an overar-
ching means to make the actual accomplishment of various activities tangible,
i.e. to formalise simulation states in order to enable actors to evaluate con-
sequences. Hence, it is a technical construct associated to conceptual entities
predominantly derived from evidence, as the subsequent paragraphs will illus-
trate.

Crimes

Crime is an event depicting the ordinary business of criminals. According to
Figure 5.14, a crime is accomplished by means of a criminal action, performed
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Figure 5.14: CCD actor-network-diagram showing the crimes performed by
criminals in the everyday business

by criminals (perpetrator perspective), involving other criminals (perspectives
like accomplice, victim etc.) and straw men (covering the criminal action).

The criminal actions considered in the model are all related to financial
affairs of the criminals. On the one hand, the matter of generation of income
is reflected in the action drug trafficking. As said before, this topic is not in the
scope of the model — just an abstract source of black money is needed. The
process of transforming the black money into legal money is, in contrast, one
of the core subjects of the model. For this purpose, two actions are foreseen: A
request for laundered money, attributed with an amount of requested money,
and the return of laundered money, with an attribute that records the success
of the action. These two actions are typically parts of interactions between
Black Collar and White Collar criminals. A detailed picture of the concept of
money laundering is drawn in the paragraph Aspects of Money Laundering.

Aggressions

The events related to aggression and the associated entities are sketched in
Figure 5.15.

One event is the ordinary aggression, a typical mode of interaction between
criminals, affecting identifiable criminals by causing harm on (at least) one
side. As formulated in the Action Diagram (see section 5.4), reasons for an
aggression can be issuing a sanction, some kind of self-interest (or even an
unmotivated arbitrary incident), or a reaction on a sanction or an arbitrary
aggression.

Means of an aggression is the aggressive action, with certain strength and
frequency, performed by and applied to a criminal (these attributes and rela-
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Figure 5.15: CCD actor-network-diagram showing the aggressions in which
criminals can be involved

tions are described in the paragraph about the The Criminal Actor above) .
The categories of aggressive actions conceptualised in the model as sub-objects
of aggressive action are reinforced by the evidence base and reflected in the
diagram: violent and threatening actions as well as betrayal, appearing in the
two shades of internal and external betrayal. Examples in the paragraph on
Aggressive Actions will motivate and illustrate the selection of these categories.

A special case is the event of a covert aggression. This is also performed by
means of an aggressive action, can also affect individual (identifiable) criminals.
The affected criminals can either be a rather small subset of the network
members, but there are also scenarios where the whole criminal network is
affected without the possibility to identify the criminal responsible for the
aggression. An example for the former case is the internal betrayal where just
two members of the network are in clash (and know about the aggression;
this is expressed by the known-by relation to Criminal). Going to police is
an example for the latter case, where the known-by relations to Police and
Criminal come into play, i.e. only the criminal making the complaint and the
police receiving the complaint know about the aggression against the criminal
network.

Normative events

As shown in Figure 5.16, the normative event is accomplished by a criminal.
The kind of the normative event is defined by a normative action, another
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Figure 5.16: CCD actor-network-diagram showing the considered normative
events

object which establishes the connection to the norm of trust object. Three
different kinds of normative actions are included in the conceptual model,
which can be classified in two groups: On the one hand there are the two
indirect normative actions norm violation and norm enforcement; indirect in
a sense that such actions are coupled to other actions performed by a criminal
that can be perceived (or interpreted) as enforcing or violating a norm. An
example is the aggressive action that can be either a justified sanction or an
arbitrary assault, depending on the actual situation. On the other hand, the
norm obedience is a direct normative action, where a criminal acknowledges
an aggression as a sanction and respects the norm of trust.

The normative event is the central concept for the operationalisation of
decisions based on norm conforming or norm deviating behaviour in the sim-
ulation model. Similar to the aggression it can be memorised in a normative
information repository and evaluated (i.e. set into relation with an aggression)
in the normative reasoning. This interplay of the different types of events is
addressed in 5.5.4.

Aspects of Money Laundering

The last type of event — the intimidation — is presented in context of the only
situation where it plays a role: the business of money laundering. Figure 5.17
gives an overview on the involved concepts. Drug trafficking generates income
to the Black Collar criminal, which has to be turned into legal money, as de-
scribed before in section 5.3. The action diagram presented there in Figure 5.2
presents money laundering as a ‘black-box action’, which can be imagined
to rely on the following assumptions and process: The Black Collar criminal
trusts in a commitment guaranteed by the White Collar criminal, the actor
responsible for money laundering. This commitment is based on the norm
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Figure 5.17: CCD actor-network-diagram showing the concepts relevant to
money laundering

of trust, as is the act of returning the laundered money back by the White
Collar to the Black Collar criminal. The latter is the important aspect to be
operationalised in the simulation model. For this act a respective object is
defined in the Actor-Network-Diagram in Figure 5.17. In this abstraction only
the prerequisites for a successful return of money are reflected: the capital
stock provided by Black Collar criminals, the investment of the capital in the
legal market by the White Collar Criminal, and the activities to obscure these
activities performed by straw men.

The more relevant case (for the model) of requesting money back from the
White Collar criminal is expressed by an object for a request for (a certain
amount of) laundered money. Although not shown in this diagram (but which
can be deduced from Figure 5.14), this object is a kind of a criminal action,
i.e. performed by a criminal typically of the Black Collar kind. Here the
intimidation comes into play, if the payback does not run smoothly. In this
case a threatening action against the White Collar criminal might be applied.

The Police actor

The other important actor type regarded in the model is the police. In con-
trast to the criminal actor, the design only covers aspects where the relation to
the criminal network or the individual criminals is relevant and ignores details
on internal processes. According to Figure 5.18, main task of the police is to
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Figure 5.18: CCD actor-network-diagram showing the embedding of the police
in the conceptual model

arrest criminals of both kinds (i.e. White Collar and Black Collar criminals).
In order to take such effective measures, knowledge about the criminal network
is needed. This knowledge can be gained in different ways: Besides publicly
available information (external betrayal ‘going to public’ or the results of vio-
lence), the object covert aggression plays a central role in this regard. This is
information about aggressive actions, about criminals or the criminal network
as a whole, passed over to the police by a member of the criminal network,
e.g. by making a criminal complaint. The known-by relations displayed in the
diagram highlight this covert nature of this knowledge, i.e. the other members
of the network are not aware of this situation.

There is one other relation between criminal network and police included: an
abstract means of corrupting the police by the criminal network. This potential
risk is not developed further even on the conceptual level as the importance
appeared too marginal, but has some backing in the evidence base:

“The source of the information leakage cannot be located. Nei-
ther it is known where the criminal got the information that he
could tell ‘that there are leakages in the police.’ It is known, how-
ever, that ‘O1 had the lawyer totally under his control’ and a lawyer
has access to court files.” (Andrighetto et al., 2014, p. 63)

5.5.2 Parameters in the Conceptual Model
The conceptual model discussed so far covers structural and dynamic aspects
only on a class level. This means that just general concepts of actors (like
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criminal), actions (like aggression) and so on have been defined, not the actual
instances of these concepts like e.g. the concrete number and ‘character’ of
criminals, or concrete aggressions like kidnapping or attempted murder. This
kind of information can be added on the conceptual level, too, and can be seen
at the same time as a means of parameterising the model.

This conceptual parameterisation is important for the design of the model,
as decisions like how the actors will be represented by agents in the simulation
model (e.g. microscopic or institutional) are made here. This step is also cru-
cial with respect to the evidence-driven modelling approach (and traceability),
since indications for these concrete instances more or less directly reflect the re-
sults of the qualitative analysis process, and hence the facts from the evidence
base. To illustrate this part of modelling, a default instance configuration
will be described in this subsection, i.e. the set-up used for simulation model
testing and a subset of the productive simulation runs. The most important
concepts for which instances have to be defined are introduced below.

Actor instances

First, the criminal network is represented by an instance with the name ‘crim-
inalGroup’ of the object criminalNetwork (i.e. the existence of exactly one
network is considered here). The criminal network is modelled as a ‘passive
institution’, hence an object is used instead of an actor. The individuals par-
ticipating in the network are ten Black Collar criminals and one White Collar
criminal who are mentioned by (cover) names in the evidence documents, but
received neutral names in the model:

• ‘ReputableCriminal’ and ‘Criminal’, both of actor type Black Collar
criminal:

Cover names for these criminals in the evidence documents
are (among others): O1, O5, O6, O8, O9, B20, B30, SK, JM
and DJL75.

• ‘WhiteCollar’ of actor type White Collar criminal:

The cover name of the White Collar criminal is V0176.

ReputableCriminal and Criminal are two different instances of the Black
Collar criminal actor with different counts and characteristic initial attribute
settings. The ReputableCriminal represents an (at least initially) more ra-
tional and less aggressive nature compared to the Criminal, assuming that
decisions and commands of these are more often accepted and followed by
network members as an effect of the higher reputation (see subsection 5.4.2).
The criminal actor with the highest assumed reputation is the WhiteCollar

75CCD annotations for actor BlackCollarCriminal.
76CCD annotation for actor WhiteCollarCriminal.
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Parameters ReputableCriminal Criminal WhiteCollar
Count 7 3 1
Name ‘ReputableCriminal-1’ to

‘ReputableCriminal-7’
‘Criminal-1’ to
‘Criminal-3’

‘WhiteCollar’

Mental frame rationalFrame emotionalFrame rationalFrame
Reputation77 high modest very high
Membership criminalGroup criminalGroup criminalGroup
Remarks — — attribute

‘capitalStock’
is initialised
with a value
of 20 million
(unspecified
monetary
units)

Table 5.1: Parameter settings of criminal actor instances

criminal, for whom (according to the evidence) just one instance is foreseen.
The attributes for these criminal actor instances are abstractions based on
cognitive heuristics; detailed attribute settings are collected in Table 5.1.

For the Straw Man no instances are defined as this actor does not play a
significant role in the internal conflict of the criminal group (or at least there
are no sufficient indications in the evidence which would justify the additional
modelling efforts). So the remaining prominent actor is the Police. Since only
a very limited and abstract set of interactions between the criminals and the
police is modelled (see 5.5.1), a realisation as an institutional agent is feasible.
Hence, just one instance ‘Police’ is defined for this actor. Further parameters
are not regarded at the conceptual level.

Similar to the criminal network, the public is regarded as a passive insti-
tution, represented also as an object for which exactly one instance ‘public’ is
defined.

Norm instances

The norms are the abstract foundation for concepts (like trust), for more tan-
gible actions (like norm obedience, norm violation and norm enforcement), and
in terms of cognitive processes (like norm evaluation) the basis for decisions.
The concept related to norm is the object normOfTrust, for which instances
are defined reflecting the following hierarchy of norms:

1. Moral norm ‘Commitment to norm of trust in organisation’. This norm
rules all criminal and straw man actors and can be formally described as

77Modelled via another object ‘reputation’, for which the initial reputation values of the
different actors are specified as object instances.



5.5. Steps towards model formalisation 131

NORM(1) 7→ NOT V IOLATE TRUST c o (5.1)
where c stands for criminal and o for organisation. This is a top level
norm for which four concrete obligations are formulated:

(a) Obligation ‘Distribute return of investment’ (within process of money
laundering). This norm rules the White Collar criminal actor and
can be formally described as

NORM(1.1) 7→ DISTRIBUTE cw m s (5.2)

where cw stands for White Collar criminal, m for money and s
for straw man. This norm describes the obligation that the White
Collar criminal has to hand over the return from money laundering
activities to a straw man in order to covertly transfer the money to
the Black Collar criminals.

(b) Obligation ‘Give money back to black collar criminal’ (within pro-
cess of money laundering). This norm rules the Straw Man actor
and can be formally described as

NORM(1.2) 7→ DISTRIBUTE s m cb (5.3)

where s stands for straw man, m for money and cb for Black Collar
criminal. This norm describes the obligation that the straw man
has to hand over the money received from the White Collar criminal
to the Black Collar criminal (and not keep it to himself).

(c) Obligation ‘Punish deviant members’. This norm rules all criminal
actors and can be formally described as

NORM(1.3) 7→ PUNISH ci cj IF cj V IOLATE NORM(1)
(5.4)

where c stands for criminal. This norm describes the obligation that
criminal i has to punish criminal j, if the latter violated the moral
norm ‘Commitment to norm of trust in organisation’.

(d) Obligation ‘Keep organisation secret’. This norm rules all criminal
and straw man actors and can be formally described as

NORM(1.4) 7→ NOT DENOUNCE c o

∧NOT PERFORM_EXCESSIV E_V IOLENCE ci cj

∧ COV ERT_MONEY LAUNDERING cw s (5.5)

where c stands for criminal, o for criminal organisation, cw for White
Collar criminal and s for straw man. This norm describes the obli-
gation that neither the criminal network shall be denounced to the
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police or public, nor that excessive violence shall be performed be-
tween criminals (that might be publically recognisable), nor that
money laundering activities which involve White Collar criminals
and straw men shall be uncovered.

2. Prohibition ‘Not pass information to criminals’. This norm rules the
police actor and can be formally described as

NORM(2) 7→ NOT PASS_INFORMATION p c (5.6)

where p stands for police and c for criminal.

These norms are a minimal set regulating the interactions between criminals
as well as criminals and police in the environment of the particular criminal
network modelled in this use case with the modelling aim to only cover the
internal conflicts. The formal definition above is aligned with the approach
followed in GLODERS for other use case models as defined in (Andrighetto
et al., 2014). It is chosen to be compatible with the related concept of a
normative process as sketched in 5.5.4 and to be prepared for a mathematical
formalisation on the normative decision processes as applied in (Nardin et al.,
2016a)78. There, also the actually intended realisation in the simulation model
is described.

To migrate the model into other environments, i.e. to model interactions
with the society or to focus on criminal organisations embedded in different
cultural systems, the starting point would be to define the relevant set of norms,
in order to define the related actions (subject of subsequent paragraph) and
to ultimately shape the implementation of the decision processes (introduced
in section 5.5.3).

Action instances

The largest group of object instances taken from evidence are related to var-
ious kinds of actions in which the actors are involved. The selection of these
instances has large influence on the ‘recognisability’ of simulation results by
stakeholders, but are less important in terms of the result quality. This means
that the simulation model could also be verified with instances describing ab-
stract actions of different categories and spectra of attributes (e.g. severity
and frequency/probability), but for model validation the resort to real actions
of a field the stakeholders are familiar with can greatly improve this step. Fur-
thermore, readability and linking simulation results to evidence documents via
traceability benefits from using real-world actions.

The following paragraphs give an overview on the selected actions for ag-
gressive, criminal and normative actions.

78The possibility to have a general reusable normative reasoning (software) component
was discussed in GLODERS but in the end not realised. However, this still is an imaginable
option for a model extension.
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Aggressive Actions Aggressive actions are the concrete means by which
aggressions are expressed. Aggressive actions can be distinguished in causing
harm either in a physical or in a mental manner. The categories of aggressive
actions defined as (sub-) objects in the conceptual model are extracted from
codes identified in the qualitative data analysis, but can be considered a valid
abstraction on a more general level. The instances selected for the different
categories are introduced in the following, with their anticipated strength (in
the sense of severity) and frequency as reported in the evidence documents.

Violent aggressive actions always cause physical, sometimes also mental
harm. In general it can be assumed that violence causes more severe harm
than other kinds of aggressive actions. Two cases are regarded in the model:

• ‘Beating up’, modest strength, reported in three cases, e.g.:

“Based upon witness reports, in the night from 31. Decem-
ber [...] to 1. January [...] V2 has been thrashed soundly by
O1 and others.”79

• ‘Attempting to kill’, high strength, reported in 18 cases, e.g.:

“Attempt to liquidate B24.”

“On Monday, 17th May [...] V01 had been shot to death
at YYY. ”

Mostly mental harm is caused by a category of aggressive actions can be
subsumed under the term threat. The ‘most popular’ ways to apply threat to
other criminals are:

• ‘outburst of rage’, low strength, reported in six cases, e.g.:

“For the first time I saw that he had lather in his mouth
and kicked a bicycle against a tree.“

• ‘death threat’, high strength, reported in eleven cases, e.g.:

“It was very tough at that times because he was threatened.
He said that ‘they’ wanted to kill him. K. then he said that
‘they’ would not kill the hen with golden eggs.”

“He said that his children had been in great danger.”

• ‘kidnapping’, low strength, reported in three cases, e.g.:

“O1 tried to kidnap me.”
79This and the following citations are (translated and anonymised) phrases from the evi-

dence documents and can be consulted in annotations of the respective CCD elements.
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• ‘having an eye on you’, low strength, reported in nine cases, e.g.:

“O1 had V01 in his grip. He shall do as told, otherwise his
family would have a problem.”

• ‘putting a gun into the stomach’, high strength, reported in one case
(but with extraordinarily high impact), e.g.:

“At the point at which you get pressed a machine gun in
your stomach.”

• ‘demanding money in dark forest at midnight’, modest strength, reported
in four cases where the victim of the threat was theWhite Collar criminal,
e.g.:

“At May 15, [...], O5 came to my house in order to say
that [...] in the evening I should come to the forest. This is
standard: intimidate and request for money.”

The number and kind of instances selected here are much more illustrative
than e.g. for violence as they express very well the character of the particular
criminal network under investigation, making the model and simulation results
comprehensible to the stakeholders.

The rationale is similar for the selection of instances for the two ways of
betrayal, the third kind of aggressive action. In the case of internal betrayal
three cases are included:

• ‘stealing capital (drugs or money)’, high strength, reported in one case
(but with an anticipated higher dark figure), e.g.:

“Following O1 C. betrayed him [...].”

• ‘starting affair with girlfriend’, low strength, reported in two cases (also
with an anticipated higher dark figure), e.g.:

“I believe [...] V01 started an affair with N. (B19).”

• the special action of ‘refuse to return entrusted money’, is of high strength,
but only applies to the case where White Collar criminal does not ful-
fil his commitment to ensure smooth money laundering operation (for
whatever reason):

“Earlier this month I paid [...] to you. This was an in-
stalment of the back-payment to Mrs. G and B29 which have
been awarded to your client. There is a considerable backlog
demand in the back-payment. The reason is twofold: first, it’s
becoming difficult to gain new funding because of the negative
reports in the media and second much of our liquidity has been
lost in payments to O1.”
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External betrayal is represented by two cases:
• ‘Going to police’, only modest strength since it is not visible to the

other members of the criminal network in the first place, but might have
much bigger impact via follow-up events triggered by police intervention.
Reported in two cases, e.g.:

“At Aug. [...] the criminal intelligence of the regional police
received an anonymous letter.”

• ‘Going to public’, high strength (in fact the worst violation on the norm
of trust), reported in four cases, e.g.:

“[...] I think it was in the times when the pictures of him
and O1 had been published.”

As indicated before, the main guiding strategy for selecting the instances of
aggressive actions is to cover the most characteristic examples for the criminal
network. Referencing these examples in the outputs generated by the simula-
tion model later on improves the readability of these automatically generated
logs. The anticipation is that the simulation log tells a story that can be read
and further analysed and condensed by human readers with less ‘pain’ than
an abstract notion of aggressions might cause. This has, however, implications
on the style the rules have to be implemented: The decision processes regard-
ing aggressive actions need to be two-staged. In the first stage the category
and strength of the aggression is decided, if possible in a deterministic man-
ner. This means, whenever the evidence gives enough clue on which conditions
which kind of aggression is most likely to be pursued, this branch is selected.
On ambiguous cases either cognitive heuristics come into play, and/or a re-
course to stochastic processes. Hence, this stage shapes the actual logic of
the model. The second stage is then the selection of the concrete example,
predominantly by randomly selecting the instance, taking the frequency (or
rather the derived probability) of the options into account. This approach for
implementing decision processes will be illustrated in the following Chapter 6,
e.g. in Figure 6.6.

Criminal Actions The criminal actions encompass situations in which
criminals engage in course of their ordinary business. These are typically not
relevant in situations of conflict among criminals, but irregularities as they
might occur in any kind of business, and which can have quite dramatic con-
sequences on the stability of a criminal network. Since details of the everyday
business are not relevant for the model subject, just one object drugTrafficking
with a related instance ‘generating income from drug trafficking’ are incorpo-
rated in the conceptual model as a kind of placeholder.

The other criminal actions regard the — more relevant — money laundering
for which two objects are present. The first object is requestForLaundered-
Money, an action performed by a Black Collar criminal targeting the White
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Collar where the laundered and now legal money is requested. Here two in-
stances are defined:

• ‘request for invested money — low’: The Black Collar Criminal asks for
a small amount of money that should be easily payable by the White
Collar. ‘Small amount’ is arbitrarily set to 6,000,000 units of a fictive
currency. This is reported e.g. in the following annotation:

“At the request of Mr B7 B9 appeared at his office in [...].
There he was forced to sign an irrevocable certificate of au-
thority.”

• ‘request for invested money — high’: The Black Collar Criminal asks for
very large amount of money that can bring the White Collar in trouble
(at least in case of multiple requests) since e.g. capital might be bound
in long-term investments . ‘Large amount’ is set to 20,000,000 units of a
fictive currency. Examples for annotations are:

“At the beginning of Oct. [...] S.K. came in the office. She
told the employees that she needed to talk to me because her
former man (who died) had 7 millions active debts. If I don’t
pay her [...] friend O6 would kill me.”

The second object is acceptToReturnLaunderedMoney, the answer of the
White Collar criminal to a request by the Black Collar. This answer can be
positive or negative, hence two instances are defined:

• ‘accept to return laundered money’, rendering a successful transaction,
for example:

“V01 has finally paid 59 millions. [...]”

• ‘refuse to return laundered money’. the unsuccessful case, at the same
time constituting a norm violation. An example in the evidence is ex-
pressed in the following annotation:

“At a certain point he had problems with his liquidity.”

The ‘run on the bank’ modelled in 5.4.5 makes use of these two objects; in
fact all actions involved in this process are covered by the four related instances.
As shown in the action diagram, in case of a refusal to return laundered money,
also aggressive actions become relevant.

Normative Actions The normative actions are an abstraction meant
to cover the manifestation of norm in the behaviour of actors. Within the
modelled normative system of criminal agents the moral norm ‘Commitment
to norm of trust in organisation’ (NORM(1) in equation 5.1) is the ‘master’
norm, and hence used as reference point for the normative actions. The other
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norms are not accompanied with normative actions (for the model version at
hand), but will influence the simulation model in an informative way.

For the three sub-objects of normative action, exactly one instance is de-
fined:

• ‘enforce norm of trust (general)’ for the object normEnforcement. Norm
enforcement is expressed by aggressive actions, so that the annotations
mentioned there apply also here as well as for:

• ‘violate norm of trust (general)’ for the object normViolation. The in-
terpretation whether an aggression is a norm enforcement or violation is
one of the major research questions for the model.

• ‘obey to norm of trust (general)’ for the object normObedience. The
following annotation provides evidence for this instance:

“I guess that B also fears O1. Why do you think so? Be-
cause he is always willing for O1. [...]”

5.5.3 Agent architecture and decision processes
As pointed out previously, the conceptual model described in the previous
sections was developed with the initial aim to find a common language and
understanding between the persons involved in modelling with background in
social sciences and computational science, and to have a medium to communi-
cate and discuss the modelling artefacts with police stakeholders. Later in the
conceptual modelling phase (i.e. starting with the second iteration, still not
having an ‘inter-coder reliability’ fully reached; see qualitative analysis process
in section 4.4.1, Figure 4.3), also more ‘technical’ entities were included in the
CCD to clarify vague concepts and to show possible ways of implementation.
The CCD approach turned out to be specially effective for these purposes, and
it also promised to be capable to level up the model specification towards a
more implementation-directed shape, by adding purely technically motivated
concepts. However, the intention remained to — as far as possible — keep the
CCD free from those concepts without any relation to the evidence base or
topics pointed out by stakeholders, or without a theoretical backing in social
science or criminology.

This section starts at the point where the state of ‘inter-coder reliability’ was
finally agreed. This agreement triggered a design process focussing on tech-
nical details of the simulation model, in particular the agent architecture and
decision processes. The resulting artefacts are flow charts80 for specific parts of
the action diagram, where due to missing hints in the evidence the conceptual
description is too abstract to be reasonably formalised in an implementation.

80Flow charts were used to be aligned with the other use case model developed in the
GLODERS project; see (Nardin et al., 2016a). For example, UML activity diagrams could
also have been used.
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While in context of the conceptual model in CCD terminology the actor
refers to humans with cognitive and behavioural abilities, in the technical spec-
ification presented in the following subsections the term agent is used. The
agent is therewith an entity projecting these human properties into a technical
representation, applying reasonable abstractions (see also section 2.2.3). Ear-
lier versions of these intra-agent decision processes have been presented in a
deliverable of the GLODERS project (Andrighetto et al., 2014).

Action ‘perform aggressive actions against member X’

The normative reasoning sketched in the flow chart in Figure 5.19 refines the
action perform aggressive actions against member X in the action dia-
gram part shown in Figure 5.3. It covers the norm enforcement sub-process,
one of two cases where normative reasoning comes into play.

The normative reasoning process sets the idea of a generic normative process
discussed and conceptualised in GLODERS (which is further elaborated in
section 5.5.4) in connection with the agent architecture of the criminal actor.
The normative process can be triggered by two different events:

• In the case relevant here by the external event Member becomes disrep-
utable. This is an event concerning another agent, e.g. the observation
that a member of the criminal network is becoming ‘too greedy’ — in
accordance with the condition in the related action diagram.

• The other case (here greyed out) is the internal event Possible norma-
tive motivated aggression recognised, further detailed below.

After a pre-processing and classification of the event, the information is
passed to the normative process, which can be regarded as a black box at this
point. The expected outcome is a decision whether or not a sanction should
be issued towards the disreputable member, in form of some kind of aggression
to be selected in subsequent decision.

Action ‘member X interprets aggressive action’

The action member X interprets aggressive action as tie point of the two
action digram parts in Figure 5.3 and Figure 5.4 is mapped out in several flow
charts shown in Figure 5.20 to Figure 5.23.

The intra-agent process of interpreting an attack starts with a reasoning
about the experienced aggression. This process is outlined in Figure 5.20. It is
triggered when the agent recognises an aggression against itself, and comprises
the first three stages of the decision process leading to possible reactions on
the aggression.
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Figure 5.19: Flow chart of the normative reasoning following the event that a
member X becomes disreputable

First stage In the first stage (exhibited in Figure 5.20) it is assessed whether
the aggressor is reputable and whether there is a motivation for the aggression.
Information on trustworthiness of the aggressor is taken from an image and
reputation repository. This reputation sub-system is discussed together with
the normative process in section 5.5.4. If the aggressor is reputable, a possibly
normatively motivated aggression is anticipated and the normative reasoning
process is triggered at the second stage (see Figure 5.21 and next paragraph).
If no sanction is recognised by the normative process (i.e. the sanction recog-
nition failed), the agent has to decide whether the aggression is serious enough
to pose a potential threat to itself. In this case, and in the case that the ag-
gressor is recognised as not reputable, reactions will be triggered by entering
the third stage of the process in which the ‘operation mode’ of the agent is
either set to a rational or an emotional frame. The actual switching into one
of the two frames is done in separate processes, sketched in Figure 5.22 (and
detailed in the next but one paragraph).

Second stage The second stage of the reasoning about aggression uses the
same normative reasoning process as introduced for the norm enforcement
sub-process in the first paragraph of this subsection. This time the sanction
recognition sub-process of the normative process is regarded and shown in Fig-
ure 5.21; the triggering event is that a possibly normatively motivated aggres-
sion is recognised. The normative process can either reveal that the aggression
is most likely no sanction, i.e. no norm could be identified which links to the
triggering event. This might lead to defensive aggressive reactions as stated
above. On the other hand, the result can be a recognised sanction. In this case
the agent decides whether to obey the sanction and to strengthen the com-
mitment in the norm of trust, or it decides to cheat in order to e.g. maximise
individual profits at the expense of fellow criminals (and subsequently perform
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actions like betrayal of the organisation). Hence, a balance of a normative
drive and an individual drive of the agent has to be established (basically a
decision between social responsibility and selfishness). These different drives
are related to the concept defined and used in (Andrighetto et al., 2013).

Third stage As indicated above, in the third stage of the reasoning about
aggression a decisions is made about the mental frame of the agent. This
synthetic decision resembles a situation in which a human is confronted with
a threatening or otherwise dangerous event that might exceed the cognitive
capabilities of the individual to be handled in a rational way, e.g. by reason-
ing about options for solutions to minimise the expected harm. In this case,
emotions become the driving force for actions, for which possible negative
consequences in the long-term perspective are no longer considered. The ab-
straction and technical realisation is covered in the flow charts in Figure 5.22.
Technically, attributes of the agent are configured that inform subsequent deci-
sion processes and, thus, biasing the behaviour of the agent. The sub-processes
described subsequently rely on these attributes.

Reaction on aggression The final stage of the interpretation of the aggres-
sive action is the first decision stage on an adequate reaction. The flow chart
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Figure 5.21: Flow chart of the normative reasoning as part of reasoning about
an experienced aggression

in Figure 5.23 shows the two possible options for a reaction: either to per-
form a counteraggression81 or to betray the criminal organisation (these two
options are detailed in the following subsections). A decision for a reaction is
considered following the entering of either the rational or the emotional mental
frame, or if the agent decides to cheat. The distinction of these three condi-
tions is explicitly modelled here since they constitute one of the parameters
for the decision, together with current mental frame of the agent.

Action ‘member X performs counteraggression’

If the interpretation of an aggression concludes with the decision to react with a
counteraggression (i.e. a violent or threatening action), the concrete aggressive
action has to be decided in another decision process and finally executed. This
is hidden in the action member X performs counteraggression in Figure 5.4.
Figure 5.24 unravels this action a bit further.

81A note about the terminology used: Counteraggression in this context is restricted to
violent and threatening aggressions and separated from betrayal. For the initial aggression
this distinction is not made: violence, threat and betrayal are all embraced in the term
aggression.
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Firstly, the members responsible for the attack have to be identified. In
the trivial case the responsible member is identical with the aggressor and
can be identified in the act of aggression. However, rationale for having this
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search process included is to cater for special cases where the aggressor remains
unknown (e.g. in case of an anonymous criminal complaint), or where more
than one aggressors are involved (e.g. the instigators of the aggression).

Subsequently the aggressive actions against the aggressor(s) can be decided.
This decision is made on base of the severity of the initial aggression and
strongly influenced by the current mental frame of the deciding agent. Hence
the decision is made either in a rational decision process or by an emotionally
driven panic reaction. As result of this decision just two options are distin-
guished here: an aggression with non-fatal intention, or a murder attempt.

Action ‘member X decides to betray criminal organisation’

The decision process for betrayal (as the other way to respond to an aggres-
sion) is already quite elaborated in the action diagram part in Figure 5.5 as an
extension of the interpretation process in Figure 5.4, with the action member X
decides to betray criminal organisation as connecting point. The flow
chart in Figure 5.25 complements the action diagram by defining a sequence
of decisions: First a decision is made whether the betrayal should be internal,
i.e. only involving the original aggressor and the victim (now acting as the
aggressor). Such a typically ‘nasty’ action causes the latter to become dis-
reputable. If the agent decides against an internal betrayal, a second decision
between two more options for external betrayal has to be made (in alignment
with the action diagram): either to go to the police or to inform the public.
Both decisions are biased by the mental frame of the deciding agent.
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Concept for evaluation of trust

An inherent cognitive process not underpinned by the evidence from police
interrogations is the evaluation of the state of trust within the criminal net-
work, as shown in the action diagram part in Figure 5.9. This is a very rough
abstraction of psychological mechanisms to represent and combine rational as-
pects with emotions82 for an estimation of (or a ‘feeling’ about) the cohesion
of the network members in supporting the collective goal of the group. This
abstraction is based on the assumption that a certain level of trust between
the network members is needed to assure stability. The level of trust is a
subjective interpretation of the situation.

According to the action diagram in Figure 5.9, the internal state within
the criminal group is evaluated by each member, if violent aggressions against
other members (e.g. murder) or possibly other actions that violate the norm
of trust (e.g. revealing the network to the public) are observed, but also if a
criminal obeys to a sanction, or observes a fellow criminal obeying. This is
similarly represented by the four trigger events in Figure 5.26. This flow chart
captures details beyond the action diagram together with first thoughts for
possible implementations.

First of all, this process has to be considered in the context of the reputation
process (see section 5.5.4), as initially the image and reputation repository is

82A recent survey of work related to modelling emotions in social simulation is provided
by Bourgais et al. (2018).
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Figure 5.26: Flow chart of a criminal’s evaluation of the state of trust within
the network

updated, a database reflecting the individual image values for all other crimi-
nal agents and the global reputation values of all criminal agents. The updated
values are used to ‘calculate’ and evaluate the trust level. According to the
trust level, the further behaviour of the agent is then decided with consider-
ation of a normative drive as a parameter, i.e. the incentive of the agent to
follow the norms of the network. Three options for directing the behaviour
are differentiated, as already indicated in subsection Concept of Trust (and
initially elaborated in (Andrighetto et al., 2014)):

• The result of the evaluation is that the trust has been recovered; the
agent returns to ‘ordinary business’ and breaks the cycle of aggression.

• The trust seems recoverable if certain measures (like sanctioning) are
taken. In order to recover the trust, the disreputable members have
to be identified in order to enable the normative process also at other
agents, i.e. to trigger sanctioning actions by other criminals.

• The trust among the group members is corrupted in a way that it cannot
be recovered, leading to total breakdown of trust, which possibly triggers
panic in several or all the agents.
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5.5.4 Normative process
The normative process used for this use case model is based on the EMIL-A
normative architecture. A first version of this architecture was developed in
the EMIL project83, on the basis of a normative theory described in (Conte
et al., 2013). This architecture was advanced and adapted for the purposes
of the use case models within the GLODERS project. Nardin et al. (2016a)
show the usage of this architecture for the GLODERS ERS use case model
(see 4.2); in addition, an older but more detailed description can be found in
(Andrighetto et al., 2014).

A flow chart of the normative process derived from the EMIL-A normative
architecture, amended for the use case introduced in this chapter is presented
in Figure 5.27. In alignment with Figure 5.19 and Figure 5.21, the starting
point for this normative process is a classified event, an event with attached
normative (meta) data, i.e. about type, severity and originator of the event in
relation with possibly regarded norms. In this model, two events play a role:

• The event that a member becomes disreputable which transports infor-
mation about a norm violation. The attached meta-information regards
reason and strength of the misdemeanour.

• The event of a recognition of a possibly normative motivated aggression.
The meta-information specifies the aggressive action and aggressor in
more detail.

The expected outputs of the normative process are on the one hand the infor-
mation whether or not an event is recognised as a sanction (or more general
as a normatively motivated action), on the other hand a sanction issued as a
reaction on another agent’s norm violation. The normative process basically
works in a way described in the following subsection.

Operating principle of the normative process

According to Figure 5.27, the classified event is processed by Update nor-
mative information, from where the Normative information repository
is updated. There all types of events (such as obey to a norm or violation
of a norm) are stored. With this updated normative information the norm
salience can be updated (Update norm salience) and stored in the Norma-
tive Board, which contains all known norms and sanctions. By the norm
salience “the importance of the norm, which plays a major role in that norm’s
acceptance or rejection”(Nardin et al., 2016a, p. 1129) is expressed. Updating
the norm salience might also trigger Norm adoption, which takes norm beliefs
from the Normative Board and writes back norm goals. “The norm adoption
module allows agents to decide whether to adopt or not the identified social
norms as normative goals”(Nardin et al., 2016a, p. 1128).

83http://emil.istc.cnr.it

http://emil.istc.cnr.it
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Figure 5.27: Flow chart of the adapted EMIL-A normative process (slightly
modified from Andrighetto et al. (2014))

The classified event is also confronted with an evaluation whether the event
is associated with an existing norm, i.e. a decision if a known norm unambigu-
ously relates to the event. For this decision the norm beliefs and goals from the
Normative board are consulted. If no norm is immediately associated with
the event, a Recognise norm/sanction process is triggered resulting either
in success or failure as Recognition result. This information is written as
norm belief or sanction belief in the Normative board. With this recognition
process “agents infer new social norms, and generate the corresponding norma-
tive beliefs, through observations and interactions with other agents”(Nardin
et al., 2016a, p. 1128). The result can also be complemented with a normative
drive information, determined by Norm compliance, taking the norm salience
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stored in the Normative board into consideration. “The Norm Compliance
module determines whether or not to have the intent to comply with the
adopted normative goals and convert them into normative intentions” (Nardin
et al., 2016a, p. 1128).

If the event is associated with an existing norm, the Detect violation or
compliance process can be started. Using information from the Normative
board, an Update normative information (with the resulting sub-process
as sketched above) might be activated with new information on the norm
violation or compliance, as well as Update image and reputation, bringing
the information in Image and reputation repository up to date. With
the updated Normative board and Image and reputation repository the
Determine sanction process is triggered with norm violation or compliance
factors in order to determine an appropriate sanction as result of the norm
enforcement.

Realisation of the normative process

To take a look ahead, the model implementation does not rely on a centralised
normative component. While the original plan was to create a common soft-
ware building block implementing the normative process, it turned out that the
technical requirements (with regard to model architecture and formalisation
of the norms) were so different that the complexity of realising such a com-
ponent would have exceeded the available resources in the GLODERS project
(and possibly jeopardised the commitment to deliver productive simulation
models). Hence, the concept of the normative process can be considered an
architectural building block. The single sub-processes of the normative archi-
tecture are ‘spread’ over various parts of the model with dedicated declarative
rules. In the following, a couple of examples of the normative reasoning (taken
from (Andrighetto et al., 2014, p. 48–49)) are drawn, highlighting the cor-
relation of model-specific details to the architecture components introduced
before:

a) “The salience of the norm ‘distribute return of investment’ is enhanced
by intimidation of the white collar criminal: ‘I paid but I’m alive’, means
that he obeyed to the norm because of (severe) norm enforcement; i.e.,
intimidation leads to an update to the normative information in the in-
timidated person. However, note that an enforcement of the behavioural
rule (norm) might at the same time decrease the cognitive commitment
to the organisation (value).”

b) “Individuals might be tempted to actively enforce a certain norm once
they detect norm violation. There exist several instances when criminal
network members went to police, but the criminal network got notice
of that. These criminal network members have been killed to enforce
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the norm ‘commitment to the norms of trust in the organisation.’ Pass-
ing information to the police is the most severe violation of this norm,
resulting in death penalty.”

“Additionally the normative process triggers two processes out of the above-
mentioned normative sub-processes a) and b).”

1. “Deliberately disobey a norm. Criminals might be tempted to cheat.
This is part of the norms salience process by reducing the salience. There
was a struggle between one member of the criminal network and a foreign
one. It is unclear whether the criminal network member wanted to cheat
the foreigners or whether this was by accident. However, the criminal
network member was killed for that reason (death penalty).”

2. “Defence: The guy who had to endure a machine gun in his stomach tried
to murder (without success) his former friend in return. The situation
had been part of the attempt to extort the white collar criminal in order
to get the invested money back (run on the bank). This is an enforcement
of the norm ‘Distribute return of investment’. However, he failed to
recognise the attack on his life as a sanction. Anybody who is in fear of
life (which might be interpreted as death penalty) might try to save his
life. Counter-aggression might be a suitable means.”

The actual implementation furthermore focusses mainly on sanction recog-
nition. The variant described in this PhD thesis is restricted to the top-level
moral norm ‘Commitment to norm of trust in organisation’, reflected in image
and reputation values. Obligations are coded in rules, e.g. to generate norma-
tive events if obligations are not followed, like money is not paid back by the
White Collar criminal, or arbitrary excessive violence is used. Further details
on the implementation are given in the following Chapter 6.

5.6 Wrapping up the conceptual modelling: Re-
quirements for the simulation model

The explanations presented in this chapter contain — partly implicitly — a
comprehensive set of requirements for the envisaged simulation model. Even
though the purpose of the conceptual model — the CCD — is mainly to
provide a means for discussing the model subject with police stakeholders and
domain experts, with less priority to ‘easy’ transformation, substantial parts
of the model program code can be generated automatically from the CCD.
With the CCD2DRAMS tool as part of the OCOPOMO toolbox,

• the actors are automatically transformed into agent classes,

• the objects into data structures for DRAMS (i.e. fact templates),
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• the instances into facts, and

• the actions are the basis for rules, with templates indicating which facts
constitute the conditions.

However, the main effort for the Simulation Modeller remains to ‘breathe
life’ into the rules. This includes making the model run in an consistent and
correct (in terms of sequence of events) way and producing outputs that can
be read by humans and also further analysed with appropriate tools. These
activities introduce additional aspects, which have to be formulated as require-
ments:

• The simulation model uses stochastic processes to some extent (hence,
it is not a purely ‘deterministic’ model), in particular when it comes to
decisions for which sufficient information does not exist in the evidence.
Here, random number generators play a central role, at least as an interim
solution. As soon as further data would become available, these decisions
could be made deterministic, or in any other way better informed.

• A decision about the temporal structure of simulation runs has to be
made: The regular ticks supplied by the timer of the simulation frame-
work are superimposed with a kind of event-driven approach, where the
time period between two ticks is not specified. Hence, the sequence
of consecutive ticks represents progressing time, and each tick marks a
point of time where scheduled events are executed. However, introduc-
ing a ‘processing time’ is considered by deliberately postponing events
and re-scheduling them to some subsequent tick, although the factual
conditions are fulfilled previously. This is relevant e.g. for police opera-
tions, which usually are executed a considerable time after the start of
investigations, while the criminal activities of the suspects continue (and
might deliver further evidence to the police).

• It is important to carefully and extensively add annotations to the el-
ements of the conceptual model, so that the outputs generated by the
rules contain the respective traceability information necessary to apply
methods for simulation result analysis and presentation as projected for
GLODERS (Chapter 4) and initially proposed by the OCOPOMO pro-
cess (see section 3.4).

Before going over to the implementation in the next chapter a few words to
conclude the conceptual modelling:

The plethora of information presented in this chapter is contained in a single
conceptual model (with exception of the flow charts of the implementation
directives for the decision processes). The structure and parts of the conceptual
model allow to keep track of the content and to get different views on the
model — from overview graphics to expert annotations for single elements.
The extensive documentation of the model given here (although it rather has
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the purpose of a demonstration) could also be added to the model in form of
annotation, i.e. to make the conceptual model ‘self-documenting’.

The elements included in the conceptual model should not constrain but
rather guide the implementation, so that the implementer has a reasonable
degree of freedom. This will be evident in the simulation model documentation
presented in the next chapter, where the concepts influence the formal model in
different ways. So are, for example, some of the objects (together with object
instances) realised by data elements (or facts in a rule engine environment),
while other objects just shape the construction of rules, e.g. the formalisation
of conditions or the text output of a rule.
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Chapter 6

Simulating internal dynamics of
a criminal network

6.1 Introduction
This chapter carries further the results from Chapter 5, where the qualita-
tive analysis of texts from police investigations about a criminal network is
transformed into a conceptual model of the dynamics that led to the violent
breakdown of the criminal network. This conceptual model is transformed (as
described in section 3.3.3) and formalised into a simulation model, which is
subject of this chapter. An compressed version of the content presented here
has been published before in (Lotzmann and Neumann, 2016) and carried fur-
ther in other publications, e.g. by Van Putten and Neumann (2018).

The chapter is structured as follows: After a short excursion to the ap-
plied simulation approach and environment, the subsequent section gives an
overview on the simulation model both in terms of static and dynamic aspects.
The former includes the agents and related attributes of which the model is
comprised, the latter includes the control flow in the different parts of the
model. In the remaining sections, this control flow is further detailed in order
to give profound insights on concrete design decisions to show how the evidence
is reflected in the implementation and to facilitate replicability.

6.2 Simulation approach and environment
The target platform of the applied model-to-code transformation is the sim-
ulation framework Repast in conjunction with the declarative rule engine
DRAMS. The application of DRAMS as simulation tool shapes the implemen-
tation style in a particular direction: The entire agent behaviour is specified by
rules in a declarative programming language, processing the knowledge stored
as facts in so-called fact bases. The concept of rule processing in DRAMS is
described in depth in Chapter 8. The following paragraph provides a brief
overview to make the content of this chapter comprehensible.

153



154 Chapter 6. Simulating internal dynamics of a criminal network

As DRAMS is designed as a distributed rule engine, each agent is equipped
with its own fact base and own rules, while for ‘world knowledge’ and also
communication purposes a global fact base is provided. Each rule consists of a
condition part, the Left Hand Side (LHS) and an action part, the Right Hand
Side (RHS). The conditions in the LHS are specified using a set of clauses e.g.
for performing factbase queries, binding variables, comparing variables and
constants, doing mathematical calculations and so on. The RHS consists of
clauses that allow for modifications of fact bases (asserting new facts, retracting
existing facts) as well as clauses for writing simulation outcomes in different
ways. The basic mechanism of the rule engine is then to evaluate (in a pre-
calculated schedule based on data-rule-dependency graphs) the LHS of all rules
for which all conditions are fulfilled, and afterwards fire these rule by executing
the RHS. The new facts generated by the RHS are setting the condition for
new rules to fire.

The actual implementation of the simulation model is shaped by the con-
ceptual model, not at least due to the applied code generation. All the actions
modelled in the CCD action diagram are also present as DRAMS rules in the
simulation model. In order to achieve a consistent implementation, a number
of aspects are added to the model which are not described in the evidence
base, instead relying on cognitive heuristics (see section 3.3.4). On the other
hand, some details included in the conceptual model are left out to keep the
complexity of the simulation model manageable, but also due to decisions to
concentrate the focus on some crucial aspects of interest for deeper analysis of
the case.

Main reason to ground the simulation model on DRAMS is the opportu-
nity to benefit from the traceability functionality built in the OCOPOMO
toolbox. Herewith it becomes possible to trace simulation results back to the
phrases from the evidence base annotated to elements of the conceptual model.
I.e. this functionality opens a way to efficiently perform qualitative analysis
of simulation results by means of unveiling the relations between dynamics
in simulations runs and events in the real criminal network described in the
evidence base.

6.3 Simulation model overview
In the simulation model, agents are included for the CCD actor types Black
Collar Criminal, White Collar Criminal and Police. While for the two types
of criminals arbitrary numbers of instances can be created for simulation runs,
the police is represented as an institutional agent, i.e. a single agent instance
covers the activities of this actor. In typical simulation runs there exists a
single White Collar Criminal, which is responsible for money laundering and
is typically also part of the legal world, but might become involved in aggressive
practices of the Black Collar Criminals. These are the actual representatives of
the illegal world of the criminal network. There are two types of Black Collars
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distinguished, one called the Reputable Criminal which is initially in the so-
called rational mental frame, while the other ‘normal’ Criminal only acts in
the emotional mental frame. In the course of the simulation the Reputable
Criminal, too, might switch to the emotional frame e.g. due to violent events.
This distinction between the two types of mental frames — ad discussed in the
previous chapter — is illustrated below.

As mentioned before, the model is implemented in a discrete event manner
where the course of time is represented by ticks, but where no concrete time
period between ticks is specified. Actions or reactions involving multi-staged
decision processes are typically spread across a number of ticks, like for example
the consequences of police investigations.

This temporal relationship is part of the information given in the activity
diagram in Figure 6.1, which furthermore shows the control flow between the
important behavioural elements — represented by activities — of the entire
model, structured in different parts (gray background boxes). Some of the
edges are labelled in order to improve readability: Temporal relations as men-
tioned above are put in square brackets, phrases in italics give further details
on conditions if the subsequent activities do not allow to infer this informa-
tion. The most important edge label is printed in bold font: the (type of)
agent which is executor of the following activity. Edges with no label indicate
the transition to the next activity within the same tick and as part of the
behaviour of the same agent. The diagram can be read as follows.

The dynamics start with an initial normative event at the first tick regarding
a random criminal. This normative event is observed by a fellow criminal at
the next tick, which might adapt the image of this criminal. In case of a
norm deviation event the image is changed to a lower level84, which triggers
a decision process on whether and how to perform aggressive actions against
the deviating criminal. In the next tick the possibly multiple criminals which
decided to sanction the norm deviation ‘negotiate’ and finally one of them
performs a single aggression, whose consequence manifests in the next tick:

• Either the aggression is lethal, which might cause panic and ‘fear for life’
among other members of the criminal network, or

• the victim of the aggression survives the aggression and starts with an
interpretation process.

This interpretation begins with the distinction whether the aggressor is
reputable or not. In the latter case, the aggression is regarded as unjust which
triggers an obligatory reaction in the next tick. If the aggressor is judged
as reputable, then a normative process is performed that either leads to the
conclusion that

84More formally, the image as an ordinal value of the variable ‘image’ is decreased. This
term — together with increase of image for the opposite direction of change — is used in
relation with the rules presented in the following.
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Figure 6.1: Overview UML activity diagram of simulation model (see text for
meaning of edge label styles)

• a norm is indeed demanded85, persuading the criminal to obey to the
norm, which in the next tick might motivate fellow criminals to change
the image of this member to a higher value, if they get to know about
the obedience, or

• no norm is demanded which again triggers a reaction in the next tick.

With regard to the actual reaction a decision process is conducted (taking
one more tick), with one of the following results:

• A violent counteraggression is performed, employing the same activities
as for normative sanctioning (as described above), though this time ex-
ecuted by the reacting agent.

85Or ‘invoked’ — related to the term ‘norm invocation’, used for this type of event e.g. in
(Conte et al., 2013).
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• An internal betrayal is performed, an action targeted only against a spe-
cific victim within the network. The criminal targeted with this betrayal
will decide on a responding aggression in the next tick.

• An external betrayal is performed, which can either be to inform the
police, or to go to the media and revealing the criminal network (or its
members) to the public. Both actions trigger police investigations, while
the latter in addition is recognised as a norm violation, which might be
observed by a fellow criminal in the next tick and might lead to the
already known consequences of further aggressive actions.

Police investigation ultimately leads to interventions, i.e. the arresting of
members of the network. This arresting might also be observed by other
members and in the next tick cause a panic about the potential loss of invested
money. This fear usually triggers an intimidation of the White Collar criminal,
which also might be observed by other criminals, potentially starting (with a
time delay of one tick) a vicious cycle of cascading acts of extortion towards the
White Collar in form of a ‘run on the bank’. The refusal of repaying invested
money by the White Collar is at the same time regarded as a norm violation,
observable by further criminals (again with a delay).

The activities shown in Figure 6.1 are described in more detail in the fol-
lowing sections, complementing this very brief walkthrough of the model. A
number of concepts already partly introduced are repeatedly used throughout
the chapter. These are:

• Rational and emotional mental frame. As mentioned above, these dif-
ferent ‘modes of operation’ of criminals influence their behaviour. In
the emotional frame the criminal is less able to foresee the consequences
of the performed actions, hence, the probability for severe aggressions
and acts of strong violence is higher as for the rationally acting criminal
(confer section 5.4.4).

• Image and reputation of criminals. Both are properties expressing the
standing of a criminal, the rank in the hierarchy in a way. Reputation
is initially set for each criminal agent in the initialisation of a simulation
run, is known to all members of the criminal network and does not change
in the course of time. In contrast, the image is an information (i.e. a
fact) private to each criminal agent. I.e., each criminal has its own view
on the image of each fellow criminal. The image values do change during
simulation runs.

• Levels of image and reputation. These are ordinally scaled attributes:
very high, high, modest, low and very low.

• Levels of severity of aggressive actions. The severity of an aggressive ac-
tion is measured by the ordinally scaled attribute ‘strength’: low, modest,
high.
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TAG

concrete 
condition

Agent::
preConditionFact

Agent::
rule

Agent::
postConditionFact

rule effect WC
rule effect BC

Figure 6.2: Notation for DRAMS Data-Rule Dependency Graphs

The detailed descriptions in the subsequent sections use common graphical
description language, originating from the concept of the Data Dependency
Graph (DDG) as introduced in section 3.3.4. Figure 6.2 gives an example of
this notation. In the following, parts of the CCD action diagram discussed
in the previous chapter are put in relation to the actual rule implementation,
using the DDG language. It has to be noted here that the two diagram types
will not only differ in the granularity of contained information (which is to be
expected), but also in the reading order: the action diagram has to be read
from ‘bottom to top’, while the DDG shows the flow of actions from ‘top to
bottom’.

The syntax of the DDG language is defined as follows: Ellipses represent
facts. Fact names beginning with ‘R_’ are generated by CCD2DRAMS and
are associated to relations in the CCD actor network diagram. Facts with
other names correspond to objects or actors if generated, or are added to the
simulation model without direct counterpart in the CCD. Rectangles represent
rules, following the same notation as in the DDG automatically generated by
DRAMS. There are annotations attached to edges in rectangles with rounded
corners. Such annotations on edges from facts to rules specify in detail the
condition under which the rule can fire. Annotations on edges from rules
to facts exactly describe the information produced by the rule and stored in
facts as the post-condition. Tagged annotations are highlighting candidates
for simulation model parameters. The annotations can contain information
differentiated for the agent types: a white actor symbol points to the White
Collar criminal, black to the Black Collar criminal.

6.4 Initial normative event
To create the initial event that a member of the criminal network all of a
sudden becomes disreputable — as discussed in section 5.4.2 — a global rule
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GLOBAL::
external event: make random 

criminal disreputable

GLOBAL::
$TIME$

GLOBAL::
normativeEvent

GLOBAL::
R_ofKind_normativeAction

GLOBAL::
R_accomplishedBy_

Criminal

normative event 
for random criminal

TRG
tick = 1.0 or 

random tick > 1.0

Figure 6.3: DRAMS rule: initial normative event

external event: make random criminal disreputable is provided (Fig-
ure 6.3). This rule does exactly what the name suggests: it randomly picks
one of the members and issues a normative event about an alleged violation of
the norm of trust by this member. This rule is triggered once at tick 1.0 and
randomly at later ticks (TRG).

6.5 Reaction of criminal network members on
normative event

The CCD action perform aggressive actions against member X (Fig-
ure 6.4) is an example where the derived implementation has to be way more
convoluted than the action might appear at a first glance. Reason for this
discrepancy in granularity is the fact that for this action not much evidence is
available — the internal decision processes of criminals that lead to aggressive
actions have to be regarded as a black box. Therefore, the mechanisms have
to be constructed in an at least plausible — and where possible well informed
— way. Key objective always is to reproduce the observed results of these
decisions (for which evidence is available) from the simulations.

In Figure 6.5 the structure of the declarative rules that formalised the first
part of this action is shown. The initial condition — the normative event —
is comprised in the formal model by three facts, expressing the existence of
a normative event of a certain kind (a normative action), accomplished by
a criminal. Each fellow criminal is in principle able to perceive this event,
in order to perform a reaction. Perception involves both the observation of
the event, but also the ‘willingness’ to care about the event. This perception
is implemented in the rule react on normative event regarding fellow
criminal, which is modelled as a stochastic process:

As annotated in (A1), the White Collar criminal perceives this event with a
very low probability of 0.05 since its human counterpart typically keeps out of
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Figure 6.4: CCD action perform aggressive actions against member X

 A1

norm 
obediance

norm 
violation

GLOBAL::
normativeEvent

Criminal::
react on normative event 
regarding fellow criminal

GLOBAL::
R_ofKind_normativeAction

GLOBAL::
R_accomplishedBy_

Criminal

Criminal::
indicationForImageChange

Criminal::
increase image for fellow 

criminal

Criminal::
strongly decrease image for 

fellow criminal

Criminal::
image

p = 0.05
p = 0.1 .. 0.3

Figure 6.5: DRAMS rules: consequences of observed normative event

the thuggish business of the Black Collar criminals, while for the Black Collar
criminal the probability is dependent on the image of the criminal respective
to the event: with a very high image, the probability is 0.1, with high image
0.2 and otherwise 0.3. Rationale behind this differentiation is that a norm
deviation of a criminal with higher image seems less likely to be an offending
act against fellow criminals or a threat for the entire network.

The first step of the process that is triggered on successful perception is a
change in the image of the criminal. If the normative event is a norm violation,
then the image is strongly changed to a lower value (‘two levels’), in the case
of norm obedience the image is changed by one ‘level’ to a higher value.
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The new image of the criminal related to the normative event then triggers
the second part of the reaction (Figure 6.6), where the behaviour differs for
criminals that are in the rational or emotional mental frame.

In both cases an aggression is planned only if the new image of the criminal
related to the normative event is low or even very low (B1 and B2), but in the
case of rational frame the planning is followed only with a probability of 0.9
(B3), whereas an emotionally acting criminal would always punish (because he
might not be able to foresee the consequences of his aggressive actions; B4).

If basically the plan is conceived, then again the category of criminal (Black
or White Collar) and the mental frame determine the type of reactions, but
in some cases also the image of the criminal to be punished (decisions B5 and
B6 of Black Collar criminal).

A rational White Collar criminal will always (B5) perform the — compared
to the other options — mild punishment of (internal) betrayal, while in emo-
tional frame he will always answer with violence (B8). A rational Black Collar
criminal takes the option of betrayal only if the target of the aggression has
still a low image (B5); in the case of very low image (B6), the only appro-
priate action is considered to be threat. An emotionally acting Black Collar
criminal tends more toward a violent reaction (probability of 0.7; B8) than a
threatening action (probability of 0.3; B7). The cognitive heuristics modelled
in these decisions are suggested by information from the evidence base; this
connection to evidence becomes more concrete when deciding on the actual
aggressive action. This is implemented by four rules:

• plan betray – rational: one of the actions of internal betrayal in
Table 6.1 is selected by chance with the specified probability (B9).

• plan threatening action – rational randomly selects one of the
threatening actions from Table 6.2 (B10).

• plan threatening action – emotional same as for the rational frame
(B11).

• plan violent action – emotional randomly selects one of the acts of
violence from Table 6.3 (B12).

The finally decided aggression is then expressed ‘globally’ (or rather among
the agents that decided to react) by the rule perform aggressive actions
against member X (where member X — of course — stands for the criminal
related to the normative event). This individual decision is composed by three
facts: the individual aggression as the actual result of the decision process,
information on the decided means of aggressive action, and information about
the affected criminal.

Eventually, a single aggression is perpetrated against the criminal X. I.e.
not all the individually decided aggressive actions are performed, but after
some kind of ‘negotiation’ among the potential aggressors, one aggressor and
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Acts of inter-
nal betrayal

Severity86 Cases in evi-
dence

Inferred Prob-
ability

starting affair
with girlfriend

low 2 0.666

stealing capital
(drugs or money)

high 1 0.334

refuse to return
entrusted money

high 087 0.0

Table 6.1: Cases from evidence informing the probability for internal betrayal
(86in the simulation model code severity is called ‘strength’; 87Special type of
internal betrayal which becomes relevant only in the case of extortion of the
White Collar criminal, which according to the evidence occurred with quite a
high frequency. Dedicated rules (see further below) take this into account.)

Acts of threat Severity Cases in evi-
dence

Inferred Prob-
ability

having an eye on
you

low 9 0.264

outburst of rage low 6 0.176
demanding
money in dark
forest at mid-
night

modest 4 0.118

death threat high 11 0.324
kidnapping high 3 0.088
putting a gun
into the stomach

high 1 0.030

Table 6.2: Cases from evidence informing the probability for threatening ac-
tions

Acts of vio-
lence

Severity Cases in evi-
dence

Inferred Prob-
ability

beating up modest 3 0.143
attempting to
kill

high 18 0.857

Table 6.3: Cases from evidence informing the probability for violent actions
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Criminal::
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due to specific events

Criminal::
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Criminal::
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GLOBAL::
R_isIn_mentalFrame

Criminal::
perform aggressive actions 

against member X

GLOBAL::
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GLOBAL::
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p = 1.0

X low image

 B9
random internal 

betrayal
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p = 0.7

B12
random 
violence

Figure 6.6: DRAMS rules: reaction on change to low or very low image of
fellow criminal

the related aggression are selected. This process as shown in Figure 6.7 is not
associated to any agent, but part of the ‘global’ environment. The selection
process is two-staged. In the first stage (rule find candidates among indi-
vidual aggressors) the criminal with the highest image is chosen (C1). In
the second stage (implemented in rule coordinate aggression among in-
dividual aggressors) the aggression with the highest severity (as referred
to in Table 6.1 to Table 6.3) is the selected, potentially involving a stochastic
process if more than one candidate fulfils these criteria (C2).

The subsequent (implicit) execution of the aggression is immediately evalu-
ated in terms of impact for the victim. For acts of violence a certain (quite low)
probability for lethal consequences is considered (C3; 0.2 for murder attempt,
0.1 for beating-up). All other possible types of aggression are not assumed to
be lethal, anyway.
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GLOBAL::
individualAggression

GLOBAL::
R_byMeansOf_

aggressiveAction

GLOBAL::
R_affects_Criminal

GLOBAL::
find candidates among 
individual aggressors

GLOBAL::
candidatesForAggression

Decision

GLOBAL::
coordinate aggression among 

individual aggressors

GLOBAL::
aggression

GLOBAL::
evaluate consequences of 

aggression for member

GLOBAL::
R_is_agentState

C1
criminals with 
highest image

C2
random aggression 
of highest severity

C3
lethal with p = 0.1 on beating-up

lethal with p = 0.2 on murder attempt

Figure 6.7: Global DRAMS rules: negotiation and execution process of a single
aggressive action, selected among the potential aggressores

6.6 Reasoning and reacting on aggressive ac-
tion

The action in the CCD action diagram following the performing of the aggres-
sive action is the interpretation by the victim (Figure 6.8). As shown in the
diagram snippet, in addition to the condition focussed here — the aggression
motivated by an alleged norm deviation "recognised by member X" — there
are two other circumstances when a criminal becomes victim of an aggression:
either as a result of a counteraggression or — as a special case — the intim-
idation of the White Collar criminal. Both cases are not directly linked to a
normative event, and become relevant at later stages in the dynamics. This
interpretation process remains the same for all cases. In the implementation
it is assumed that the victim always perceives the aggression against itself. In
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Figure 6.8: CCD action member X interprets aggressive action

the following, the implementation of the quite complicated reasoning process
is spread out in detail.

This interpretation process, again, consists of several sub-processes. The
first, as shown in Figure 6.9, covers the perception of the aggression and col-
lection of relevant data related to the aggression (e.g. about the attacker
and the actual kind of aggression; rule member X interprets aggressive
action), followed by a first evaluation of the appearance of the attacker —
deduced from the attacker’s reputation (rule is attacker reputable). As
indicated by (D1), the information whether the attacker is reputable (high or
very high reputation) or not (modest or lower reputation) is memorised in a
respective fact.

Depending on this reputation information, the interpretation is fundamen-
tally different. For the case of a reputable attacker the process is depicted in
Figure 6.10. The first rule is — as the ‘normative process’ — the heart of this
branch of behaviour. The normative process encapsulates the reasoning about
whether the attacked criminal might have violated a norm in the recent past
which would have led to a sanction by another fellow criminal. The basic idea
of this normative reasoning is quite simple: It is evaluated whether aggressive
actions performed in the past by a criminal stand in some kind of temporal
relationship with a normative event assigned to this criminal. In order to con-
duct this evaluation, each criminal can access a global event board88 where
all aggressions performed by each criminal are recorded. Also the normative
events are logged in a similar way, so that temporal relations between these
types of events can easily be derived. The normative process is considered suc-
cessful, if aggressions are found which at most 16 ticks later led to normative
events (E1). If such relations exist, the criminal regards a norm as demanded
(or ‘invoked’) and memorises this result in a fact for norm evaluation, in order
to react accordingly later on.

88This global event board can be seen as a kind of collective memory, fed e.g. by gossip-like
spread of information.



166 Chapter 6. Simulating internal dynamics of a criminal network

Criminal::
attackInformation

Criminal::
attackerReputation

Information

GLOBAL::
aggression

GLOBAL::
R_byMeansOf_

aggressiveAction

GLOBAL::
R_affects_Criminal

GLOBAL::
member X interprets 

aggressive action

GLOBAL::
individualAggression

attacker 
information

Criminal::
is attacker reputable

GLOBAL::
reputation

attacker 
reputation

 D1
true, if attacker 

reputation is (very) high

Figure 6.9: DRAMS rules: experiencing aggressive action

Even if the normative process failed, the aggression might still be regarded
as a justified sanction: If either the attacker has a high or very high image,
or the aggression was mild or modest (E2), then it is assumed that a norm is
demanded as well. This cognitive heuristic has been included in the model to
cover the possible aptitude of criminals with high image (and high reputation)
to mitigate conflicts, either by mediating or by just exercising authority.

In contrast, if either the attacker’s image is modest or low, or the aggression
was of high severity (‘strong aggression’; E3), then the aggression is perceived
as arbitrary, which means that no norm can be demanded. As victim of such
a kind of aggression, the change into the emotional mental frame appears to
be indicated.

For the case of a non-reputable attacker the process is much simpler (Fig-
ure 6.11). As results of the rule impact of attack by not reputable at-
tacker this fact is firstly memorised (to trigger a counter-aggression later on),
but at the same time the mental frame potentially might change to emotional
(due to fear or rage), namely in case of strong or modest violence or strong
threat (F1). The actual switching into the emotional frame is performed by
the rule switch to mental frame.
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Figure 6.10: DRAMS rules: normative reasoning, if aggressor is reputable
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Figure 6.11: DRAMS rules: impact of attack by non-reputable aggressor



168 Chapter 6. Simulating internal dynamics of a criminal network

Figure 6.12: CCD action member X obeys

6.6.1 Norm Demanded: Obey

The action diagram fragment shown in Figure 6.12 covers the criminal’s re-
action if the normative reasoning resulted in the insight that the experienced
aggression is likely to be justified, be it as a sanction for an own actual norm
violation or just due to the high image of the aggressor. The only possible
action implemented here is to obey the aggression in order to recover the trust
among the criminals.

The respective simulation model presented in Figure 6.13 foresees two rules
for this obeying behaviour, one for each of the two circumstances to obey as
mentioned above:

• member X obeys, if the normative process classified the aggression as a
sanction, and

• member X obeys due to high image of aggressor.

The result in both cases is the same: a normative event carrying the mes-
sage that the criminal is willing to obey to the norm of trust is sent to the
environment, i.e. made known to the other members of the criminal network.

This requested normative event is enacted by the global rule activate
normative event (Figure 6.14). Purpose of this rule is to randomly select
among possibly several normative events regarding each criminal (G1). E.g.
for a criminal that has just obeyed, at the same time another normative event
about another norm violation might occur. In this case only one normative
event is activated with the consequence that if a norm reproach is issued, then
a possible act of obeying (to another norm reproach or a sanction due to high
image) at the same time might not become known, or the other way around.
Hence, this rule plays an important role also in different scenarios, when e.g.
a norm violation event takes place (see below).
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Figure 6.13: DRAMS rules: variants of norm obedience due to perceived sanc-
tion

GLOBAL::
activate normative event

GLOBAL::
requestForNormativeEvent

GLOBAL::
normativeEvent

GLOBAL::
R_ofKind_normativeAction

GLOBAL::
R_accomplishedBy_

Criminal

G1
single random normative 

event per criminal

Figure 6.14: Global DRAMS rule: public enacting of normative event

6.6.2 No Norm Demanded
The opposite result of the normative reasoning is the awareness that the aggres-
sion cannot be a justified sanction or the aggressor has such a low image that it
is ineligible to be a sanctioner (i.e. aggression by non-reputable attacker). This
particular instance only leaves margin for two types of reaction, either betrayal
or violent aggression. This pre-selection process as shown in Figure 6.15 has
no counterpart in the CCD, but is implicitly modelled in the different actions
branching from the condition norm of trust violated between Figure 6.8
and the action diagram fragments in the following two subsections. The rule
decide on adequate reaction is shown twice, as it behaves differently if the
criminal is in rational or in emotional frame. For the former case, a reaction
is decided with a probability of 0.4 to be betrayal and 0.6 to be (violent) ag-
gression (H1). For the latter case the probabilities for the two options are just
the opposite (H2).

Although the rules in the simulation model part related to ‘reaction on
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Figure 6.15: DRAMS rules: deciding on violent or treacherous reaction, if
aggression was not perceived as sanction

Figure 6.16: CCD action member X performs counteraggression

aggression’ are quite similar in their functionality to the rules for deciding on a
reaction on decreasing image (e.g. due to a norm violation, as described above),
the actual implementation is different. Reason is that here the implementation
follows the CCD action diagram much closer, as more concrete evidence is
available for these parts of the model.

6.6.3 Counteraggression
One of the two options to respond to unjust aggression (and also to a panicky
fear for life, as described later) is to perform counter-aggression, which in this
context means some kind of violent act. The action diagram part in Figure 6.16
translates into the DRAMS implementation specified in Figure 6.17.

The initial rule member X performs counteraggression of this decision
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Figure 6.17: DRAMS rules: deciding on type of violent action as counterag-
gression

process just decides whether to actually perform a counteraggression. In the
implementation it is adjusted in a deterministic way, as for both situations
— that the criminal is in rational mental frame (I1) or in emotional mental
frame (I2) — the probability is 1.0 that one of the rules for planning a violent
action will fire.89 The rule for the emotional frame (plan violent action –
emotional) is the same as in Figure 6.6 and already described in the related
section. Therefore the result of the rule refers to annotation (B12).

The rule for the rational frame (plan violent action – rational) works
slightly different (I3): If the target of the aggression (the original aggressor)
was accused of a norm violation before, only strong violence (i.e. of high
severity) is applicable. Otherwise, a violent action with modest severity is
to be performed. For possible violent actions and associated probabilities for
both rules, confer Table 6.3.

6.6.4 Betrayal
The second option to respond to the conditions listed in the previous section
and shown in Figure 6.18 is to betray the criminal network. There are basi-
cally two possible categories of betrayal: the quite harmless internal betrayal,

89Meaning that this rule is a ‘dummy’ in the current implementation, with the possibility
to be changed in the future, if respective evidence would demand this.
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Figure 6.18: CCD action member X decides to betray criminal organi-
sation
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Figure 6.19: DRAMS rules: deciding on type of betrayal — internal or external

and the serious and (for the criminal network and the individual) existence-
threatening external betrayal.

The decision about the type of betrayal is implemented in the rule member
X decides to betray criminal organisation (Figure 6.19). The effect of
the rule is again influenced by the mental frame of the deciding criminal. The
probabilities for internal betrayal under certain conditions are detailed in (J1)
for the rational frame and in (J2) for the emotional frame. The probabilities for
external betrayal are then pexternal_betrayal = 1− pinternal_betrayal for each case.
As a short summary, if the original aggressive action was internal betrayal, then
the reaction will always be internal betrayal, too. If it was external betrayal or
any other kind of strong aggression (threat or violence), then internal betrayal
as a reaction is never an option. In all other cases there is a probability ≥ 0
for internal betrayal.
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Figure 6.20: CCD action member X does ‘something nasty’ (internal be-
trayal)

Internal Betrayal

If the choice in the previous stage of the decision process is internal betrayal,
then a ‘nasty’ action invisible for the environment outside the criminal network
is performed (Figure 6.20).The consequence for the attacker to be expected
is to become disreputable in a similar way as it is the case with the initial
normative event, provoking respective aggressive actions.

The diagram in Figure 6.21 not only shows this performing of the inter-
nal betrayal by the attacker (rule member X does ‘something nasty’), but
also the reaction of the betrayed ‘target’ criminal. The internal betrayal is al-
ways a covert aggression against the target, and the act of betrayal is selected
randomly (K1) among the possible options and related probabilities listed in
Table 6.1.

The target criminal detects this covert aggression as internal betrayal (K2)
and decides on how strong this action leads to a decline of image of the attacker,
implemented in the rule "react on covert aggression". If the act of internal
betrayal is of mild or modest severity, then the image is slightly decreased by
one level (K3), otherwise strongly by two levels (K4). This new decreased
image might set off aggressive behaviour as formulated in Figure 6.6.

External Betrayal

The two options for external betrayal are shown in Figure 6.22: Either the
criminal provides hints (or a criminal complaint) directly to the police, or
details of the criminal network or associated activities are revealed to the public
(and, hence, also to the police) by informing newspapers or other media.

The implementation of the decision process on external betrayal and the
performing of the actual acts of betrayal are depicted in Figure 6.23. The rule
decide type of external betrayal randomly selects between the options
with certain probabilities as taken from the evidence base (L1), see Table 6.4.

If the decision is to inform the public, the rule member X goes to pub-
lic asserts a globally visible fact about the existence of the criminal network
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Figure 6.21: DRAMS rules: process and consequences of internal betrayal

Figure 6.22: CCD actions for external betrayal: member X goes to public
or member X goes to police

(R_knownBy_public), but also puts this action on the criminal’s ‘tally stick’
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Figure 6.23: DRAMS rules: deciding on type and performing of external be-
trayal

(fact aggressionDecided) and also sets the grounds for having this activity
be regarded as a violation of the norm of trust (global fact requestForNor-
mativeEvent).

The consequences of informing the police are different, as this is a covert
aggression (fact covertAggression), involving the betraying criminal and the
police only, and invisible to the other criminals. As a result, the police now
knows about the existence of the criminal network (fact R_affectsNetwork_-
criminalNetwork).

6.7 Panic
The central cognitive element among the individual agents of the criminal
network in terms of escalating aggression and violence is the appearance of
panic, i.e. a situation where rational deliberations do no longer play a role in
the behaviour of the individual criminal. Here two kinds of panic are distin-
guished: fear for life and fear for money. While the former is mainly triggered
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Acts of exter-
nal betrayal

Severity Cases in evi-
dence

Inferred Prob-
ability

going to police modest 2 0.334
going to public high 4 0.666

Table 6.4: Cases from evidence informing the probability for external betrayal

Figure 6.24: CCD action panic reaction: fear for life (new X)

by obtaining knowledge about a murder of a fellow criminal, the latter can
have different causes where the repayment of black money handed over to the
White Collar criminal might be in danger. The following subsections provide
more details of these two panic reactions.

6.7.1 Fear for Life
The CCD action for fear for life panic in Figure 6.24 shows only one pos-
sible pre-condition: another member of the criminal network got murdered90.
Although this is a simplified implementation, it covers the aspect of loss of
trust in the network quite well, based on the loss of image of individual fellow
criminals.

Thus, the implementation in Figure 6.25 becomes quite simple. As soon
as a murder of a fellow criminal is observed the ‘fear for life’ panic state is
established with a probability of 0.5 (M1) by the rule panic reaction: fear
for life (new X). The criminal switches into emotional frame, and becomes
active in some way in order to ‘defend’ itself. Here the rule action caused by
fear for life just picks randomly one of the fellow criminals (M2) — which
is believed to be the one guilty for the murder as perceived by the criminal
in panic — and just sets the related image to a lower level. This decrease of
image might then trigger further actions, as implemented in Figure 6.6. Hence,
the spiral of violence can escalate.

90This is a simplification of the original action diagram provided as part of the model
repository (see appendix B), where also a more general panic might lead to fear for life, if
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Figure 6.25: DRAMS rules: process and consequences of panic due to fear for
life

6.7.2 Fear for Money
The other kind of panic — the fear to lose invested money — is modelled in
the CCD as the action shown in Figure 6.26. Three possible pre-conditions
for this panic are envisaged: the arresting of a member of the network, the
knowledge about intimidating activities against the White Collar criminal and
the circumstance that the network is known to the public. In the implemen-
tation a slight variation is realised as the latter of these three conditions is
not taken into account. This simplification is justifiable because (as described
later in the chapter) the uncovered network triggers police investigations that
ultimately lead to arresting of criminals, which then causes panic reactions
anyway.

The entering of the panic mode is implemented by the rule panic reac-

the overall trust in the criminal network has been destroyed.
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Figure 6.26: CCD action panic reaction: fear for money (new X)
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Figure 6.27: DRAMS rules: causes for panic about loss of money

tion: fear for money (new X) (Figure 6.27). The panic sets in with a
probability of 0.6 (N1) if one of the following conditions holds:

• the state of a fellow criminal changes to ‘arrested’,

• an aggression against the White Collar criminal is observed, or

• the image of the White Collar criminal decreases to a modest or worse
level. This case is not explicitly modelled in the CCD, but becomes
important for the dynamics when the White Collar is involved in a con-
flict, and the opposite party of the conflict at some time responds with
requesting the invested money back.

The consequences of this panic mode are described in detail in the subse-
quent section, as it is — according to evidence documents — related to one of
the most prominent violence dynamics observed in the criminal network: the
‘run on the bank’.
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Figure 6.28: CCD actions for intimidating the trustee (WhiteCollarCrimi-
nal): member X requests invested money back, followed by intimidate
(extort) the trustee

6.8 Intimidation of criminal network members
The intimidation of the White Collar criminal — in this context called the
‘trustee’ — is conceptually modelled as a two-stage process, as shown in Fig-
ure 6.28. When a (Black Collar) criminal gets into a panic because of fear
to lose the invested money, an approach to get the money back is started. If
the White Collar is unable to return the money, the actual intimidation —
often in shape of an extortion attempt — takes place. This extortion results
on the one hand in aggressive actions against the trustee, but on the other
hand might be observed or become known by other members of the criminal
network. The latter leads to the escalating number of approaches to get hold
of invested capital, a typical panicky situation often referred to as ‘run on the
bank’.

The mechanism with which this behaviour part is implemented is determin-
istic. In Figure 6.29, the fear for money triggers the rule member X requests
invested money back, which is expressed by four facts:

• crime — the actual request. The name ‘crime’ is used in this context
because this act of requesting illegal (laundered) money can be considered
as a crime from the perspective of the legal world.

• R_involves_Criminal — the White Collar criminal from which the
money is requested.

• R_performedBy_Criminal — the requesting Black Collar criminal.
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• R_byMeansOf_criminalAction — the amount of requested money. The
amount is randomly chosen between two different values (O1), a low
value of 6 million units and a high value of 20 million units.

The approached White Collar criminal processes this request by trying to
fulfil as many as possible of the requests arriving at the same tick (O2). A
capital stock of 20 million units is available initially, which is refilled by another
20 million units each tick after some amount was requested and paid back. The
decision to pay or not to pay is communicated to the requesting criminal using
the same kinds of facts as for the request:

• crime — the response to the request for money.

• R_involves_Criminal — the Black Collar criminal targeted with the
response.

• R_performedBy_Criminal — the responding White Collar criminal.

• R_byMeansOf_criminalAction — the information about acceptance or
refusal to repay the money.

For Black Collar criminals that got their money back the crisis is resolved for
the moment, and no reaction is to be expected. Hence, this case is not repre-
sented in Figure 6.29. In the other case, the refusal to return the money is for-
mulated as an aggressive action (White Collar rule regard non-payment as
aggressive action) that is formalised as an act of internal betrayal, namely
the ‘refuse to return entrusted money’ (see Table 6.1). The Black Collar crimi-
nal interprets this aggression as a norm deviation. Hence, the rule intimidate
(extort) the trustee issues a request for a normative event containing the
message that the norm of trust is violated by the White Collar criminal. This
normative event triggers the mechanism of revenge or sanctioning all over
again.

6.9 Police Investigation
The third actor besides the Black and White Collar criminals included in
the simulation model is the police as an institutional agent. The only action
modelled in the CCD action diagram is the start of an investigation because
of a criminal complaint or media reports, that finally results in a juridical
decision, that is the arrest of a criminal (Figure 6.30).

The implementation of this action involves a few additional aspects, as
Figure 6.31 unveils. Both mentioned pre-conditions trigger the rule start
investigation, which generates an investigation report (expressed as a fact).
This report contains information about the reason for and the subject of in-
vestigation, as well as the source of information. Reason can be either media
report or criminal complaint, subject is the criminal network. If the subject
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Figure 6.29: DRAMS rules: complete process of intimidation of the WhiteCol-
larCriminal

is unknown to the police so far, then an investigation is initiated (respective
rule) and the investigation progress is set to 0 per cent. If the subject is known
already, then the progress advances (with an additive calculation) by 50 per
cent (P2), implemented by the rule advance investigation. In any case,
the progress of investigation changes randomly with every tick (rule progress
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Figure 6.30: CCD action start investigation by police

investigation). This progress expectedly increases by up to 40 per cent per
tick, but might also decrease by up to 10 percent per tick (P1). This negative
progress expresses a possible ‘dead end’ in which an investigation branch might
enter. If finally 100 per cent progress is reached, measures can be decided (re-
spective rule) against the now officially identified criminal network members.
A concrete measure is then taken with arresting a randomly selected criminal
(P3). An arrested criminal does no longer take part in any business of the
criminal network.

6.10 Conclusions on the simulation model de-
scription

The previous sections are intended to present the simulation model in a way
to enable interested readers to comprehend the formalisations done on base of
the conceptual model as well as the simulation experiments elaborated in the
following sections, even with the possibility for model replication. However,
all the technical details that are inevitable for runnable software systems can
obviously not presented in the frame of a book chapter. These are aspects
like the configuration of parameter settings, the control of simulation runs and
the generating and visualisation of simulation outcomes. In the following a
few remarks are given to each of these aspects. Simulation parameters are
implemented in three different ways:

• Parameters interesting for experimentation and typically without rela-
tion to the evidence base can be put on the Repast user interface. This is
done for the number and relation of reputable and normal Black Collar
criminals.

• Parameters that have a close relation to the evidence base are typically
modelled in the conceptual model and annotated with phrases from the
evidence. Hence, these parameters have to be changed in the CCD, and a
following code transformation updates the parameters in the simulation
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Figure 6.31: DRAMS rules for police activities

model. E.g. the types and probabilities of the aggressive actions are
modelled in this way.

• All other parameters are coded in the rules, in most cases as probabilities
with comments in the code.

To run a simulation, the procedure typical for RepastJ 3.1 simulation mod-
els has to be followed. Since DRAMS is just a software framework used from
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within the Repast/Java code it is basically transparent to the user. During
simulation runs outputs are generated which are presented and stored in dif-
ferent ways. The DRAMS rules produce text statements, written to a console
window and stored in a log file. Per run there is also a sequence diagram
generated, showing all the interactions that appeared in the run. Finally, a
graphical visualisation of the agents with animations of the events happening
in each tick is presented while running a simulation. The following Chap-
ter 7 is dedicated to these topics, in relation with adequate simulation result
presentation.

As an outlook, during experimentation with the model new research ques-
tions appeared, among others regarding the observed emergence of a norma-
tive authority, and how this could be established in reputation changes over
the course of simulation runs, e.g. by adaptation of reputation values based
on image changes. For example, if all but one agents change their images
of the remaining agent, it would seem consequent to change the reputation
of the latter. However, in discussions between the Data Analyst and the
Simulation Modeller, a concrete mechanism could not be decided, so the
implementation if this feature was postponed and the topic added to the list
of items requiring further research or evidence.



Chapter 7

Generating virtual experience

7.1 Introduction
This chapter concludes the first practical part of this thesis by elaborating on
the presentation of simulation results generated by the model developed in the
course of the previous two chapters — with the background of model verifi-
cation and validation (as defined in sections 2.2.7 and 2.3.4). Thereby, both
the methodological perspective is covered, as well as the actual results created
during simulation experimentation. Although similar and related material has
been published before (e.g. by Lotzmann and Neumann (2016)), the content
of this chapter is based on unpublished original work.

Regarding the structure, the chapter starts with a selection of presentation
and visualisation methods applied in this case (reifying the discussion in sec-
tion 2.3.4), complemented by another section dedicated to model verification,
where the tools and approach applied in this context are outlined. Within the
subsequent section on experimentation and simulation scenario generation, re-
sults of the simulation are exemplified, followed by a section on interpretation
of these results, which is the basis for model validation.

The order of the sections of this chapter basically reflects the procedure (i.e.
the sequence of steps, together with the prerequisites) applied during and after
the implementation of the simulation model.

7.2 Presentation of simulation results
The presentation of data produced by simulation runs is crucial to get the
most out of the modelling endeavour, as such simulation outcomes are the
basis for the subsequent — and in many cases necessary — analysis and inter-
pretation of simulation results. There are many different ways to condense and
present data. Firstly, the kind of data (qualitative — text logs, quantitative —
numbers) is a decisive factor for selecting the presentation method; secondly
the intended analysis method constrains the representation, and last but not
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least preferences of the persons reading and analysing the data have a strong
influence.

Basically, thoughts have to be given whether

1. to present just raw data generated by simulations, and/or

2. to pre-process, condense and/or visualise the data already during simu-
lation runs.

Usually both ways should be followed to some extent, as the 1st is needed
to do analyses a posteriori (also of kinds not originally planned beforehand),
while the 2nd is primarily useful in the state of model verification to observe
unexpected or erroneous model behaviour, but also for validation and result
documentation. For example, snapshots from animation sequences can be used
to illustrate and highlight certain simulation result in model-based scenarios.

In the following a selection of the methods used to present the results of the
use case model are explained. Before, however, some related terms regarding
output data from simulation software must be defined, as used in this chapter
and other parts of this PhD thesis:

• Simulation outcomes are denoting (raw) data generated by simulation
runs.

• Simulation results is information gathered from simulation runs, mainly
(automatically or manually) produced by analysing, condensing or oth-
erwise processing simulation outcomes.

• Model-based scenarios are narratives (sometimes called ‘vignettes’), bring-
ing together simulation results of various kinds and formats, providing
an integrated view on a specific context, and are manually written in a
language easily graspable by the envisaged target group.

7.2.1 Text logs
Due to the qualitative evidence the model is based upon, the most impor-
tant outcome is the text log, i.e. statements generated by rules that fired in
connection with meta-information (name of rule, tick/time stamp of firing,
traceability information etc.). This log is a kind of story generated by the
model, documenting the events that happened in this particular model execu-
tion in a (chrono-) logical order. These simulation logs are the basis for further
analysis, and hence written in raw fashion both to result files and to consoles
on-the-fly. Figure 7.1 shows an example of such a log console.

7.2.2 Graphical visualisation
A drawback of textual logs is that the log entries are presented from all sources
in one view, e.g. all statements produced by rules in one tick are shown in one
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Figure 7.1: DRAMS output window for event log

block. Even if filters are applied to display only entries with certain parame-
ters — e.g. produced by one particular agent — it is still difficult to capture
a really crucial bit of information: interactions between agents, in particular
when encompassing several simulation ticks. In order to give an easy visual
access to this kind of information, the logs are translated into a graphical rep-
resentation, resembling ‘comic-like’ sketches of the agents with ‘text bubbles’
showing thoughts, actions and interaction, together with optional visualisation
of different kinds of relations between the agents. These relations are drawn
as grey arrows and can carry different information:

• The individual image a criminal agent has of a fellow criminal agent is
visualised by the thickness of the connecting edge. In this case, a full-
meshed network is drawn, where just the width of the connecting lines
carries the relevant information.

• The emergence of ‘authority’ is shown by edges, e.g. the raise of image
is visualised by an arrow from the agent which raises the image, pointing
towards the target agent.

A screenshot of an early state of the simulation (the initial normative event
with possible individual reactions) is shown in Figure 7.2 (more examples are
given in Figure 7.13 and 7.14). All criminal agents (represented by actor
symbols) are arranged in a circle; on the right-hand side are icons for the
police agent (blue hexagon) and the general public (cloud-shaped). The filling
colour of the criminals reflects their kind (grey for Black Collar, white for
White Collar), the outline colour gives a hint about the current mental frame
of the agent (dark grey for rational frame, red for emotional frame). The text
bubbles with related arrows are coloured in bright hues, like in this example
a light yellow. For each new external normative event and also in the case
of (individual) panic of an agent, a new colour is chosen in order to allow
following such trails.

Circular bubbles show normative events, sharp-edged rectangles represent
actions, and with round-edged rectangles reasoning or other intra-agent mat-
ters are made visible. These text bubbles are connected via arrows to the
agent from which the information is emitted, while from action bubbles also
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Figure 7.2: Model visualisation window showing the first reaction to an exter-
nal event

the designated target is delineated with an arrow. Last but not least, the line
style of bubble outlines and arrows gives an indication of the state of the ac-
tion: if dashed, then just a plan for an actions is made; if solid, then the plan
is carried out.

7.2.3 Value tables and time lines
The progression of image values is a central gauge of the state of simulation.
Therefore, both the individual values (i.e. the image each agent has of all of
its fellow agents) as well as average image of each agent are written to value
tables. For this purpose, comma separated value (CSV) tables are applied.
As an example, Figure 7.3 contains such a table with image values of agent
‘ReputableCriminal-1’ over the course of a simulation run. According to the
model design, the image is not represented by number but by ordinal-scaled
literals: very low, low, modest, high and very high.

In order to have a measure for average image values, the five individual
ordinally-scaled literals have to be converted to matching numbers (from -2 to
+2).
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Figure 7.3: Spreadsheet table for individual image values of
ReputableCriminal-1 for all fellow criminals over 32 ticks

In addition, the average image values are printed to a time line diagram as
shown in Figure 7.4. Further time line diagrams exist for the numerical vari-
able ‘number of agents’ as well as for the ordinally scaled (similar to image)
reputation of agents. The condensed information displayed in these diagrams
are a very useful means to identify pattern in simulation runs. For example,
a rapidly decreasing number of active criminals either indicates an extremely
violent breakdown or extraordinarily successful police actions. A look at the
image diagram typically allows for a further distinction: massively falling av-
erage image values most often also signal excessive violence.

The time line diagrams are drawn on-the-fly during the simulation runs and,
thus, allow to monitor and potentially classify the model execution.

7.2.4 Sequence diagrams
The text logs (together with the associated meta data and the value tables
for the different variables) contain all the information generated by the model.
However, it can become difficult to keep an overview on the actual course
of events, their preconditions and effects just from looking at the text and
diagrams. Hence, sequence diagrams are produced that contain exactly this
information, allowing access to the overall simulation run as well as to all the
particular strands within the run. These strands (the same that are distin-
guished by different colours in the animation) are defined by a normative event
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Figure 7.4: Time line diagram showing the progression of average image values
of the members of the criminal network

as a starting point, from which reactions and further events might occur. Such
sequence diagrams tell ‘independent stories’, which even can happen in par-
allel with other stories. These diagrams easily allow to identify the cause for
an observed action in a simulation run. They can easily be translated by a
human into short text fragments, which can be compiled later into a complete
model-based scenario, covering the entire run. Figure 7.5 gives an example
of such a strand where WhiteCollar is intimidated by Criminal-0. With some
elements of interpretation, this sequence diagram can be transformed into the
following story:

Criminal-0 becomes aware of the arresting of Criminal-4 and
gets into a panic that the next police action could be against
WhiteCollar, making it impossible to get back the money he gave
him for money laundering. He goes to WhiteCollar and asks for
money, at this occasion not only for his own share but for a much
higher amount. WhiteCollar is unable to pay such a high amount,
and completely refuses the request. This brings Criminal-0 into a
rage (as such behaviour is a violation of the norm of trust) and
he vents his frustration by starting an affair with the girlfriend of
WhiteCollar. This, in turn, infuriates WhiteCollar so much that
he decides to kill Criminal-0, but fails (for he is not an experi-
enced gunman). Criminal-0 plans to retaliate in the same way. He
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chases up WhiteCollar, and when he faces him with his drawn gun,
WhiteCollar starts begging for his life and regrets his misbehaviour,
so Criminal-0 puts away his weapon. ReputableCriminal-1, who is
witness of this situation, appreciates the obedience to the norm
of trust by WhiteCollar. The conflict has calmed down for the
moment.

As a side remark, the sequence diagram shows two notable peculiarities of
the model:

1. There are two acts of obeying by WC at tick 36 visible. This is due to
two norm violations in the past of WC which he relates to the received
sanction (in the normative process).

2. The image of ReputableCriminal-1 towards WhiteCollar shows a coun-
terintuitive increase from ‘very high’ to ‘very high’. This means that the
image actually does not change (because it is already at the topmost
level), but this event is important anyway, as it can trigger actions even
when its value is already ‘very high’.

Summing up, each simulation run produces the following artefacts:

• Text log files in plain text and csv format, as well as an xml log file con-
taining additional traceability meta-data (files events.txt/csv/xml).

• Tables in csv format with individual image values for all criminal agents
(files imageTable_[NameOfCriminal].csv).

• Table in csv format with average image values (file imageTableAvg.csv).

• Time line diagrams (snapshots from the on-the-fly diagrams) for num-
ber of criminals (graphNumberOfCriminals[tick].png), average image
values (graphAvgImageOfCriminals[tick].png) and reputation values
(graphReputationOfCriminals[tick].png).

• A full sequence diagram for the entire simulation run (file sequence_-
full.uxf91). This diagram is built up successively during the run and
can be accessed and displayed at any time (file sequence_part.uxf).

• Sequence diagrams for the different strands of actions (files sequence_-
strand-[strandNumber]_[startingTickOfStrand].uxf).

• Snapshots of the graphical visualisation for each simulation tick (files
vis-tick_[tick].png).

91The uxf format is an xml-based format that can be displayed with the UMLet software,
http://www.umlet.com

http://www.umlet.com
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Figure 7.5: Model-generated sequence diagram with a particular strand of
action, starting with a panic reaction of Criminal-0
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7.3 Simulation model verification
The first time the presentation of simulation outcomes becomes relevant is
the model verification phase. This phase starts with code ‘debugging’ already
early during implementation, and concludes with the endeavour to verify that
as many as possible relevant aspects contained in the CCD (ideally all of them)
as well as additional requirements are implemented in a formally correct way92.
For this use case, the process outlined in section 4.4.2 is applied. In each ex-
pansion stage of the implementation (on the level of single rules as well as sets
of rules tackling a certain aspect of the model) the code is checked with test
facts to verify the intended behaviour. Occasionally a rule or model segment
shows unexpected behaviour, caused either by incompletely or inconsistently
defined conditions, or by unexpected side effects, not rarely due to the par-
ticular data driven way of rule evaluation by DRAMS. In the former case,
adaptations to the CCD and repeated code transformation are often a clean
way to solve the issues.

The presentation means introduced in the previous section are mainly in-
tended for productive runs (i.e. to generate data to be analysed and interpreted
in simulation results), but also play an important role to support the verifica-
tion. In addition to that, specialised instruments for code inspection can be
crucial for model verification. DRAMS provides several user interface compo-
nents in this respect. These will be introduced in the following subsections.

7.3.1 Model Explorer
The process of exploring a model subsumes different tasks with the aim to
gain insights into structure and behaviour of the model — two usually inter-
related aspects. While primary interest is to understand the behaviour of the
model, it becomes necessary to also comprehend the structure of the process
leading to this behaviour, and to present these insights in different levels of
abstraction dedicated to the targeted users. While for example the model pro-
grammer wants to know details about each rule that fired together with any
data processed by the rule, a domain expert (or, more generally, a stakeholder)
for instance might only want to see an overview of different fact types and how
these are related to the agents representing real-life actors. Hence, the Model
Explorer takes these aspects and perspectives into account.

The detail of the screenshot in Figure 7.6 is captured from the DRAMS
Model Explorer, a plugin to visualise the rule processing and traceability fea-
tures of DRAMS by exploiting internal data structures of the rule engine. In
the picture, a small part of the DRAMS evaluation tree (just one rule with
three pre-conditions) is visible at the top, where a pop-up window is displayed
for a link from one of the pre-condition facts to the rule. This pop-up info box

92In context of verification, correctness is only checked against the specification, in par-
ticular against the CCD. Further checks ‘against reality’ are subject of validation later on.
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Info Box Showing
Highlighted Source Code Clause 

for Selected Edge

Figure 7.6: DRAMS Model Explorer showing rule evaluation tree with debug
information for selected condition

contains the rule code, while highlighting the clause to which the link belongs.
Among others, the source code of the rule is displayed, with the particular
retrieve clause highlighted. Info boxes for facts contain information about the
concrete content of the facts as seen by any succeeding rules, while boxes for
fact templates reveal the facts available for the template. In the context of
model verification, the localisation of causes for unexpected (and potentially
erroneous) model behaviour is simplified since not only data (i.e. fact content)
but also the model structure and source code can be inspected at the same
time in an integrated view.

From a modelling expert perspective, graphically tracing the rules in the
evaluation tree is not only useful for debugging, but also for helping imple-
menters newly confronted with the model to understand existing code.

The primary purpose of the DRAMS Model Explorer is, however, the vi-
sualisation of traceability information relevant for domain experts. Figure 7.7
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Figure 7.7: DRAMS Model Explorer user interface with traceability visualisa-
tion support

contains a screenshot of the full Model Explorer user interface. Four views can
be distinguished in the window:

• The right-hand side shows the simulation log, i.e. the outputs generated
by the rules.

• In the centre, the evaluation tree is calculated and visualised for a par-
ticular log entry. If the user selects one (or a set) of the entries, the
associated tree is displayed. A filter allows to restrict the number of
ticks included in the evaluation tree.
The green ovals on the left are initial facts; the yellow ovals represent
facts asserted during the simulation run. The blue box between the facts
is the rule that uses the (left) facts as pre-condition and asserts the (right)
fact as post-condition. The two initial facts have trace tags attached.

• Left to the evaluation tree, the CCD is displayed. All elements that have
traces in the currently displayed evaluation tree are marked.

• On the very left, the evidence documents can be found. Here the text
annotations linked with the marked CCD elements are highlighted.

Technical details on the Model Explorer and trace generation by DRAMS
are given in Chapter 10.



196 Chapter 7. Generating virtual experience

Figure 7.8: DRAMS rule schedule

7.3.2 Rule Schedule
On a technical level, access to internal data structures of the simulation system
can be helpful for debugging and verification. In case of the DRAMS UI, a
number of views are available in this context.

Firstly, a rule schedule can be investigated e.g. if a rule fires unexpectedly,
or a rule expected to fire does not. The rule schedule is derived from the data
driven pre-evaluation of rules for which all necessary pre-conditions are fulfilled
purely from the data perspective, i. e. new facts are available in the fact bases
that are explored by the LHS’s of the rules. From this information it cannot
be concluded that the rules actually fire (i.e. the RHS’s are executed), since
the content of the LHS facts are evaluated in a different step. Thus, this list
contains all rules for which the actual evaluation will be triggered by DRAMS.
An example of the rule schedule view can be seen in Figure 7.8.

7.3.3 Console
If a rule is scheduled for evaluation but does not fire although all conditions
seem to be valid, a look into the fact base can help to narrow down the problem.
A fact base dump (with full content or filtered for an agent instance, if required)
is contained in the DRAMS console shown in Figure 7.9. This DRAMS UI
component can also be used to execute (draft) rules ‘on-the-fly’, based on the
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Figure 7.9: DRAMS on-the-fly rule execution console with fact base explorer

current tick and state of the fact bases (as initially set or generated by other
parts of the model already implemented). This is helpful for both debugging
and drafting/editing new rules.

7.3.4 Dependency Graphs

In order to check the correctness of dependencies between rules, the Rule De-
pendency Graph (RDG) diagram can give a first overview (Figure 7.10). For
a particular state of the rule engine (in this case the initial state) a directed
graph is generated containing all rules that might fire given the current fact
base configuration. This can change during simulation, as new facts are gen-
erated by firing rules.

More detailed views are available in the Data Dependency Graph (DDG)
diagrams, where all rules with the related fact templates are displayed. The
actual fact base state (defined by the asserted facts) has no influence on the
number and structure of elements shown, but it is reflected in the colour of
the oval fact template symbols:

• For green fact templates actual fact instances are initially set (i.e. facts
asserted via DRAMS code).
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Figure 7.10: DRAMS Rule Dependency Graph (RDG) at the start of model
execution

• Red fact templates indicate that no initial facts are available, but are
asserted by rules during the simulation run.

• There is also the case that a fact template used for retrieving or asserting
facts is unknown at initialisation time due to dynamic fact base selection
(i.e. the fact base to use is determined during rule processing). Here the
symbol is drawn in yellow colour.

Views are available for the full DDG and individual (smaller) DDG frag-
ments for each agent. While the full DDG can help to check inter-agent rela-
tions, the latter allow for a quick view inside intra-agent processes. Figure 7.11
gives an example with a part of a BlackCollarCriminal DDG, filtering the view
on just one rule and the adjacent facts for pre- and post-conditions.

The dependency graph diagrams are — together with the rule schedule —
part of the main DRAMS UI window. As visible in both Figure 7.11 and
Figure 7.8, the additional error log view ath the bottom can become handy at
times.

7.4 Experimentation and simulation scenario
generation

With a verified simulation model and the means for generating simulation
outcomes in various formats, the experimentation phase can start. Although
the model has a strong stochastic element, the intention is not to consider
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Figure 7.11: DRAMS Data Dependency Graph (DDG) of Black Collar Crim-
inal, filtering on rule ‘decrease image for fellow criminal’

quantitative analysis (at least) at the beginning, but rather let the model
generate stories, i.e. mainly qualitative information. The rationale behind
this approach can be summarised as follows:

• Despite the ‘noise’ produced by the multitude of stochastic processes on
input variables, the expectation is to be able to recognise limited numbers
of behavioural patterns in the outcomes.

• The qualitative (i.e. textual) outcomes would allow to easily write model
generated scenarios in a language familiar to the stakeholders, by draw-
ing on the evidence base by using traceability features of the toolbox.
These scenarios would point out different paths of action with associ-
ated root causes and influence factors, and are a kind of “virtual experi-
ence”(Lotzmann and Neumann, 2016) to the stakeholders.

• Scenarios written for the identified pattern would be adequate means to
firstly check for plausibility, and secondly to approach the stakeholders
and discuss the findings. These discussions could help to transform (more
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and more) stochastic input variables into deterministic decisions, ‘hard-
ening’ the model against influence factors or (newly introduced) events
or parameters, with reference to the next point:

• Prospectively, to use the model — validated by the procedure latent in
the previous points — for further research questions, which might even
involve quantitative analysis.

The experiment design applied in this use case caters for the aforementioned
intentions. Only a very small set of parameters are varied, initially only the
proportion of reputable and non-reputable Black Collar criminals, while the
total number of Black Collar criminals remains constant (10). When the found
patterns are analysed and understood, further parameters can be varied to
study the influence to the known pattern. Additional parameters include (see
parameter setting user interface in Figure 7.12):

• Repeated external normative events, i.e. making members of the criminal
network disreputable for unknown reasons.

• Taking the influence of sanction to image into consideration: If a victim
of an aggression recognises this as a justified sanction, the image of the
aggressor is changed to a higher value.

• The adaptation of reputation to image change: If the image of an agent
changes for a certain number of times exclusively in one direction, the
reputation value is adapted proportionally93.

As mentioned earlier, by having stochastic elements in many decisions, a
wide behaviour space of simulation outcomes is generated. However, as ex-
pected based on the model design, this behaviour space contains a limited set
of behavioural patterns. In the first place, these patterns can be identified by
the ‘final’ state. Final state is defined here as a state that remains stable over
a certain number of ticks without any state change in the model caused by
individual agent behaviour. If a further analysis reveals that different paths of
actions are causing similar final states, the differences have to be captured by
additional patterns. It is important to clearly identify the ‘turning points’ or
‘critical junctures’ (Lotzmann and Neumann, 2016), i.e. events that are piv-
otal for (emerging) shapes of behaviour. To identify (or confirm) such turning
points as ‘milestones’ in the pattern, it is necessary to observe and analyse a
large number (in the magnitude of tenth to hundreds) of simulation runs.

In the end, one typical simulation run for each pattern is picked out as
basis for the model-based scenario. Writing a scenario can closely follow the
generated simulation logs and sequence diagrams (as shown above in the text
belonging to Figure 7.5) and should make use of meta-information available

93This is an experimental feature for reputation change as mentioned in the outlook of
section 6.10
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Figure 7.12: Repast user interface window for model parameter settings

and visualisations where suitable for illustration.

A structured template can also become handy for writing a model gener-
ated scenario from outcomes of a simulation run. Collecting the ‘interesting’
information from the different outcome presentations, condensing them into
small text fragments for each tick (or a small number of ticks covering in-
terrelated content) and adding relevant traceability information (phrases and
annotations, identified e.g. with help of the DRAMS Model Explorer) like done
in Table 7.1 is a recommendable first step for documenting experimentation
results.

The table contains a condensed summary from a simulation run, where
the criminal network experiences a rapid and violent break-down. It follows
a typical pattern of simulation outcomes that resembles the fate of the real
criminal network behind the evidence documents, in this case in a particular
violent manifestation. The network in this simulation is destroyed in just 38
ticks, it involves many parallel strands of conflicts, which quite well reflects the
“corrupt chaos” as reported in interrogations from the real case. The critical
junctures in this run are:

• An initial murder at tick 6 as result of a bilateral conflict. This sets off
a panic among the criminals.

• Betraying the network by informing the public (tick 17) and the police
(tick 21) causes investigations by the police.
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• Arresting of Criminal-4 at tick 22. This starts an intimidation of WhiteCol-
lar, and constitutes the phase of terminal decay of the gang.

• Arresting of WhiteCollar (tick 38) drains the financial basis for the re-
maining network members.

Already at this stage of description, a first interpretative element is applied
on the condensed summary in Table 7.1, which is human written, but still near
the output of the model. For example, the statement that Criminal3 decides
in rage, is derived from the fact that ordinary (non-reputable) criminal agents
are initialised to act in emotional mental frame. This way of interpretation
becomes more important in the final stage of generating qualitative simulation
results: writing of the model-based scenarios. This transformation is demon-
strated in the following section, where also the actual results from simulation
experiments are discussed, including the second step of interpretation in a style
resembling a short story.

Table 7.1: Scenario derived from a simulation run

Tick Summary of log entries Annotations and traceability
information

2 ReputableCriminal-0 becomes
susceptible due to unspeci-
fied norm violation. This is
observed by Criminal-3 who
decides in rage94 to murder
ReputableCriminal-0.

Now you’ll die.

3 ReputableCriminal-0 rea-
sons about aggression: Since
Criminal-3 has a rather bad
reputation he switches into panic
mode.

4 ReputableCriminal-0 decides to
react with aggression.

5 Attempt to kill as counter-
aggression.

An investigation against the Hells
Angels revealed that presumably
V01 asked the Hells Angels to
make an operation against O1
in return for a huge amount of
money.

6 Murder successful, Criminal-3
dead.

Continued on next page

94Criminal-3 is per definition initially in emotional mental frame.
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Table 7.1 – continued from previous page
Tick Summary of log entries Annotations and traceability

information
7 The murder is observed by

Criminal-1, 2, 5 and 6 as well
as ReputableCriminal-1. They
switch in panic mode: fear for life.
Criminal-6 tries to kill Criminal-4
as reaction, and Criminal-2 tries
to kill Criminal-5. Criminal-2
has furthermore become suspi-
cious to have violated the norm
of trust (possibly in another
matter), so Criminal-5, 6 and
ReputableCriminal-1 decide to-
gether to kill Criminal-2.

8 Criminal-5 is dead, the other
murder attempts were unsuccess-
ful.

9 The attacked agents try to find
a reason. Criminal-4 cannot
see the aggression as a sanc-
tion as the attacker Criminal-
5 also has a bad reputation.
Criminal-2 regards the aggres-
sion by ReputableCriminal-1 as
a potential sanction but can-
not see its own norm viola-
tion. All agents except Criminal-
2 and ReputableCriminal-0 get
into a new panic due to mur-
der of Criminal-5, which leads
to (independent) murder at-
tempts against Criminal-0 and
ReputableCriminal-2.

There is a corrupt chaos behind
it.

10 ReputableCriminal-2 is dead.
Criminal-0 survived.

Continued on next page
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Table 7.1 – continued from previous page
Tick Summary of log entries Annotations and traceability

information
11 New panic (fear for life), trigger-

ing new aggressions: beating up,
outburst of rage and again at-
tempting to kill.

Annotation 1: For the first time
I saw that he had lather in
his mouth and kicked a bicycle
against a tree.
Annotation 2: His head was com-
pletely deformed, his eyes blue
and swollen.

12 ReputableCriminal-0 and
Criminal-6 are dead.

13 Panic, no sanction or own norm
violation found by surviving vic-
tims of aggression. New ag-
gressions against Criminal-1, 2
and ReputableCriminal-1, fur-
thermore WhiteCollar tries to kill
Criminal-0.

He was at a point where he was
totally despaired. He had a plan
to approach O1 with a weapon.
However, in the last moment he
didn’t dare.

14 Criminal-1 dead.
15 Criminal-0 survives attack by

WhiteCollar, and regards this as
a justified sanction. Criminal-2
and ReputableCriminal-1 are go-
ing to betray the criminal net-
work.

16-17 Both are going to public. Annotation 1: The affair with M.
had been in the newspapers.
Annotation 2: O1 wanted the
money from her and threatened
M. to kill him and his children.
M. told the newspapers [about my
role in the criminal network] be-
cause he thought that I wanted to
kill him to get the money.

18 Criminal-2 obeys the norm
of trust (aggression by
ReputableCriminal-1 is re-
garded as sanction), but also new
aggressions among the remaining
members.

Continued on next page
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Table 7.1 – continued from previous page
Tick Summary of log entries Annotations and traceability

information
19 New aggressions and violence,

hence Criminal-4 obeys the sanc-
tion.

20 New aggressions and act of be-
trayal.

21 ReputableCriminal-1 informs the
police, but also tries to kill
Criminal-2, and further violence.

On Aug. 8, [...] the criminal in-
telligence of [the city of A.] re-
ceived an anonymous letter.

22 Criminal-4 arrested.
23 Criminal-0 and 2 get into a fear

for money due to the police ac-
tion. They try to get their money
from WhiteCollar.

24 White Collar pays the money to
Criminal-2, the amount requested
by Criminal-0 was too high, so
the payment was refused. The
conflict with ReputableCriminal-
1 leads Criminal-2 to betray the
network.

26-29 Criminal-0 starts to intimidate
WhiteCollar by starting an affair
with the girlfriend of WhiteCol-
lar.

30-34 Violent conflict between
WhiteCollar and Criminal-0,
that WhiteCollar resolves by
obedience in later tick (see
Figure 7.5).

35 ReputableCriminal-1 sets off to
kill Criminal-0.

36 Criminal-0 dead. New panic.
37 New intimidation of WhiteCollar.
38 WhiteCollar arrested by police.
39 Final state: Two remaining (ac-

tive) members of the criminal net-
work (Criminal-2 and Reputable-
Criminal1), two arrested mem-
bers (Criminal-4 and WhiteCol-
lar).
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7.5 Interpretation of simulation results and val-
idation

As stated in (Lotzmann and Neumann, 2016), the model-based scenario closes
“the cycle of qualitative simulation, beginning with a qualitative analysis of
the data as basis for the development of a simulation model and ending with
analyzing simulation results by means of an interpretative methodology in the
development of a narrative of the simulation results.” Writing such a scenario
can be an involved endeavour, in particular for long runs (over many ticks) with
many parallel strands of action. While staying close to the raw text logs, even
when condensed and otherwise preprocessed like in Table 7.1, it still takes sig-
nificant effort to extract and intersperse matching traces to the evidence base,
to take values of variables (like image and reputation) into account, and to find
natural-language replacements for ‘unemotional’ and artificial-sounding com-
positions of log entries printed by the rules. The key here is to interpret the
different outcomes from an overarching viewpoint, to underpin events and ac-
tions by meaning taken from the evidence base. The overall aim of this process
is to find a language similar to the documents provided by the stakeholders,
and to match the domain language of the stakeholders in general.

The following paragraphs present an attempt to formulate such a scenario
from the content of Table 7.1, a ‘criminal short story’ about the demise of a
criminal network due to internal conflicts. The phrases in italics are quoted
verbatim from the evidence files.

The drama started with a gossip. For reasons unknown to the
observer, Reputable Criminal (RC) 0 became susceptible. A de-
livery of drugs was incomplete, and there were talks that RC 0
snatched some for own consumption. This would have been a mas-
sive violation of the norm of trust, but it may not be so and just
some bad talk behind the back. However, at least Criminal (C)
3 believed in the bad talk and felt himself offended by RC 0 so
much that he got into a rage. He rushed to RC 0, approached him
with his drawn weapon and confronted him hysterically with his
accusations, repeatedly yelling “Now you’ll die”. In the emerging
turmoil the gun went off, but the bullet missed RC 0. RC 0 ran
for his life. After he recovered a bit from this shock, he started
reasoning over what just happened — to be attacked by this crude
scumbag C 3. The more RC 0 thought about it, the more he got
into a panic.

RC 0 hatched a plan to retaliate and eventually hired an outlaw
motor cycling gang to make an operation against C 3 in return for
a huge amount of money, who did a successful drive-by shooting,
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leaving C 3 dead on the sidewalk. As C 1, C 2, C 5, C 6 and
RC 1 got notice of that assassination they panicked. Not knowing
who was responsible for this attack they got in fear for their own
lives, and they attempted to counter-react by trying to eliminate
the perpetrator. Each of them made wild guesses whom to blame
as commanding the attack. While C 1 was like paralysed and not
able to do anything, C 2 tried to kill C 5 as reaction, and C 6
tried the same with C 4. In addition, C5, C6 and RC 1 ganged up
against C 2. However, only the attack against C 5 ended with the
intended result, the other attempts had been planned in a hurry
and failed. Both C 2 and C4 survived the attacks. As neither of
them commanded the execution they were sorely shocked as they
found no explanation for the attack.

Due to the death of C 5, the remaining members of the gang
(except RC 2 and C 2) were affected by a new wave of panic, as
they felt that there was a corrupt chaos behind it. It did not take
long before reactions took place: RC 2 was murdered, C 0 barely
survived an attack.

A new series of violence struck the remaining gang members
(Figure 7.13). In an outburst of rage against C6, C 1 had lather
at his mouth and kicked a bicycle against a tree. Both of them fell
victim of a gun attack by other gang members, first C 6, later also
C 1. C 2 however, with brute force beat the hell out of RC 1 until
he was fit for the hospital. His head was completely deformed,
his eyes blue and swollen. Another deadly attack against RC 0
followed. Also the White Collar (WC) who (as the reputable money
launderer) kept his nose out of the trouble so far was at a point
where he was totally despaired. He had a plan to approach C 0
with a weapon. However, in the last moment he didn’t dare. But
this planned attack became known to C 0 and had a result: He
regarded this as a justified sanction, a word of command by WC.
Violence started to cool down a bit, but the panic was not over:
C 2 and RC 1 tried to get even with the former fellows and now
foes by betraying each other and the remaining gang members:
suddenly a report about a fictitious affair about RC 1 had been in
the newspapers triggered by C 2, while RC 1 gave an interview with
the newspapers in which he explained the role of C 2 in the criminal
network.

From time to time violence flared up again, until RC 1 searched
his way out of trouble by informing the police: On Aug. 8, the
criminal intelligence received an anonymous letter. The police,
already engaged in an investigation on base of the murders and
newspaper articles, became active immediately and arrested C 4.

In anticipation that the fate of the gang now was decided, C
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Figure 7.13: Simulation visualisation at tick 11 where a new series of violence
started. The different colour express independent reactions, mostly caused by
panic due to the observed murder of RC 2

0 and C 2 tried to screw out the money they had given WC for
laundering, in order to escape to foreign countries. They started
intimidating WC. This set off new acts of betrayal and violence,
resulting in the death of C 0. Only when WC was arrested by the
police, the story of the gang came to an end: Only C 2, RC 1, C4
and WC survived, the former two together in the underground, the
latter two in prison (Figure 7.14).

The scenario above represents just one of the discovered patterns. With
the basis model (that does not change the reputation during simulation runs),
extensive experimentation and analysis has been done by Neumann and doc-
umented e.g. in (Lotzmann and Neumann, 2016). In these experiments the
proportion of Black Collar and White Collar criminals was varied, and several
dozens of simulation runs were evaluated, classified and finally compiled into
model-based scenarios. In (Lotzmann and Neumann, 2016) the scenarios did
“not represent the full behaviour space of the model but only those that are
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Figure 7.14: Simulation visualisation of the final state at tick 39

of interest for examining modes of conflict regulation and outbreak of violence
in a group with properties comparable to the empirical case, namely a group
with no managerial authority assigned to certain positions such as a ‘boss’
or ‘godfather’ in a professional, Mafia type organization”. Given this context,
four scenarios have been selected for presentation in (Lotzmann and Neumann,
2016):

The first scenario, “eroding of a criminal group by increasing violence”,
describes a similar path as exemplified above, though in a slower pace (i.e.
involving more ticks) and with a more prominent intimidation (and overall role)
of the White Collar criminal. Here, the initial event of an unspecified norm
violation strikes an ordinary criminal (in contrast to the reputable criminal in
the example above), but also in this case an initial bilateral conflict ends with
an assassination, which sets off a panic. This can be seen as an example very
close to the genuine events that shattered the real criminal network.

The second scenario shows a case where violence does not escalate, but just
caused a “small irritation”. In this case the initial norm violation is associated
with the White Collar criminal, and the high reputation (and hence also initial
image) as well as the capability to acquit the debt with money helps to prevent
any violence.

The third scenario is dedicated to a pattern where “the group overcomes
severe escalation of violence”, again due to the ability and willingness of the
White Collar to pay the debts. In this case, even a partly successful police
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intervention (by arresting one of the gang members) could not stop the criminal
business.

This is different in the fourth scenario, where “successful police operations”
smash the criminal network by efficient strikes against key criminals, most
importantly the White Collar.

The conclusions on observable “central mechanisms” drawn from these four
scenarios can be summarised as follows:

• Bilateral conflicts between members of the criminal network may go on
for long periods without affecting the group.

• Ambiguity of violence — the cause behind panic due to fear for own life
— stimulates spreading of mistrust.

• The White Collar is the most vulnerable criminal in the network, but
can break the cycle of violence by fulfilling requests for money by Black
Collar criminals.

• Police operations are most effective against the White Collar criminal.

• If significant numbers of criminals change sides by betraying the criminal
network, less bloodshed can be observed, mainly due to more effective
police operations.

7.6 Conclusions on the use case model
After pointing to the methods and tools used for verification and validation
of the use case model in the first part of this chapter, actual results from
the simulations are presented. Thereby, the overall research question “How
could this escalation of violence happen?” — as raised in section 5.2 — can
be considered answered by unfolding the involved internal dynamics of the
criminal network.

Regarding the other — more specific — research questions, the following
assertions can be made:

Stakeholder: “Is the evidence provided rich enough to in-
form formal modelling and simulation?”

Simulation Modeller: Yes, as proven by successful valida-
tion of the simulation model.

Stakeholder: “From a criminological viewpoint, can new in-
sights and results beyond the already concluded ‘classical’ police
investigation about the case be achieved from simulation?”

Simulation Modeller: Yes, by virtual experiences, as dis-
cussed in (Lotzmann and Neumann, 2017) and (Van Putten and
Neumann, 2018).
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Social Scientist: “Is it possible to gain insights on the fun-
damental social-theoretical question of conditions for social order
from analyses on a microscopic (i.e. individual) level?”

Simulation Modeller: Yes, the emergence of a normative
authority and the conditions under which this happens can be ex-
amined with the simulations. More detailed insights to this ques-
tion are given by the Data Analyst e.g. in (Neumann and Lotz-
mann, 2016a) or in (Lotzmann and Neumann, 2017), section “In-
terpreting simulation: Growing criminal culture”.

The short answer to the research questions from the computer science per-
spective raised in section 5.2 is ‘Yes’, as the existence of this simulation model
shows. A more elaborate discussion on these questions is provided in the final
conclusions in Chapter 11.
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Chapter 8

DRAMS: A declarative rule
engine for agent-based
simulation

8.1 Introduction
This chapter provides the ‘entry point’ to the second practical part of the
thesis — DRAMS as the ‘engine room’ for the use case model presented in
Part II. The chapters of this part cover aspects such as operating principles,
software design, architecture and implementation, together with an outline of
the development process. Here, mainly the discussion provided in section 2.2
sets the context.

This Chapter 8 provides the conceptual design and development process
perspective. DRAMS is the result of cooperative design and development
activities; details are given in section 8.4.1. Parts of the content have been
disseminated before in (Lotzmann and Meyer, 2011a) and (Lotzmann and
Meyer, 2011b), as well as in project deliverables mentioned below.

The chapter is structured as follows: After a motivation, a section on the de-
sign basics provides some theoretical background and the basic working mech-
anisms of DRAMS. This section is followed by a segment on the development
lifecycle, covering insights on the development process of DRAMS and the
applied testing and deployment methods. Finally, two different views on the
DRAMS interfaces are characterised: for the implementer of DRAMS models
and for the user of simulation models developed with DRAMS.

8.2 Motivation
Declarative programming languages have been used for several decades, in par-
ticular in the field of artificial intelligence (in the broadest sense) they have
gained a certain degree of popularity (see section 2.2.6). Declarative rule en-
gines — as an example for the practical realisation of declarative programming

215
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languages — allow to ‘solve problems’ not by specifying an algorithm which
specifies what the way to the solution looks like (like in the imperative pro-
gramming paradigm), but rather are based on logic calculi specifying what the
solution itself looks like, without taking the way to the solution into account.
The most popular logic-based programming language Prolog (Kowalski, 1988),
developed in the 1970th, is an example of the branch of problem-solving sys-
tems based on a mechanism called backward chaining, which tries to deduce
the cause(s) of existing facts. A different (or rather opposite) approach is
called forward chaining, where possible outcomes are inferred on base of given
facts, as it is done in expert systems (Leondes, 2002). Such systems are re-
ferred to as production systems, or more generally95 declarative rule engines.
A contemporary system of this sort is JESS (Friedman-Hill, 2003), with pop-
ular ancestors like OPS5 (Forgy, 1981). This approach is also implemented in
DRAMS, where a rule-based inference mechanism is applied to agent based
simulation, i.e. to model agent reasoning in a kind of expert system.

This chapter illustrates a path followed in the OCOPOMO project, where
DRAMS as a new rule engine software was developed (see section 3.3.4), dis-
tinguishing it from other available systems (some of which already have been
applied for agent-based simulation) mainly by aspects particularly relevant for
evidence-based multi-agent simulation, like distribution of reasoning among
agents, transparency of rule processing and traceability of model artefacts to
evidence. These aspects are introduced and illustrated in the first two parts
of this PhD thesis and constitute the special requirements for DRAMS.

8.3 Design Basics
In the following two sections an introduction to DRAMS is given. Firstly, the
theoretical grounds are outlined, in order to make the following description of
the DRAMS operating principles comprehensible.

8.3.1 Theoretical background
Artificial intelligence of software agents in social simulation is often repre-
sented by rules — besides other approaches like artificial neural networks (see
section 2.3.1). While there are many different ways to specify and process these
rules, most approaches have in common that agents are equipped with sets of
rules, where rule processing is triggered by events occurring within some kind
of artificial world which are perceived one way or other by the agent. Such
events can for example indicate that some period of time has elapsed, that
an obstacle appeared in an agent’s direction of movement, or just expressed
more abstractly: a new fact has been added to some data base. Such facts do

95Rule Engine refers to a more general concept, and can either be imperative or declarative,
while the latter can include both forward and backward chaining characteristics.
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not necessarily represent real ‘facts’ (in the sense of ‘law of nature’), but often
rather beliefs, i.e. an agent’s persuasion about a fact. The result of a rule
execution can then be an action, changing the state of the environment. Such
rules can be represented for example by stochastic decision trees (as used e.g.
for normative simulations in EMIL-S; Conte et al. (2013)), or by determinis-
tic condition-action rules (like e.g. if some_event then do some_action1),
which can also take the state of the agent into account (e.g. if some_event
and (some_variable equals some_state) then do some_action). In the
latter case, rule processing can be done by simple production systems (Gilbert
and Troitzsch, 2005), but for models exceeding a certain degree of complexity
rule engines with sophisticated supportive features are indicated, for exam-
ple with respect to a full-fletched rule specification and programming lan-
guage or a tight integration within a tool-supported modelling process (like
the OCOPOMO process introduced in Chapter 3). A few examples where
such declarative rule engine technology has been successfully applied in the
field of agent-based modelling are:

• The Smalltalk-based tool SDML (Strictly Declarative Modelling Lan-
guage, Moss et al. (1998)) has been used for water demand management
models within the EU FP5 project FIRMA (Freshwater Integrated Re-
source Management with Agents, Barthelemy et al. (2001)).

• A model of the social impacts of HIV/AIDS in villages of a rural province
in South Africa was created in the context of the FP6 project CAVES
(Complexity, Agents, Volatility, Evidence and Scale; Alam et al. (2007);
Moss et al. (1998)) using the Java-based rule engine JESS96 (Friedman-
Hill, 2003).

• In the OCOPOMO project, several policy models have been developed
with DRAMS, for example to explore different energy policy options in
the self-governing region of Kosice (Slovakia) and a model on knowledge
transfer strategies for improving industrial development in the Campania
region (Italy)(Bicking et al., 2013).

Declarative rule engines combine production rule inference with the paradigm
of declarative programming. Declarative programming languages are related
to mathematical notations, which are quite different to typical imperative pro-
gramming languages based on control structures, such as Java or C++ (see
section 2.2.6). Writing (or understanding) programs in these two paradigms
require different approaches and ways of thinking. Hence, for (e.g.) experi-
enced Java programmers it can become troublesome to create good97 declara-
tive programs, and the other way around. This is where graphical notations

96http://www.jessrules.com
97‘Good’ in a sense of a true declarative approach, not just trying to imitate imperative

control mechanism in declarative programs.

http://www.jessrules.com
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become helpful which can provide a more ‘intuitive’ perspective on declara-
tive code, like the DDGs introduced in Chapter 6. Such representations show
an interesting property of the declarative specifications: a contiguity to nat-
ural language. This makes it easier to express natural language descriptions
into rules, and on the other hand to generate (sort of) natural language as an
outcome of programs (story telling machine, as exemplified in Chapter 7).

The approach followed with DRAMS is not a pure declarative one, since it
gives the developer control over temporal dependencies instead of implement-
ing an ‘intelligent’ conflict resolution mechanism. A consequence of this design
decision is that efficient DRAMS rules should consider temporal relations be-
tween rules, a requirement that (in the author’s experience) helps to structure
behavioural agent rules and therefore represents a reasonable constraint.

From an application perspective presented in the previous chapters of this
PhD thesis, a forward-chaining approach is suitable to reflect the necessary
capabilities of the agents. However, backward-chaining capabilities of a rule
engine might add sophisticated reasoning capabilities to agents, if required by
a particular model (like interpreting other agents’ actions), so that this is a
possible field of future extensions to DRAMS.

As mentioned e.g. in (Lotzmann and Meyer, 2011b), the general concept of
a forward-chaining rule engine is understood as a software system that basically
consists of the following components:

• A fact base, which stores information about the state of the world in
the form of facts. A fact contains a number of definable data slots and
some administrative information (time of creation, entity that created
the fact, durability).

• A rule base, which stores rules describing how to process certain facts
stored in fact bases. A rule consists of a condition part (called left-hand
side, LHS) and an action part (called right-hand side, RHS).

• An inference engine, which controls the inference process by selecting and
processing the rules which can fire on the basis of certain conditions. This
can be done in a forward-chaining manner (i.e. trying to draw conclusions
from a given fact constellation) or backward-chaining manner (i.e. trying
to find the facts causing a given result).

These components are characterised and detailed below from a conceptual
point of view, and in the following chapter from a more technical perspective.

8.3.2 Operating principle of DRAMS
The development of DRAMS was mainly driven by the following requirements:

• Create a declarative rule engine that is optimised for changing fact and
rule bases, without impairing the performance of the system, even with
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• large and distributed fact bases. Distributed fact bases were taken into
account to cater specifically for the envisaged agent concept, i.e. fully
autonomous entities (according to (Gilbert and Troitzsch, 2005)) with
self-contained rule engines.

• Providing an experimentation platform tailored for the design decision
to implement a data-driven approach, i.e. to try different functionalities
and to be able to monitor the rule engine processes. This point also
refers to

• the most important requirement: the preservation of the evidence traces
from the evidence base, via the conceptual model to the simulation re-
sults. This requires also an

• integration of the rule engine into a toolbox supporting all phases of
modelling and simulation.

DRAMS is designed as a distributed, forward-chaining rule engine. It equips
an arbitrary number of agent types with type-specific rule bases and initial
fact base configurations. For each agent type, an arbitrary number of agent
instances (objects) with individual fact bases can be created. All individual
fact bases are initialized according to the agent type configuration, but may
be adapted individually. There is also a shared global fact base, containing
‘world facts’, e.g.

• a (permanently updated) fact reflecting the current simulation time,

• one fact for each agent instance present in the ‘world’, providing some
information (e.g. reference ID) about the agent,

• model-specific environmental data, and

• (public) inter-agent communication messages.

Heart of the inference engine is the rule schedule, an algorithm deciding
which rules to evaluate and fire at each point of time. The following pseudo
code shows the basic structure of a possible algorithm:

processSchedule(time t){
while new facts are available at time t
loop

find all agent instances for which new facts are available;

foreach agent instance
loop

find all rules for which new facts are available at time t;
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foreach rule
loop

evaluate LHS;
if evaluation result==true then

execute RHS;
// e.g. generate new facts

end if;
end loop;

end loop;
end loop;

}

In order to decide (for each fact base configuration without recompiling the
rule base) which rules to evaluate for which agent instances, the scheduler relies
on a data-rule dependency graph. This is constructed once from all specified
rules and initially available data; the graph does not change unless rule bases
are modified. As to detecting fact base modifications, the schedule keeps track
of all (writing) fact base operations.

Figure 8.1 shows a stylised example of such a data-rule dependency graph,
containing five rules working on four facts with different operations — retrieve
and query for reading access, and assert for writing. At time t, Fact 1 and
Fact 3 are available, so that Rule b and Rule f can fire in schedule task 0.
Rule b, however, asserts Fact 2, which then allows Rule c and Rule d to fire
in schedule task 1. The same applies for Rule f, and so on. The resulting
complete evaluation tree is shown in Figure 8.2.

At each point of time, the rule processing within an agent (intra-agent
process) is performed for all possible rules. At first, the conditions of a rule
are checked, i.e. the LHS is evaluated. Each LHS consists of one or many
(LHS) clauses, pertaining to the following basic categories:

• Clauses for retrieving data from fact bases. These operations are similar
to data base queries, where as a result a set of facts (with 0, 1 or many
elements) is retrieved. Each retrieved fact is called an instance of this
clause, and all subsequent clauses of the LHS have to be evaluated for all
instances. Thus, this clause type is spanning an evaluation tree. If one
or more facts are retrieved, the evaluation result for this clause is true,
otherwise false. In the latter case, the evaluation of this tree branch is
terminated.

• Clauses which test whether data from the retrieved facts hold for specified
conditions. If such a test fails, the evaluation of this tree branch is
terminated. The set of leaves of the evaluation tree is considered a set
of possible input data configurations for firing the RHS of the rule. The
RHS consists of one or many (RHS) clauses with the purpose of executing
fact base operations (adding or removing a fact98) or other actions (e.g.

98An operation for changing a fact is not implemented — see further explanations below.
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Figure 8.1: Data-rule-dependency graph (configuration at time t; legend: green
ellipse — existing fact, red ellipse — fact asserted by a rule, blue rectangle —
rule, solid arrow — reading fact base operations, dashed arrow — writing fact
base operation)
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Figure 8.2: Evaluation tree for time step t

printing a statement to a log).

Accordingly, the expressiveness of the system is determined mainly by the
number and capabilities of available clause types. In DRAMS, the following
functionality is available for the LHS of a rule:

• Data from fact bases can be obtained either by retrieve or by query
clauses. In both cases, a query on a fact base is performed, and a number
of facts, for which the slot values specified in the query match and op-
tional time-related conditions hold, are returned. In the case of a retrieve
clause, these facts are used to create a corresponding number of instanti-
ations, and for each instance a number of requested variables are bound
with specified slots. In the case of a query clause, only one instance is
created, and a list of retrieved facts is bound to a result variable. These
two clause types are representative for the first category defined above,
whereas the following LHS clause types belong to the second category.

• A unary BIND operator, which binds a specified variable with the eval-
uation result of an expression. The expression can be another single
(already bound) variable, or a more complex arithmetic expression (with
a standard repertoire of math operations, including generation of random
numbers).

• A full set of binary logical operators. The result is either bound to
another variable or, alternatively, used as clause evaluation result.

• A set of LIST operators, including generation and modification of lists,
counting and extracting of list elements, and several accumulator opera-
tions (sum, avg, min, max etc.).
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• A set of SET operators, including creation and modification of sets, num-
ber or existence of elements, as well as union and intersection of two sets.

• A NOT clause, inverting the evaluation result of the specified inner
clause. The inner clause can be any other LHS clause.

• A COMPOSITE clause, which can be seen as an encapsulated LHS with
its own variable name space. For processing the specified inner clauses,
the evaluation mode can be chosen between AND, OR and XOR.

RHS clauses dedicated to perform actions comprise:

• Asserting new facts to (in principle any existing) fact bases.

• With some restrictions99, retracting existing facts from (in principle any
existing) fact bases.

Facts are associated with a time when they are valid (or true). This implies
that a fact cannot simply be changed, when at a point of time the information
carried in the fact is no longer true. Instead, the fact has to be overridden (or
possibly retracted and replaced) by a new one, which is then valid from the
time of assertion on.

There is one special clause defined which can be part of both the LHS and
RHS, providing two kinds of actions:

• printing formatted text (including values of variables) to a log (either to
a console window or to a file);

• calling a method on the underlying model part; the peculiarity of this
functionality is explained in more detail in the following section.

An important aspect of any multi-agent simulation system concerns the
means by which agents can communicate with each other (inter-agent process).
Technically, DRAMS provides three options:

• communication via the global fact base in a blackboard-like manner;

• writing facts to fact bases of other (remote) agents; this can be inter-
preted as the way humans typically communicate with each other, via
speech or written messages;

• reading facts from fact bases of remote agents; this is conceptually similar
to mind-reading, and should thus be avoided in most cases, but can
be useful to find out (public) properties of another agent, or could be
exploited e.g. by external observers.

99If the past doesn’t matter, old facts can be retracted. Otherwise, facts can be overridden
by new facts valid from the time of assertion on.
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DRAMS implements two operation modes for RuleSchedule. The active
time mode (Figure 8.3) is used for time-driven simulation runs, where the time
steps are set by a simulation scheduler (which controls the flow of simulation
time, not to be confused with the rule schedule). The passive time mode
(Figure 8.4) provides means for event-driven simulations. No external time
step is fed in by the simulation controller, instead the rule schedule proceeds
with the next point of time at which some system state change is scheduled
(e.g. indicated by deferred fact assertions). When using passive time mode,
complete simulation models might be specified and run solely with the func-
tionality provided by DRAMS. However, if some kind of environment beyond
fact base entries is to be included into a model designed for discrete time step
operation, DRAMS only takes care of agent deliberation abilities, while the
environment is outsourced to an external simulation tool. Since DRAMS is
implemented in Java, in principle any Java-based simulation tool is qualified
for this purpose. As detailed in section 8.4.3, DRAMS can be used as a rule
engine extension for Repast (North et al. 2006). In this case, a Repast model
class maintains a link to the DRAMS rule schedule, and each Repast agent
instance maintains its own rule engine object. In order to guarantee seamless
integration, DRAMS provides several means for accessing Java objects (e.g.
shadow facts, Java action clauses). All these features are applied in the model
described in Chapter 6.

8.4 Development Lifecycle
The following three subsections cover aspects of the development of DRAMS.
Firstly, the development approach, the actual process and the time-line are
outlined, followed by reflections on the incorporated testing measures. Finally,
the deployment subsection provides information on distribution and some tech-
nical details on a concrete usage scenario of DRAMS in agent-based simulation
models.

8.4.1 Development Process
The development of DRAMS was done as part of the OCOPOMO project as a
collaborative effort of several partners. The general design idea and initial re-
quirements were provided by SMA100, the technical design and implementation
was done by UKL101 and (in the first stages of development) MMU102. The
process of developing DRAMS was inspired by the design of SDML, a strictly

100Scott Moss Associates (SMA), Chapel-en-le-Frith, U.K. — who also contributed the
acronym DRAMS

101Research group eGovernment, University of Koblenz-Landau (UKL), Germany; per-
formed by the author

102Centre for Policy Modelling (CPM), Manchester Metropolitan University (MMU), U.K.
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set current simulation time to ticktick

schedule all pending FB operations up to the current time

update schedule

process all pending operations or rules in the schedule up to the current time

update schedule

[new operations are scheduled for the current time] 

[otherwise] 

Figure 8.3: Active time (round based) activity diagram for process-
NextTick(tick)
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schedule all pending FB operations due at the current time

update schedule

set simulation time to time of earliest event in the schedule

process all pending operations or rules in the schedule for the current time

update schedule

[new operations are scheduled for the current time] 

[otherwise] 

Figure 8.4: Passive time (discrete event) activity diagram for process-
NextTick()
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declarative agent modelling language (Moss et al., 1998). The decision to cre-
ate a new rule engine was fostered by the facts that maintenance and further
development of SDML was ceased and could not be used in the available state
of maturation, and that the aforementioned special requirements (in particular
traceability) could not be satisfied with other readily available rule engines at
that time. The two Java-based rule engines JEOPS (Filho and Ramalho, 2000)
and JESS (Friedman-Hill, 2003) had been examined, where additional compli-
cations were experienced. These complications were — shortly speaking —
related to fact bases changes which were described as causing frequent recom-
pilation of the networks used within the RETE algorithm (which most likely
occurred due to excessive working memory usage), hence inflicting severe per-
formance issues. The point of departure for DRAMS was the assumption that
a naive data-driven approach could overcome the burden of such frequently
repeated and time-consuming recompilations at the price of an overall less
efficient rule processing.

Several factors led to applying a rapid incremental prototyping process:
• The initial requirements mentioned in section 8.3.2, together with

• the high likelihood of changing and emerging requirements,

• the project environment with restrictions on available resources (time
and personnel), and

• the preferences of the involved partners.
This can be seen as a contrasting approach to the example model develop-
ment detailed in Part II of this PhD thesis, where conceptual modelling and
specifications set the base for the actual implementation. These two software
development approaches will be taken up again and compared to each other
in the final Chapter 11.

The rapid development of the DRAMS prototype was strongly associated
with the acquisition of new requirements, both functional (as the shape of the
system became clearer) and non-functional, as the usage of DRAMS revealed
issues. The story of developing DRAMS will be outlined in the following,
highlighting the most relevant requirements. The full development history is
provided in (Lotzmann, 2013).

The development of DRAMS started in May 2010 in what could be called
a first sprint103 in which the fact and fact base infrastructure with query func-
tionality and the basic rule base and rule components were implemented. At
this time rules could be written that performed simple fact base (retrieve) and
compare operations.

This successful ‘proof of concept’ associated with this stage of development
triggered ample extensions of the fact base and rule components in the follow-
ing months. In June 2010 generalised rule evaluation code was written, logical

103The term sprint is used in the meaning as defined by the Scrum development method
as defined in section 2.2.1.
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operators and writing fact base (assert) operations added, the first version of
the data-dependency graph (DDG, together with a visualisation in a graphical
user interface) took shape.

In July 2010 the distribution of rule and fact bases among agents was in-
troduced, making it possible to manage and visualise distributed dependency
graphs, i.e. graphs incorporating just the individual fact and rule bases of
agents and the newly incorporated global fact base (providing among others a
communication blackboard for the agent rule engines). These functionalities
(in particular the global fact base) demanded the implementation of a global
‘rule engine manager’, as well as the possibility to access not only the individ-
ual fact base from within rules, but also remote fact bases (i.e. the global fact
base, but also other agents’ fact bases, enabling one-to-one communication
among agents). As central part of the rule engine manager the rule schedule
concept was developed as the core of the inference engine, to determine the
rules to fire at any specified point of time. At this time another requirement
became desirable: a way do define valid structures and data types stored in
facts. For this purpose fact templates were introduced and implemented in the
fact bases. Furthermore, a plethora of functionality for rules was implemented
in form of clauses, including temporal constraints on fact base operations (e.g.
deferred access to facts), mathematical expressions, list operators and a clause
to invoke functions provided by Java code.

While implementing experimental simulation models with the functionality
of DRAMS available at this stage, new functional and non-functional require-
ments became apparent, which were tackled in August 2010. The data-driven
rule scheduler was optimised, (deferred) fact base operations improved for per-
formance and stability reasons. Several new clause types for fact base queries
and accumulative list operations were added, and a new fact type was intro-
duced — a more versatile shadow fact (for data exchange between declarative
rules and model parts written in Java). Furthermore, the graphical user inter-
face was featured with a display for the rule schedule.

In September 2010 the basic functionality of the rule engine was present.
In a second sprint until April 2011 the prototype was matured and equipped
with additional functionality in several iterations. As the main functional re-
quirements could be regarded as complete, the final architecture was designed
and the respective class structure was created in a refactoring process. Until
then the facts and rules had to be created by Java object instantiations, which
was complemented by a parser component. For the parser implementation a
loose coupling approach was applied, meaning that the DRAMS core imple-
mentation remained untouched, while the parser just collaborated with object
factories for creating objects for facts, rules etc.. The syntax of the parser was
designed on base of the OPS5 syntax.

A third sprint followed until June 2011, mainly coping with stabilisation
and bug fixing, but also adaptations caused by small requirement changes.
These included changes in the rule scheduler code to support new lag modes
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(i.e. ways to specify temporal constraints on fact base operations) and fact
retractions. The global fact base was extended by rule processing functionality,
the data types in fact template definitions could be specified by enumerations
of allowed values. A few declarative language constructs were perceived as
clumsy, leading to slight modifications of the parser syntax. Finally, some
corrections and additions to the graphical user interface and the interface to
RepastJ model code were implemented.

A fourth sprint was done until October 2011 with similar intentions of bug
fixing, performance and stability improvement and new user interface func-
tions, such as more expressive error messages and DDG visualisations with
added information.

A fifth sprint until January 2012 brought several important features:

• The traceability infrastructure by generating and storing an evaluation
tree.

• An on-the-fly rule processing feature which required changes both in the
DRAMS core as in the graphical user interface.

• An integrated profiler to measure the rule processing time.

After these five sprints from time to time new requirements for new func-
tionality and bug reports came in, related to realisations of new DRAMS ap-
plications, i.e. modelling projects that used DRAMS as technical basis. These
were incorporated into DRAMS until April 2013 and included changes like ad-
ditional clauses, agent ‘birth’ and ‘death’ functionality, and the finalisation of
the traceability functionality. A refactoring sprint in October 2012 introduced
a plugin interface, removing all GUI code from DRAMS core and at the same
time creating respective plugin modules.

By 2017 the code is still maintained, modernised and equipped with new
functions, as required by modelling projects. So have extensions to the simu-
lation model introduced in Chapter 6 led to the implementation of new fact
base retrieve options (new lag modes).

The different components and functions are elaborated in the following sec-
tions from design and usage perspective, and in the next Chapter 9 architecture
and implementation aspects of DRAMS are discussed.

8.4.2 Testing DRAMS
Unlike typical extreme programming methods that rely on formal unit tests as
integral part of the software development, testing during the implementation of
DRAMS was API oriented by design. This means that the different modules
of DRAMS are tested with appropriate test rules specified in a ‘simulation
model’ project with the purpose to verify the different modules of DRAMS.
This project is designed in a similar way to test classes, i.e. the execution of
this model performs the API functions (i.e. the different clauses) and results
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in an ‘OK’ message in case of success, or the source of a failure otherwise. The
test model extensively covers the fact base operations with all the available
operators and lag modes. Other modules (with functionality like accumulators,
logical, list and set operators) are covered on a basic level, so that an API test
set for all core functions is available.

Reasons for favouring this approach over the classical unit tests were basi-
cally not only the initially blurry (or even unknown) structure of the software
system and the requirements for the modules, but also the initially blurry API
functionality itself. The requirements of the API were concretised step by step
by the involved modelling experts, so that the verification of API was cru-
cial and — with the assumption that correct API functionality implies correct
module functionality — sufficient.

The basic structure of this test model follows a typical simulation model.
Besides the main model declarative definition (global.drams) file with a global
evaluation rule that collects the results of all the module tests and prints
the final result, the single modules are tested by dedicated ‘agents’. I.e., all
clauses related to a DRAMS module are tested with rules assigned to the
related agent. The most important and complex agents TestActorRetrieve
and TestActorQuery are testing the fact base operations. Other actors like for
example TestActorList, TestActorAccumulator and TestActorOperators
deal with list, list accumulator and (logical and other) operators, respectively.

Each agent is performing the test for its module during a number of sim-
ulation steps (12) and reports logs and errors to an output XML file (and to
the console), and writes a success fact to the global fact base. As soon as all
expected success facts are available, the global evaluation rule reports success
and stops the execution of the model.

The test model is available online, see appendix C.3.

8.4.3 Deployment
DRAMS is provided as Open Source Software and distributed as a Java Archive.
It is not intended to be used as a stand-alone Java application, but as a soft-
ware framework together with Java applications in general, in particular with
Java-based simulation tools. Ways to obtain the software and installation hints
are mentioned in appendix C.2.

Figure 8.5 shows a typical usage scenario of DRAMS together with the
RepastJ (North et al., 2006) simulation software as a class diagram, pointing
out the relevant components and classes, and the dependencies between them.
The DRAMS package consists of a general component (called DRAMS in the
figure) and a platform specific component (named DRAMS Platform), here
specifically for RepastJ. The latter contains a Model class, which is a subclass
of SimModelImpl of RepastJ, and which implements the IModel interface of
DRAMS, bringing functionality of both frameworks together. The link from
the Model to the DRAMS functionality is expressed by the associations to the
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drams.modelling::IModel
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Figure 8.5: DRAMS model class diagram

RuleEngine and RuleSchedule classes. The RuleEngine associated to the
Model contains the world facts and global rules, while with the RuleSchedule
the simulation model controls the rule engine functionality. Also part of the
DRAMS component are the IAgent interface and a general Agent implemen-
tation, which is also associated with RuleEngine for agent-specific facts and
rules.

A concrete simulation model has to foresee a ConcreteModel implemen-
tation of platform Model class, and typically a ConcreteModelAgent class as
a general agent concept associated with the concrete model class. All agent
types needed in the model are then implemented by several different Con-
creteAgentType classes. The model facts and behaviour is incorporated in
the ConcreteModel and the ConcreteAgentType classes.

The entire process of implementing and running a simulation model based
on this deployment scheme can be structured into five steps:

1. A Repast model class must be defined, which creates all agent instances
(for which the desired agent types have to be defined, see step 2), ini-
tialises the global fact base and handles the Repast time steps by trig-
gering the rule scheduler. An abstract model super class providing the
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DRAMS related code is available with the platform-specific Model, thus
only model related aspects have to be added.

2. Classes for all designated agent types must be created. Besides
environment-related functionality, code must be prepared for initialising
the rule engine and for defining the agent (type and instance) specific
fact templates, facts and rules. Similar to the model super class, an
appropriate Agent super class is delivered with DRAMS.

3. For each agent class, code for the declarative model part has to be writ-
ten. Firstly, the fact templates have to be specified, after that the initial
facts can be asserted to the fact base, and finally the rules can be writ-
ten. In general, all DRAMS related elements can be either specified
by directly instantiating the appropriate Java objects, or by using the
DRAMS modelling language (in this case the Java objects are created
by the DRAMS parser).

4. The declarative model part can be developed and tested with the
DRAMS user interface (e.g. checking for consistency using a visuali-
sation of the automatically generated dependency graphs).

5. The model can be executed using the Repast user interface.

The user interfaces mentioned in these steps are detailed in the subsequent
section.

8.5 Interface design
For any simulation system, typically two types of use cases can be distinguished
which are associated with different perspectives on the user interface:

• a modelling perspective, designed to the purpose of writing and testing
model code, and

• an experimentation perspective, allowing the user to configure, control
and analyse simulation runs.

Figure 8.6 shows these two user interfaces as front-ends for a simulation
model based on DRAMS and RepastJ. In the following, a brief overview on
the relevant relations between front-end and simulation model are given. More
detailed information can be found in (Lotzmann, 2013) and the DRAMS doc-
umentation (appendix C.1).

The dashed arrows in Figure 8.6 reflect the module dependencies between
RepastJ and DRAMS. The classes shown in Figure 8.5 are also reflected here
by the Model, Agent, RuleEngine and RuleSchdule components. In addition
components that are relevant for user interfaces are included: RuleBase and
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Modelling front-end Experimentation front-end

Declarative rule engine (DRAMS) Simulation framework (RepastJ)

Modelling UI

- definition of agent types
- definition of facts and rules
- visualisation of dependency 
   graphs

Experimentation UI
- import configurations
- visualise simulation data
- control simulation runs

FactBaseRuleBase

RuleEngine SimulationSchedule

Model

Agent

RuleSchedule

Figure 8.6: User interface components for DRAMS-based simulation models

FactBase as essential collaborators of RuleEngine, and the Repast Simula-
tionSchedule that controls the simulation flow. The solid arrows show the
dependencies between these (back-end) components and the two user interface
front-ends elaborated in the following subsections.

8.5.1 Modelling user interface
The main functionality of the modelling user interface is to support the cre-
ation of the model structure and the coding of the different parts of the model.
In this case, this is basically Java-code for the initialisation of the model com-
ponent, the definition of agent types and related Java-code within the Agent
component, together with the definition of rules and facts for the related Rule-
Base and FactBase components, respectively. Thus, the modelling user in-
terface has to provide adequate code editors (for Java and declarative code)
and supporting features like for example dependency graph visualisations, fact
base inspectors and debugging tools.

Parts of the aforementioned requirements are fulfilled by readily available
Integrated Development Environments (IDE) which in many cases allow to
be customised and extended with additional features for specific needs. A
popular example of a free open source IDE is the Eclipse104) framework and
IDE, which has been selected as basis for the DRAMS modelling UI. So is the
built-in Java editor used for editing the Java-code, and an Eclipse feature105

104http://www.eclipse.org/eclipse/
105This DRAMS editor feature has been developed together with DRAMS and can be

installed from the Eclipse update site at https://userpages.uni-koblenz.de/~ocopomo/
release/ (login credentials can be found in Furdik et al. (2013)).

http://www.eclipse.org/eclipse/
https://userpages.uni-koblenz.de/~ocopomo/release/
https://userpages.uni-koblenz.de/~ocopomo/release/
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provides the editing functionality for declarative code (see screenshot in 3.9 in
section 3.3.3).

The declarative code for DRAMS consists of four different top-level con-
structs, as introduced before in Chapter 3:

• Fact template, defining the structure of facts to be asserted to a fact
base, including slot names and associated data types;

• Type definitions, specifying enum-like sets of strings allowed as values
for slots of this type;

• Fact, an instance of a defined fact template.

• Rule, defines a set of actions to be performed if a specified set of condi-
tions holds.

All these elements basically have to be inserted into the data structures
of DRAMS in order to configure the rule engine for the intended purpose.
The first three constructs have effect on the (agents’ and global) fact bases,
while the last one affects the rule bases. There are fundamentally two different
ways to configure the DRAMS fact and rule bases: The first possibility is
to instantiate objects of the respective DRAMS Java classes. So are — for
example — FactTemplate and Fact classes available, from which objects can
be instantiated. These objects can then be added to a fact base with the
provided API methods. Correspondingly, instances of the Rule class can be
created and added to a rule base. In this case the rule has to be further
specified by adding clause instances to the rule object for condition and action
parts.

The second possibility is to create these objects not manually, but by a
provided parser. As stated above, the parser bundled with DRAMS relies on an
OPS5-like language, and the above-mentioned Eclipse editor feature supports
this language. But there are many other possible options: It is also conceivable
to create a fully graphical user interface, allowing to configure DRAMS with
a graphical notation like the Data Dependency Graphs introduced in section
6.3 — as an outlook for future work.

A thorough guide on the DRAMS language can be found in appendix C.1
and (an older version) in (Lotzmann and Meyer, 2013).

8.5.2 Experimentation user interface
The experimentation user interface is contributed by the simulation framework,
in this case RepastJ. This interface provides mainly functionality to control
(initialise, start, stop) simulation runs, but also means for adjusting parame-
ters. Both can be either done interactively via a graphical user interface, or
by configuration files, allowing to perform automated batch runs with specific
parameter settings. To monitor (interactive) simulation runs, Repast offers
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means to display aspects of the simulation state, for example by printing log
messages or by drawing time line diagrams for selected simulation variables. In
addition, arbitrary ways to visualise a simulation can be added by Java-code
— see example in Figure 7.13.

Beyond these simulation framework related capabilities, DRAMS offers fur-
ther possibilities to supervise simulation runs and results. For example, the
modelling user interface can be used during experimentation, which is particu-
larly useful in the phase of model verification and debugging: DRAMS provides
internal log information like a ‘live’ rule schedule or error events, and the fact
base content can be inspected for each simulation tick. Also the on-the-fly rule
editor and processing facility can be used (in an ‘alienated’ way) to produce
specific model output, hence live code instrumentation can be achieved. These
related UI elements have been described and illustrated with screenshots in
section 7.3.

DRAMS brings also UI plugins specifically designed for experimentation:
several configurable log windows providing (text) output generated by rules
with meta-information, using distinct font styles to highlight the different kinds
of information (see Figure 7.1 for an example).

8.6 Conclusions
The declarative rule engine DRAMS presented in this chapter is designed to
fulfil the most important requirements of a rule engine extension for agent-
based social simulation. It brings several novel aspects and achievements :

• To the author’s best knowledge, it can be considered the only available
distributed rule engine architecture dedicated for agent-based simulation.

• It employs a data-driven scheduling algorithm, relying on data-rule de-
pendency graphs, that can be transformed directly into visualisations of
declarative programs (the DDGs).

• Changes within rule bases (e.g. triggered by meta-rules) can be realised,
but are not yet implemented.

• The transparent rule processing opens the opportunity to be used as
an experimentation platform, with possible extensions of any kind (e.g.
integrating with existing systems, adding additional languages etc.).
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Chapter 9

Architecture and realisation of
DRAMS

9.1 Introduction
This chapter provides a dissection of the technical architecture of DRAMS,
with additional information on the realisation of some core concepts and
the used frameworks. Apart from the system documentation provided with
DRAMS (as a project deliverable), covering some related aspects, the content
of this chapter is unpublished original work.

The chapter is structured as follows: Firstly, an overview on the architecture
of DRAMS is given. In the following segment the DRAMS core components are
characterised one after another — rule engine, fact and rule bases, scheduler,
parser and components related to traceability. Subsequently, the DRAMS API
is specified.

9.2 DRAMS Architecture Overview
To recapitulate, main requirements for the development of DRAMS include:

• Create a declarative rule engine that is optimised for changing fact and
rule bases, without impairing the performance of the system, even with

• large and distributed fact bases. I.e. in the agent concept for the
envisaged simulation models (fully autonomous entities, according to
Gilbert and Troitzsch (2005)), each agent is planned to have its own
self-contained rule engine.

• Providing an experimentation platform tailored for the design decision to
implement a data-driven approach, allowing to ‘play’ with new function-
alities, and to be able to monitor the rule engine processes. The latter
point also refers to the most important requirement:

237



238 Chapter 9. Architecture and realisation of DRAMS

• Preserving the evidence traces from the evidence base, via the conceptual
model to the simulation results.

These requirements are reflected in the architecture of DRAMS as shown
in Figure 9.1.

The inference process is controlled by the Scheduler component. As intro-
duced in section 8.3.2, DRAMS uses a data-rule dependency graph to decide
which rule to consider for evaluation in a data-driven manner. The basic work-
ing principle is based upon the check which facts are available to be evaluated
in the condition (LHS) part of each rule and at each event. An event is usually
considered to be a ‘tick’ of the simulation time, where ‘tick’ is used here as
a designator for a time unit which can be a discrete time given by a simu-
lation timer, or a continuous point of time in an event-based approach. The
evaluation is encapsulated in an action, while actions are grouped in tasks. A
task contains independent actions to be processed simultaneously. Tasks them-
selves are then associated to an event. If the evaluation of the LHS results in
a Boolean ‘true’, the action (RHS) part of the rule is fired.

The rule engine core of DRAMS is the managing component for the dis-
tributed rule engines. This means that each agent is equipped with private
fact and rule bases. Communication between agents is either done by offer-
ing (i.e. asserting) a fact to a foreign fact base (which can only be read by
the target agent), or by a global fact base, a sort of blackboard. The rule
engine manager component provides these communication means. The idea
behind the distributed rule engine concept is to technically support the auton-
omy aspect of the agent definition according to (Gilbert and Troitzsch, 2005).
This approach helps to keep the single fact bases smaller and to avoid possible
side effects, i.e. making the model implementation more assessable. Another
function of the rule engine core is to provide interfaces to configure and use
DRAMS. The agent interface allows to integrate rule engine functionality in
Java-based simulation models, e.g. developed with Repast. The Result Writer
interface allows to make simulation outcomes persistent or to supply the raw
outcomes to other (external) components for further processing. With the
UI interface, simulation results or information about the internal state of the
rule engine can be monitored and visualised. All these components are imple-
mented as plugins for DRAMS. To configure DRAMS for concrete applications
the parser component allows to formulate rules, facts and all other elements in
an OPS5-like language (Forgy, 1981). The architecture around the data-driven
scheduler approach has a beneficial by-product: by memorising the LHS eval-
uations and RHS firings in a graph data structure, a full set of traces of the
different steps can be produced and further processed. A demand to process
such information can be two-fold: On the one hand, debugging of rule code
can be facilitated; on the other hand references to evidence documents as basis
of the simulation model can be preserved during the simulation process.

The following two sections are dedicated to present further details on the
design and implementation of DRAMS. There a distinction is made between
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Figure 9.1: DRAMS Architecture
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the core components (framed in the component diagram) and the interface
components. The two external components ‘Simulation Model’ and ‘DRAMS
Plugins’ are not subject of this chapter, but covered by other chapters of this
PhD thesis. While an example for a simulation model is given in Chapter 6,
the DRAMS Plugins are covered by the following Chapter 10.

9.3 DRAMS Core Components
Some of the components distinguished in the DRAMS core architecture of
Figure 9.1 already show the most important sub-components. These sub-
components refer to Java classes or class structures. The internal structure
of these components and sub-components will be detailed in the following
subsections. For this purpose, for each component a dedicated subsection
is included, while for each sub-component a class diagram is presented. In
addition, further diagrams illustrate important glue logic and processing details
(by sequence diagrams). The class diagrams are equipped with some degree
of implementation-related details, concentrating on the data processed by the
classes, while operations are specified only for interfaces.

9.3.1 Rule Engine Core
The rule engine core contains the central control and management infrastruc-
ture of DRAMS. All other components are directly or indirectly linked with the
classes involved in this component. According to Figure 9.2, there are three
main types shown in an inheritance relationship: An interface IRuleProcess-
ingFacility, a class RuleEngine implementing this interface and sub-class
RuleEngineManager.

IRuleProcessingFacility defines a couple of operations for any kind of
rule processing facility. There are methods to access the associated fact base
and rule base, getter methods for accessing identification information (like id
and owner) and the ability to be configured with declarative code (the access
to a linked parser). Finally, the functionality to execute rules and declarative
code is foreseen.

The standard implementation of a rule processing facility is the RuleEngine.
This class implements the interface methods, and therefore needs to define the
respective member variables, the data to be processed: the identification of the
rule engine owner, the actual owner agent (identified via the IAgent interface,
part of the simulation model interface) with meta-information like name, type
and unique id; the related fact base and rule base, together with sections of
the dependency graphs (containing only rules and facts managed by this rule
engine).

Although the RuleEngineManager is a sub-class of RuleEngine, it is a class
with a special role in the system — the central control hub and focal point
for all attached system interfaces. The inheritance relation is applied because



9.3. DRAMS Core Components 241

Figure 9.2: Class diagram of rule engine core

this class also stands for the representation of the simulation model (expressed
by the member variable model of type IModel, also part of the simulation
model interface). It is designed as a singleton class, i.e. exactly (formally
correct ‘at most’) one object of this class can be instantiated. Besides the rule
engine functionality, the additional duties of this class are: managing all agent-
related rule engines (via the RuleEngineContainer helper class, where also
default fact and rule bases are kept); managing the rule schedule, the heart
of rule processing and the link to the scheduler component; configurations;
functionality for controlling and synchronising the state of the multiple fact
bases of the different agent-related rule engines (member variables for available
and retracted facts and pending fact base operations and announced immediate
fact base operations; and the FactRuleInfo helper class).

9.3.2 Fact Base
The functionality of the fact base component is to store the facts to be pro-
cessed by a rule engine. It has to provide access to stored facts and must allow
to modify the content. In DRAMS, for all types of facts a common interface
IFact is defined. In Figure 9.3 this interface is shown with the methods to
access the fact content:

• The name of the fact.

• Meta information, such as the owner name, a time stamp specifying the
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tick at which the fact was created, and a ‘permanent’ flag identifying the
fact to be valid at every point of time in a simulation.

• Management information, such as the fact base in which the fact is cur-
rently stored (which can be both inquired and changed), and a unique
key which is used by the fact base to efficiently distinguish facts with
identical content but different meta information. In addition, (human
readable) declarative code for the fact can be generated.

• The actual content of the fact. This is stored in so called slots, fields with
a name for which an actual value can be assigned. There is functionality
to check whether a slot exists and to get the value for a particular slot.

The IFact interface does not foresee to change any content of the facts. This
is reserved for the different implementations.

A regular fact is represented by the Fact class. The name and key are
stored as strings, the slots in a map named content. Also the reference to the
fact base is present, and an additional element of type TraceTag that keeps
the traceability information (see section 9.3.6). The content of the facts is set
by the constructor during instantiation of the fact. Modification of content
is not possible for this fact type (with the rationale that regular facts do not
change, but are replaced).

A special sub-type of Fact is the ShadowFact. Here the slots and the related
content are provided by Java objects (typically the associated agent) that make
the data available with getter and setter methods. These methods are kept in
the two related maps. The access is effected by the Java reflection technique.

There is also another kind of shadow fact, called the SimpleShadowFact.
With this class a fact with arbitrary name, data type T and other meta in-
formation can be defined and used within rules. The implementation of this
shadow fact contains both a DRAMS and a Java interface, so that the value
of this fact can be read and written from both declarative rules and Java code.

The actual fact base component is organised in three-layer hierarchy as
shown in Figure 9.4: on the top level the class FactBase, whose main purpose
is to store an arbitrary number of entries of type FactBaseEntry, whereas the
fact base entry stores the actual facts, in this diagram only represented by the
IFact interface.

The FactBase class provides the interface to the fact base content. It keeps
information about the fact base owner (the respective agent) and hosts all
related fact base entries. It provides functionality to insert fact base entries,
to insert and retract facts and to perform different kinds of fact base queries.
Fact base queries can be compared with the similar data base functionality,
where certain data patterns can be specified, and only matching entries are
retrieved. The Java signature of the standard query function is as follows:

public Collection<IFact> extendedQuery(
String name,



9.3. DRAMS Core Components 243

Figure 9.3: Class diagram of fact structure

Figure 9.4: Class diagram of fact base component
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String owner,
QueryTimeMode timeMode,
Double timeStamp,
String[] slots,
Object[] values

)

As for all queries, the return type is a collection of IFact-compatible ob-
jects. This collection contains all facts that match the pattern specified by the
parameters of the signature:

• The names of fact and owner (i.e. agent name);

• a temporal condition consisting of a timeStamp value and an associated
timeMode. With the latter interpretation of the specified time stamp
can be influenced, e.g. whether the facts have to be inserted at exactly
the time stamp, or before, or after. Some time modes do not require
a time stamp value, e.g. for the last or the latest asserted facts. All
available time modes are specified in the enumeration QueryTimeMode
and documented in (Lotzmann and Meyer, 2013).

• Arrays of slot names and associated values. Only facts are retrieved
whose content for the specified slots equal the specified values.

Any parameters assigned with a null value are not regarded in the query.
Another more comprehensive query allows different compare operators for

the slot matching pattern. The Java signature of this method is as follows:

Collection<IFact> cachedExtendedQuery(
String name,
String owner,
QueryTimeMode timeMode,
Double timeStamp,
Map<String, AbstractSlotComparator> slotComparators

)

Return type and meta data is the same as for extendedQuery, but this
time the slot pattern is represented by a map where for each slot name an
AbstractSlotComparator-compatible object is specified. This class is shown
in Figure 9.5 together with actual implementations and helper classes (based
on the ISlotValueProvider interface) for providing the values.

There are two implementations for the slot value provider: The Configura-
tionSlotValueProvider is used to compare the current slot with a constant
value stored in this provider (similar to the values array in the extended-
Query). The FactSlotValueProvider on the other hand can access another
slot value that is compared with current slot as specified by the map key.
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Figure 9.5: Class diagram of slot provider helper classes
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Figure 9.6: Class diagram of concrete ordered slot comparator classes

The AbstractSlotComparator uses the data supplied by the slot value
providers when evaluating rules, concretely QueryClause or RetrieveClause
objects (these will be detailed in the following section 9.3.3). Several concrete
implementations of AbstractSlotComparator are generated by a SlotCom-
paratorFactory: One implementation for checking for equal content (the
EqualSlotComparator; i.e. the identical functionality as provided by ex-
tendedQuery), and a couple of implementations for OrderedSlotComparator
(utilising an ObjectComparator helper class) according to Figure 9.6:

• comparative operators <,≤, >,≥;

• set operators ∈ and /∈.

9.3.3 Rule Base
The rule base can be considered as a counterpart to the fact base, where the
rules are stored to be processed by the rule engine. Thereby the rules read
from and write to the fact base, i.e. the fact base is the working memory for
the rules. The class diagram in Figure 9.7 gives an overview on the rule base
component.

The RuleBase class itself has a quite simple structure: It keeps memory of
the associated owner agent and a collection of rules, represented by the Rule
class.

The construction of the Rule class is mainly oriented on the structure of
a rule, consisting of a component representing the left-hand side (LHS) and
another component for the right-hand side. Besides the associations to the
related two classes LHSComponent and RHSComponent, other member variables
hold information for different purposes. So the rule can be identified by a name
(a unique designator), and a link to the rule base to which the rule belongs
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Figure 9.7: Class diagram of rule base component

is also present. Further on there are member variables holding information
to control the evaluation process: A facility to organise rules in so-called rule
groups (represented by the class AbstractRuleGroup) and a list for Param-
eterSet to store the evaluation results of the LHS, i.e. the values bound to
variables for all cases of successful LHS evaluation. The functioning of the
evaluation procedure and the interplay of the different classes are described in
the following subsection Scheduler. Finally, traceability information is stored
by a TraceTag.

The AbstractRuleGroup allows to define different kinds of dependencies
between the rules subsumed under the rule group. Figure 9.8 shows the re-
lated class structure. Apart from the means to add rules to the group, it offers
functionality for rule engines (expressed by the IRuleProcessingFacility in-
terface) to check whether a successful evaluation of the incorporated LHS’s is
possible at a certain tick and, most importantly, controls the execution of the
rules in the group. By default (i.e. if no group type is specified) the rules are
in an OR-relation, meaning that any arbitrary number of rules can fire. Here
the concrete implementation RuleGroupOR is used. There are two alternative
ways to define relations between rules: either in an AND or in an XOR re-
lation. Rules in an AND group (class RuleGroupAND) fire all together at the
same time, (only) if the LHS’s of all rules have been successfully evaluated.
In contrast, at most one rule fires in an XOR group (class RuleGroupXOR), no
matter how many LHS’s have been successfully evaluated.

The structure of the two rule components for the LHS and RHS is quite
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Figure 9.8: Class diagram of the rule group classes

different due to the unequal complexity of these two rule parts. While for the
RHS it is sufficient to keep a collection of RHS clauses (class AbstractClause;
here for technical reasons split into a collection for clauses regarding fact base
operations and a collection for other clauses; see Figure 9.10) to be executed
in case the rule fires (i.e. he LHS evaluation is successful), the LHS component
is more complicated. This becomes visible by a member variable specifying
an evaluation mode and by the intermediate helper class LHSClauseInfo that
wraps each LHS clause in order to keep data for LHS evaluation ready, a list
of parameter sets and information about evaluation levels (again, this will be
detailed in subsection Scheduler).

The basic principle of LHS evaluation is as follows: All clauses of the LHS
are evaluated in the order of appearance. The evaluation of each clause returns
a boolean value. Depending on the evaluation mode (which has nothing to do
with the rule group introduced above as here only the LHS is affected), the
LHS evaluates successfully, if all (AND mode), at least one (OR mode) or
exactly one (XOR mode) of the LHS clauses return true, stored in an object
of type EvaluationResult. In addition, the EvaluationResult class also
maintains a set of variables defined for the rule (encapsulated in the class
ParameterSet) is passed through the different clauses. Each clause can access
the parameter (constants or variables) defined in the set, and write new values
to unbound variables, i.e. parameters that are not already assigned with a
value. If a clause results in more than one valid variable assignments, then
all these different parameter sets are passed over to the next clause. Hence,
the evaluation of all clauses generates an evaluation tree, with its leaves as the
final collection of parameter sets as the evaluation result. This collection is
then the base for firing the RHS.
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The actual operations collected by a rule are represented by clauses, defined
by the AbstractClause class. This class keeps a relation to the rule of which it
is part of, and to further data: information for processing the clause (an initial
configuration for variables included in the clause with additional information
on components in case of composite variables, e.g. to access a certain slot of a
fact) and a link to an associated parser. The are a number of concrete clause
implementations, some dedicated for either the LHS or the RHS, and others
valid for both parts of the rule. The assignment to the LHS or RHS is done
with the marker interfaces ILHSClause and IRHSClause, which the clauses
implement (in addition to extending the AbstractClause106).

All clause classes implementing the ILHSClause interface are shown in Fig-
ure 9.9 and briefly outlined in the following paragraphs.

Retrieve clause The RetrieveClause class is the standard clause for re-
trieving facts from the fact base. It encapsulates the fact query functionality
of fact base as described in subsection 9.3.2. The identification of the fact to
access is done by the factDescriptor member variable. The search pattern
for the fact base query is stored in the slotComparators map data struc-
ture with the predefined slot comparators for the individual slots, temporal
conditions are set by lagMode, lagValue and lagRelativeValue. Unbound
variables specified in the slot comparators are bound with values from the re-
trieved facts. If more than one fact fulfils the specified pattern, then for each
of the facts potentially a new parameter set is generated, containing different
variable assignments.

RetrieveClause has a sub-class ExistsRetrieveClause that does not as-
sign any variables from the retrieved facts, but just yields a boolean result.
Hence, for both classes the result of the retrieve clause is true, if at least one
fact matches the specified pattern.

QueryClause The QueryClause class covers the same functionality as the
retrieve clause, i.e. it encapsulates the fact base query functionality. In con-
trast to the fact base retrieve clause, the query clause is typically used with a
result variable, i.e. a variable that is bound with the query result. The query
result is a collection of the facts matching the specified pattern, and in case of
a successful evaluation, just one parameter set is generated, independent from
the number of matched facts.

Java action clause The JavaActionClause class encapsulates several
general-purpose functions with relation to the Java-part of the simulation
model, specified in the Statements enumeration:

• PRINT writes a text to the simulation log. This is per default printed to
the Java output stream, but can be relocated to specific Result Writers

106This is the only way of multiple inheritance foreseen in Java.
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Figure 9.9: Class diagram of LHS clauses (remark: super class Abstract-
Clause for all clause classes not shown in diagram)
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(as defined in section 9.4: Result Writer). The string can contain variable
names that will be replaced by actual variable assignments at printing
time. Also a priority parameter is supported to direct outputs of different
priorities to different Result Writers. The evaluation result is always true.

• CALL invokes a Java method of the associated model agent class. The
method signature can be specified for the class, the Java parameter can
be mapped from DRAMS variables, and DRAMS variables specified as
part of the evaluation result can be bound by the Java method result.

• HALT can be used (mainly for model debugging purposes) to pause the
timer of the applied Java simulation tool (e.g. Repast). Result is always
true.

• CREATE triggers the ‘birth’ of a new agent instance of the specified type
with the specified name.

• KILL destroys the specified agent instance.

Set-operator clause The SetOperatorClause class encapsulates several
operators to be applied on or in relation to sets, specified in the SetOperators
enumeration:
• SIZE returns the number of elements in a set.

• CREATE constitutes a new set from a given set or list (can be also specified
as a set constant or an expression).

• UNION combines two sets.

• INTERSECT generates the intersection of two sets.

• REMOVE deletes an element or elements from another list/set from a set.

List-operator clause The ListOperatorClause class encapsulates several
operators to be applied on or in relation to lists, specified in the ListOperators
enumeration:
• FIRST returns the first element of a list.

• LENGTH returns the number of elements in the list.

• MEMBER tests whether a specified element is part of a list.

• NTH returns the n-th element of a list.

• CREATE constitutes a new list from a given list or set (can be also specified
as a set constant or an expression) or extends an existing list by new
elements.

• REMOVE deletes an element or elements from another list/set from a list.
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Operator Clause The OperatorClause class encapsulates a number of
general-purpose operators (both unary and binary), specified in the Opera-
tors enumeration:

• Several binary compare operators with boolean result: LESS_THAN for <,
LESS_THAN_OR_EQUAL for ≤, GREATER_THAN for >, GREATER_THAN_OR_-
EQUAL for ≥, INEQUAL for 6= and EQUALS for =.

• BIND binds an unbound result variable with the specified value or ex-
pression.

• FOREACH creates several bindings of the result variable with the elements
of the specified list.

• GENSYM binds an unbound result variable with a symbol. A symbol con-
tains of a specified string with an attached unique sequential number.

• GENUUID binds an unbound result variable with an unique identifier
(UUID).

• TYPECOMPONENTS creates several bindings of the result variable with the
components of the specified enumeration data type.

Accumulator clause The ListOperatorClause class encapsulates several
accumulative operators to be applied on lists of facts (as generated by the
query clause), specified in the AccOperators enumeration:

• SUM calculates the sum of the slot values.

• AVG calculates the average value of the slot values.

• MIN returns the minimal slot value.

• MAX returns the maximal slot value.

• COUNT returns the number of different slot values existing in the fact list.

• LIST generates a list with the slot values for all facts is the fact list.

• SET generates a set with the different slot values existing in the fact list.

For all operators the fact list and the slot name over which the accumulation
should be performed has to be specified.

Not clause The NotClause class is a wrapper for other clauses that simply
negates the evaluation result for the inner clause.

Exists clause The ExistsClause class is a wrapper for other clauses that
passes through the boolean evaluation result but discards all variable bindings
done by the inner clause.
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Figure 9.10: Class diagram of RHS clauses (remark: super class Abstract-
Clause for all clause classes not shown in diagram)

Composite clause The CompositeClause class is a wrapper for a sub-LHS,
i.e. a number of LHS clauses can be grouped in such a composite. As for each
LHS, the evaluation mode (AND, OR, XOR) can be specified, so that an
evaluation logic can be defined for systems of LHS clauses. The existsMode
member variable refers to the availability of variable binding outside the inner
LHS.

The RHS clauses implementing the IRHSClause are summarised in Fig-
ure 9.10. The following paragraphs give an overview on these classes. They
all carry the word ‘action’ in the name, referring to the nature of the RHS.

Fact action clause The abstract FactActionClause class is the template
for classes implementing writing fact base access. They can be seen as the
counterpart to the retrieve and query clause classes for the LHS; here, also the
fact descriptor exists as a member variable, but other parameters (like e.g. the
content of the facts to write or temporal conditions for deferred fact insertion)
are not stored in the class as such information is contained in the LHS result
parameter set handed over to the RHS. Two different implementations are
included, on the one hand the ActionClauseRetract for deleting existing
facts, on the other hand ActionClauseAssert for creating new facts.

Output action clause The OutputActionClause encapsulates functions
for advanced (over text logging) generation of simulation outcomes. It main-
tains a link to a Result Writer (the outputTargetName) and has means to
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create tabular data sets with accumulated data. As defined by the OutputAc-
tions enumeration, there are two functions: SAMPLE collects data which is
then written to the Result Writer with the WRITE function. For example, a
row of the table is first sampled and — when complete — written to e.g. a
CSV table.

Java action clause This is the same class as the Java action clause described
for the LHS above, see Java action clause. Hence, this is the only clause class
that implements both the ILHSClause and IRHSClause interfaces.

9.3.4 Scheduler
The scheduler is the core component for the rule engine dynamics and, thus, by
far the most complicated part of DRAMS. The requirements for this compo-
nent not only refer to guaranteed logically correct processing of rules and fact
base management, but also set constraints for reasonable runtime performance
and preservation of traceability information. The functionality of this compo-
nent is spread over many classes — some of them have been mentioned before
in the context of fact or rule base — with manifold relations in-between. These
relations will be illustrated in context of the interaction dynamics with the help
of a sequence diagram. But before the static aspects shall be addressed.

Main class of the scheduler is RuleSchedule. Figure 9.11 shows this class
together with classes representing the events to schedule. As described in
section 8.3.2, the function of the scheduler is to select the rules to be evaluated

• for each tick (i.e. point of simulation time, represented by the respec-
tive member variable, together with a shadow fact timeShadowFact that
enables access to the current simulation time from within rules), and

• for each configuration of the fact bases (i.e. state of the simulation
model).

Thereby it has to cope with several constraints (mainly for optimisation of
runtime performance), such as to pre-select all rules for which a chance for
successful evaluation of the LHS exists (the possiblyFiringRules), and at
the same time to consider dependencies between these rules. So, for example,
if two rules A and B could be fired at the same time, but rule A (in case it fires)
asserts facts that might constitute new (additional) preconditions for rule B,
then the scheduler takes care that first rule A is evaluated and subsequently
rule B. The overall aim for a scheduler for a data-driven approach is to find an
optimal order of rule evaluation. For this purpose the scheduler draws on the
data dependency graph, represented by the DependencyGraph class, described
below. Some details of the technical realisation (hence, slightly off-topic for
this chapter) of the scheduler are the initialNotClauseScheduled member
variable to cope with clauses that are wrapped in a not-clause, and the inner
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Figure 9.11: Class diagram of scheduler component

class InfoContainer used to compile scheduler status logs (displayed in the
user inter face as shown in Figure 7.8 of section 7.3.2).

Here a peculiarity of DRAMS again comes to light, the nested time structure
as illustrated in Figure 8.2 of section 8.3.2. In the class diagram in Figure 9.11
this is reflected by the differentiation between the Event class that stands for
a tick (i.e. a point in simulation time, the respective member variable) and
the Task class that encapsulates a (numbered) ‘moment’ within a tick. The
Event keeps a collection of all associated tasks as well as a reference to the
task most recently added to the collection. The Task just collects the actions
to be ultimately performed by the scheduler.

The actions are represented by the AbstractScheduleAction class. Each
action has a name and an identifier, and its main functionality is to host a
set of rule engines (expressed by the IRuleProcessingFacility interface)
to which the action is related. The abstract class is implemented by two
concrete classes. The ActionProcessPendingOperations class triggers the
processing of pending fact base operations, e.g. writing facts to fact bases
that were asserted during the previous task. The actual rule evaluations are
scheduled by the ActionRuleFire class. Besides (static) variables to measure
the performance of the rule processing (rule execution time related), this class
references to a RuleVertex, a node of the dependency graph that represents
the rule to process.
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Figure 9.12: Class diagram of dependency graph

Dependency Graph

The dependency graph class structure is shown in Figure 9.12. The graph
realisation follows a simple straight-forward object-oriented approach. The
abstract class Marking is the super class for Vertex and Edge classes. The map
data structure markings in Marking is used to flag a marking with boolean
attributes that are needed for the applied graph operations (e.g. for finding
cycles or extracting sub-graphs).

The (abstract) Vertex class represents the nodes of the graph. Each vertex
stores name, identifier, type of owner (the agent type for which the related
rule is valid) and a rank value. The rank (which is not related to any rank
notion of rank in graph theory) has a particular importance for another graph
operation related to the scheduler: the calculation of a rule dependency graph,
a directed acyclic graph showing the hierarchy of rules from a given starting
point (a rule vertex).

Two different kinds of vertices are distinguished, represented by the concrete
classes FactVertex and RuleVertex. The former provides the link to an actual
fact (template) via a FactDescriptor, a class assembling complete access
information for facts stored in fact bases. The latter holds a link to an actual
rule.

Vertex stores its adjacent nodes as in- and outgoing edges. An edge —
represented by the Edge class — is a directed relation, i.e. the linked ver-
tices are referred to as fromVertex and toVertex. This class also contains a
factInfo member variable that enables access to information regarding the
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dependency between fact and a rule linked by the edge, like e.g. the fact de-
scriptor or timing information (lag mode and value for fact retrievals, deferred
fact assertion).

Given the way adjacent markings are represented, the dependency graph
can be characterised as directed graph that allows algorithms to traverse the
graph bi-directionally. The class DependencyGraph is the entry point to the
graph data structure by defining the basic algorithms and access functionality.
Therefore it not only encapsulates data structure for (fact and rule) vertices
and edges, but also a collection of unassigned fact vertices (facts, for which
the owner only becomes known during runtime) for optimisation of algorithms.

An illustration of a dependency graph is shown in Figure 7.11 in section
7.3.4. From this illustration and the description above, the dependency graph
used here can more concretely be termed as a data-rule dependency graph,
since facts and rules are alternately concatenated. This structure is closely
related to the CCD action diagram, the approach to conceptually modelling
dynamic aspects of a system to simulate proposed by OCOPOMO (see section
3.3.2). Once the dependency graph is created it is used to control the process
of rule evaluation and processing. These two core processes of DRAMS are
detailed in the following two paragraphs, both from the static and the dynamic
viewpoint.

Schedule initialisation

The initialisation of the schedule basically comprises the transformation of the
rules, fact templates and facts (the entities defined by the declarative code) into
a dependency graph. The sequence of interactions between different classes in-
volved in the initialisation process is sketched in Figure 9.13. The initialisation
is triggered by the simulation model, here represented by the Model class. An
abstract model main class is provided by DRAMS (see subsection 9.4.1), that
defines a begin() method to create the schedule. As the name of the method
suggests, schedule initialisation is typically done as a first procedure after start-
ing a simulation run. But also under other circumstances and at later points
of time an initialisation is performed, e.g. for the on-the-fly rule processing
from the DRAMS console, see section 7.3.3.

The begin() method resorts to the getSchedule() method of the rule
engine manager. The first step is the set-up of the dependency graph (method
createDataDependencyGraph()) from the rules stored in rule bases. For each
rule, a rule vertex is created, all input facts on which a rule depends (i.e.
that are retrieved by the rule’s LHS) are linked with the rule, meaning that
edges are inserted between the rule vertex and the fact vertices representing
the input facts. If for a fact no vertex is present, a new fact vertex is created.
The similar process is repeated for the output facts, i.e. the facts that are
asserted by the rule’s RHS.

From the full dependency graph the schedule is then derived. The
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Figure 9.13: Sequence diagram of schedule initialisation

RuleSchedule object is created and initialised by basically creating a first
set of possibly firing rules. The primary schedule event has to be treated
differently from all other (following) events in a data-driven approach where
fact base operations determine the rules to schedule, since at the initial fact
base state no operations are present. So, for example, even with completely
‘empty’ fact bases rules might fire that evaluate non-existing facts (not-retrieve
or not-exists). Furthermore, the distributed rule engine approach of DRAMS
demands a selection of all the rule engine instances that contain possibly firing
rules. In typical agent-based systems, there are many instances of the same
agent type, which all have independent rule engines assigned. The agent-
individual fact base states, on the other hand, not necessarily require all en-
gines to schedule a rule that might fire for just a single instance (where the
pre-condition facts are available). This complicates the processing, also for the
rule processing following the schedule initialisation.

Rule processing

The rule schedule as the basis for rule processing for each event needs to be
updated on different occasions in order to evaluate the right rules at the right
point of time. For the round-based time mode the schedule is updated at
each tick, while for the discrete event mode this procedure is done only at
(previously) scheduled events.

For the former case, the processing of the rules for a tick follows the scheme
as shown in Figure 9.14. The difference to the discrete event mode is marginal,
since for the latter the event with the lowest timestamp is taken from the
schedule.

For processing a tick, the model class defines an execute(tick) method,
which invokes the processNextTick() method of RuleSchedule with the cur-
rent tick as parameter. processNextTick() performs the following consecu-



9.3. DRAMS Core Components 259

Rule
Schedule

Model
Dependency

Graph

execute(tick)

processNextTick(tick)

get information of rules and pre-condition facts

create, if not available 
for current tick

updateSchedule()

updatePendingOperations()

create, if not available for 
tick of pending operation

addTask(opTask)

calculate posssiblyFiringRules

create ruleFireAction for all possibly firing rules

EventEvent TaskTask Task
Action
RuleFireTask

ActionProcess
PendingOperations

addTask(lhsTask )

processTasks()

for each task: 
processActions()

updateSchedule()

add all rule engine instances for which possibly firing rules exist

for each rule fire action: 
process()

for each pending 
operation action: 

process()

Loop

as long as 
event for 
current tick 
contains tasks 

Loop

for each 
timestamp
with fact base
operations

crerate lhsTask

for each ruleFireAction: addAction(ruleFireAction)

addAction(pendingOpAction)

create opTask for pending fact base operations

add all rule engine instances for which pending operations exist

create pendingOpAction for pending fact base operations

Figure 9.14: Sequence diagram of tick execution
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tive steps:

1. Pending fact base operations are added to the schedule (method call
updatePendingOperations()). For example, a rule processed at tick t
may assert a fact with a delay, say at tick t + x. This causes an action
to be scheduled at task 0 for tick t + x.

This is realised by a number of steps that are repeated for each
timestamp of the fact operations, i.e. the tick at which a fact base
operation should be executed. Firstly, a new object for Action-
ProcessPendingOperation is instantiated and configured with all rule
engine instances for which pending fact base operations are registered.
This action is then added to a newly instantiated Task object. This task
is then added to the event of the tick that matches the timestamp of the
fact operation. If no Event object exists for this tick yet, a new instance
is created.

2. The schedule is updated with possibly firing rules at the current tick for
the next task (method call updateSchedule()).

As first step all rules and pre-condition facts are retrieved from the de-
pendency graph and inspected for possibly firing rules. An optimised
algorithm identifies the rules that should be added to the schedule by
matching the LHS clauses of rules with the existence of respective pre-
condition facts. This step is done without taking the actual content of
the facts into consideration, i.e. it serves as a fast pre-selection of all
rules for which the necessary conditions for a firing are constituted.

In the next step all rule engine instances for each possibly firing rules
are identified and added to a newly created instance of ActionRuleFire.
These action objects are then added to the task to be processed next. If
no respective Task object exists, a new instance (called lhsTask in the
diagram) is created.

Finally, the lhsTask can be added to the event of the current tick.

3. The pending tasks for the current tick are processed. This involves the
tasks for fact base operations and for possibly firing rules created just
before, but also tasks of the former kind scheduled at previous tasks.

The processing is triggered by the rule scheduler by invoking the method
processTasks() method of Event. There, for each task the method
processActions() of Task is invoked. The actions assigned to a task
are finally triggered by invoking the process() method of all Action-
ProcessPendingOperations and ActionRuleFire objects. Hence, the
processing is done straightforward, i.e. by exploiting the intrinsic func-
tionality of the involved classes in a nested manner.
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The ActionProcessPendingOperations performs physical fact base op-
erations, i.e. writes or deletes facts from the memory. The ActionRule-
Fire, on the other hand, is responsible for the entire rule processing:
Firstly, the evaluation of the LHS, and secondly the execution of the
RHS of the rule (i.e. the firing of the rule).

4. After all current tasks are processed, the Event calls the updateSched-
ule() method of RuleScheduler (i.e. the procedure described in step
2), herewith ensures that the schedule is updated on base of the results
from the rules just fired. This step is done repeatedly until no more
new tasks are pending for the current event. This also concludes the
processing of the respective event.

In step 2 above a fast pre-selection of possibly firing rules is made. These
rules have then to be further evaluated and possibly fired, which happens as
part of step 3. The evaluation of the LHS is a central matter of DRAMS,
hence this process is further detailed in the following. A number of classes is
involved in this context; Figure 9.15 gives an overview.

The LHS is represented by the class LHSComponent, associated to the Rule
class. In the diagram there is also the enumeration EvaluationMode. Here the
three modes AND, OR and XOR are defined in which the clauses of the LHS
can be logically linked, a setting controlling the LHS evaluation process. The
LHS clauses (here represented by the abstract super class AbstractClause)
are linked to the LHS via a LhsClauseInfo class, a wrapper that basically
supplies the data to be processed by the LHS. The data consists of variables
that can — in the context of the LHS evaluation — be bound (i.e. filled
with content) via fact base retrievals, manipulated by various operations, used
again as source for new fact base retrials as part of search pattern, and —
in the context of the RHS — are finally constituting the basis for firing the
RHS. The variables are contained in the ParameterSet class as a collaborator
to the LhsClauseInfo. The ParameterSet itself sources information to the
ParameterInfo class which is used for monitoring the evaluation process and
collecting respective meta information, e.g. for profiling and visualising the
evaluation tree (an example that processes this information is introduced in
the following Chapter 10). The result of each clause evaluation is then laid
down in the EvaluationResult class. In addition, the Configuration class
plays an important role in the processing of the actual clauses. On the one
hand it is equipped with initial information from the rule definition, such as
constant values and (mathematical) expressions, on the other hand it per-
forms the actual calculation of concrete operations defined by the clause, e.g.
evaluating an expression with actual variable configuration. It relies on the
functionality provided by the ExpressionInfo class, a wrapper for the math-
ematical expressions defined here by the AbstractMathExpression class.

The interplay of the classes of Figure 9.15 is shown in the sequence diagram
in Figure 9.16. The LHS evaluation is triggered by the rule group (i.e. one
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Figure 9.15: Diagram of classes involved in LHS evaluation
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Figure 9.16: Sequence diagram of LHS evaluation
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of the classes implementing the AbstractRuleGroup) by invoking the evalu-
ate() method with parameters defining the fact base to be used, and the time
stamp and task for which the evaluation should take place. The first action
of this method is to initialise the evaluation result parameter list, a collection
of ParameterSet objects that will hold the final results of the LHS evalua-
tion. Subsequently, the processing is taken over by the LHSComponent class’s
process() method. This method firstly creates an initially empty parameter
set and hands it over to the first LHS clause in the sequence, expressed by an
LhsClauseInfo object.

The following procedure is then repeated for all LHS clauses as long as a
successful evaluation can be expected, i.e. (depending on the evaluation mode)
a final Boolean result ‘true’ is possible. In AND mode for example, if any clause
returns a ‘false’, then the evaluation of this branch stops and returns a final
result ‘false’. The procedure consists of several steps:

1. The next untreated LHS clause (LhsClauseInfo object) is fetched.

2. The parameter sets filed for this clause are fetched. In case of the first
clause, just the initial parameter set (as initialised before) is available, in
case of all other (subsequent) clauses the parameter sets are generated
by the previous clause evaluations. If a clause becomes true in different
situations, for example multiple facts match the search pattern in a fact
base retrieval, for each of these situations an individual parameter set is
made available to the following clause.

3. For each parameter set the method evaluate() of the actual clause
object is invoked (here labelled with ...Clause).

(a) The information of the current parameter set is fed into the initial
configuration, i.e. possibly existing variable placeholders contained
in the configuration are substituted with actual content from the
parameter set. Mathematical expressions included in the config-
uration are calculated, and the resulting assigned parameters are
returned.

(b) The clause is evaluated with the assigned parameters.
(c) For each evaluation with a Boolean result true, any newly assigned

(bound) variable is stored (via addParameter() method) in a newly
created ParameterSet object, as described above.

(d) An EvaluationResult object is created and filed with the param-
eter sets created just before.

(e) The Boolean result is returned to the LHSComponent.

4. The resulting parameter sets are prepared for the next clause, i.e. handed
over to the respective LhsClauseInfo object.
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5. The evaluation result handed back to the LHSComponent is then used to
prepare the parameter sets for the following clauses.

Finally, the overall LHS evaluation result is returned to the Rule and the
RuleGroup, from which then the RHS can be fired with all valid Evaluation-
Result objects.

9.3.5 Parser
Up to this point the functional components of DRAMS have been introduced:
The rule engine and its evaluation mechanisms as static parts of DRAMS, and
the fact and rule bases which can be configured for the desired purpose and
application. The configuration can be achieved by instantiating the objects
for fact template, fact, rule and clause classes with the wanted content and
properties.

In order to increase the usability of DRAMS, a parser component provides
means for the simulation modeller to program the rule engine configuration.
As programming language the OPS5 approach was adapted, as discussed be-
fore. The translation of OPS5 programming language constructs into DRAMS
objects is done by a hierarchy of dedicated parsers as depicted in Figure 9.17,
based on the JavaCC107 framework. The basic working principle of JavaCC
is the automatic generation of Java code of a LL(k)108 parser from a gram-
mar. The grammar contains the syntax definition and Java code fragments for
processing parsed language constructs.

The idea behind this kind of distributed parser has a two-faceted back-
ground:

• On the one hand to allow ‘mixed’ approaches to configure the system. For
example, rules might be implanted from another system by creating Rule
objects; the clauses constituting the ‘innards’ of the rule (i.e. the logic)
are presented by OPS5 code. A (perspective) application scenario for this
example might be a graphical design tool where the rule structure can
be interactively ‘clicked together’ while the condition logic in attached
as OPS/5 statements.

• On the other hand to keep the grammar simple so it can be easily and
independently be replaced and extended for the various configurable el-
ements of DRAMS.

The parser class diagram in Figure 9.17 might look complicated at the first
glance, but has a rather simple structure. The core of the parser is formed by

107JavaCC (abbreviated for ‘Java Compiler Complier’) is a lexical analyser and parser
generator, available as an Open Source framework at http://javacc.org/.

108An LL(k) is a top-down parser approach for context-free languages with leftmost-
derivation and lookahead functionality for k tokens. (Aho et al., 2006, p. 218)

http://javacc.org/
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Figure 9.17: Class diagram of parser component
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three abstract classes in an inheritance hierarchy: Parser, ClauseParser and
ClauseParser_FactBaseOperation.

Concrete implementations of the Parser class are:

• The top-level parser Parser_RuleEngine allows to parse a DRAMS def-
inition file, create FactTemplate, Fact and CustomDataType objects.
The former two have been introduced before, and only the latter is shown
in the diagram. This custom data type is comparable to a Java enumer-
ation which specifies a limited set of valid values for a string variable,
maintained by the DataTypeManager. For rule definitions, the rule en-
gine parser invokes the Rule parser.

• The rule parser (Parser_Rule). For the clauses included in a rule, the
parser invokes the concrete ClauseParser implementations, as described
below.

• The special-purpose parser Parser_StringAnalyzer for parsing argu-
ment strings for Java action clauses.

A specialisation of the Parser_RuleEngine is the abstract ClauseParser.
This is the super class of all clause parser implementations, invoked by the
rule parser. A ClauseFactory identifies and applies the correct parser for
a given code fragment for a clause definition. The concrete implementations
are named ClauseParser_ with a suffix referring to the clause class that is
generated by the parser. For example, the ClauseParser_Operator creates
Operator clause objects from the parsed code.

A further specialisation of the ClauseParser is the ClauseParsers_Fact-
BaseOperation, the super class for all concrete parser implementation for
clauses involving fact base operations.

All parsers do not only take care to create the respective clause object, but
also assess the meta information attached to the OPS5 language constructs.
The most important example here is the traceability information with which
fact templates, facts and rules are annotated by the CCD2DRAMS code trans-
formation tool (see Figure 4.7 in section 4.4.2). For such annotations TraceTag
objects are created by the parsers. This is topic of the next subsection.

9.3.6 Traceability
The traceability component is the most prominent feature of DRAMS. It ba-
sically provides means to monitor and profile the rule engine activities, in
particular the inference process. Due to the integration with the OCOPOMO
toolbox trace information also outside the DRAMS internals can be incorpo-
rated. Thus, if the CCD2DRAMS model-to-code transformation tool is used
to create the declarative code, annotations are included that allow references
to the elements of the conceptual model. Due to the central role of the trace-
ability concept a separate Chapter 10 is dedicated to this topic.
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Figure 9.18: Class diagram of trace tag visitor interface

Apart from the coupling to concrete tools, the traceability functionality can
also be integrated with other modelling tools since the external trace informa-
tion is provided by the universal concept of the UUID to maintain a unique
reference to any external entity related to a DRAMS construct. Basis for the
realisation is the TraceTag class in Figure 9.18. This class encapsulates the
link UUID in form of the linkUUID109 field, together with the reference to the
annotated traceable object in element. The trace tags are interlinked with
other trace tags (predecessors, successor and neighbouring members) ow-
ing to rule engine activities. Hence, an evaluation graph of the various rule
firings involved in a simulation run is generated.

In the process of generating the traces, the DRAMS classes Rule, FactTem-
plate, Fact and CustomDataType as well as agents — here represented by the
IAgent interface — are involved. All these classes implement the ITraceable
interface which defines several methods for accessing the associated trace tag.

The interaction of TraceTag and ITraceable is discussed in detail in the
following section, so that this concludes the explanation of the DRAMS core
components. The following section continues with the interface components.

109The link is also captured in a field id of type Object, so that the link can be of any
type. However, (in the current implementation) this results in restricted functionality of the
trace tag: such links can only be used to extract textual trace information.
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Figure 9.19: Class diagram of simulation model interface

9.4 DRAMS Interface Components
The parts of this section describe the DRAMS API, i.e. the components that
make up the means by which DRAMS can be accessed and extended by ex-
ternal software systems. Here only the structure of the API classes should
be presented, the functionality and application of these API components is
demonstrated together with traceability features in Chapter 10.

9.4.1 Simulation Model Interface
Since DRAMS is tailored to be used with agent-based simulation it brings a
package modelling with the basic components to be integrated with Java-
based simulation models (Figure 9.19). The model itself is intended to provide
access to functionality to create new agents, to destroy existing agents, to
control (pause) simulation runs and to gain access to logging functionality of
the agent model. The respective methods are defined in the IModel interface.
A Java-based simulation model needs to have this interface implemented by
one of its classes. In case of Repast for example, the main model class can
cater for this requirement. In turn, the model class implementation is also
the appropriate place to trigger the DRAMS rule engine processing every tick
(unless DRAMS is used in event-based mode, where the current time is set by
the rule engine schedule, not an external timer).

On the other hand, DRAMS brings support for creating agents. As a def-
inition of the minimal required functionality the interface IAgent specifies
methods to access information (name, universal id etc.) of the agent, while
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it specialises the ITraceable interface that equips the agent with traceability
support (see section 9.3.6 and, for more detailed information, Chapter 10). In
addition, DRAMS comes with an abstract Agent template class which imple-
ments the full integration of DRAMS in an agent, i.e. the Java access to the
individual rule engine with fact and rule bases and the TraceTag integration.
A concrete agent implementation just has to override the abstract methods de-
fineFactTemplates(), initialiseFactBase() and initialiseRuleBase()
for Java-based initialising of the rule engine (though all these initialisations
can also be done via the DRAMS language/parser).

9.4.2 Plugin Interface
The architecture of DRAMS is designed in a modular way, focussed on core
functionality. For example, there is no graphical user interface integral part of
DRAMS, nor are components to write simulation outcomes to different formats
and files. Not having such functionality integrated makes DRAMS more easily
customisable, without the need to interfere with the core component code. In
this context, customisation refers to extending the functionality of DRAMS
for dedicated needs, e.g. to allow the creation of specific output file formats
or to add special graphical visualisations or user interfaces.

For this purpose DRAMS is equipped with a plugin interface which consists
of a number of Java interfaces and a PluginManager for loading plugins and
establishing the necessary data connections to the DRAMS core. An overview
is given in Figure 9.20. The interfaces have the role to provide information
about the plugin to DRAMS.

At least two interfaces need to be implemented by each plugin project.
On the one hand, each plugin must offer DRAMS a description about its basic
properties, on the other hand the functionality which is extended by the plugin
needs to be made known to DRAMS. The former is done via the IPlugin-
Descriptor interface. It defines methods to request information about the
plugin name and version numbers, and — most importantly and referring to
the latter point above — about the extension points. The extension points
are basically a collection of implementations of the IExtensionDescriptor
interface, more concretely of one of the specialisations of this interface:
• The IUIExtensionConnector is a general marker interface for plugins

providing UI extensions for DRAMS. A specialisation of this interface is
the

• ISwingUIExtensionConnector for Swing110-based user interface exten-
sion. A user interface extension is typically an implementation based
around a main window111 which the plugin makes accessible to DRAMS

110Swing is a graphical user interface toolkit and part of the Java Foundation Classes, pro-
vided by the Oracle Corp.; http://docs.oracle.com/javase/tutorial/uiswing/start/
about.html (retrieved on 2017-04-20).

111In Swing-terms called Frame.

http://docs.oracle.com/javase/tutorial/uiswing/start/about.html
http://docs.oracle.com/javase/tutorial/uiswing/start/about.html
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Figure 9.20: Class diagram of plugin interface

via the method getUIPanel(). DRAMS takes care to instantiate the
window and other plugin elements on start-up using the Runnable (Java
thread) object retrieved by the interface method getChildWindowI-
voker(). The UI extension is relying on the Java-realisation of the
Model-View-Controller (MVC) design pattern: The DRAMS core classes
that want to show their status to plugins implement the Observable in-
terface, the plugins in turn implement the Observer class.

• The IResultWriterExtensionConnector is implemented by plugins
that provide result writer functionality. Result Writers need to regis-
ter at DRAMS with an identifying name, which is used in the DRAMS
language to specify by which Result Writers (i.e. in which output for-
mat) simulation outcomes are further processed or stored. These plugins
also need to implement a class that extends the AbstractResultsWriter
classes supplied by DRAMS (see next section 9.4.3) which is able to re-
ceive output data produced by DRAMS. A reference to this class object
needs to be provided via the getResultWriterClass() method.

• IStreamResultWriterExtensionConnector is a similar interface IRe-
sultWriterExtensionConnector for plugins that want to receive out-
put data via Java streams, hence drawing upon the AbstractStreamRe-
sultWriter class.

Two more extension descriptors are foreseen and incorporated in the
DRAMS core, but not fully implemented yet:



272 Chapter 9. Architecture and realisation of DRAMS

• With the IClauseExtensionConnector new clauses can be defined, ex-
tending the capabilities of DRAMS rules and the extent of the DRAMS
language. Such plugins must provide a clause class, a list of keywords for
the parser and a ClauseParser-subclass for implementing parsing func-
tionality.

• The IParserExtensionConnector can be used to extend the DRAMS
language at levels above clause level. This could be used to define a
complete new language for fact template, fact and rule definitions, e.g.
a graphical definition language.

The way by which DRAMS does the binding with plugins is dependent on a
correct implementation of the IPluginDescriptor interface. The implement-
ing class within the plugin must have the obligatory name PluginDescriptor
in order to have a defined entry point of the plugin for the PluginManager.
This singleton component loads the plugins in the following regime:

• Plugins are deployed as Java Archives (so-called JAR files). During
initialisation of DRAMS, the manager searches in several distinct folders
for DRAMS plugin .jar files.

• For any plugin found, the latest version available in the folder is auto-
matically loaded and initialised.

A concrete application example of the plugin interface is demonstrated in
the next chapter, section 10.2.

9.4.3 Result Writer
The DRAMS Result Writer is the facility to collect outcomes during rule engine
processing and forward the cumulated data to output writer plugins for fur-
ther processing or storage. The main entities of the Result Writer component
are the AbstractResultsWriter class and the sub-class AbstractStreamRe-
sultsWriter, as shown in the overview class diagram in Figure 9.21. Each
Result Writer plugin has to extend one of these two classes.

The main functionality for collecting result data from rules in a structured
way is encapsulated in the AbstractResultsWriter class. Rules can produce
textual logs (via print clauses), but also any kind of numerical data, both on
a cumulated level as well as individual for each agent. Accordingly, it contains
various member variables, besides the name and various flags for processing
options (the Boolean variables), most importantly a table structure to collect
and pre-process the results produced by rules. In this context the columns of
the table are called facets. The facets list stores the possible column headers
of the table, which are the names of the result item in the cumulated mode,
and result item name concatenated with the name of the agent instance that
generated the result when used in individual mode. There are also member
variables for
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Figure 9.21: Class diagram of Result Writer
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• facetDescriptions which contain descriptions of the facets and can be
seen as part of the facet name;

• facetTemplates which define the data types of the facets, expressed by
the CustomDataType class;

• facetInstances which is a map filled during rule engine processing with
the agent instances which sampled data to the facet. The instance names
are the basis for the agent-individual mode.

The actual table data structure is represented by the recentDataSet, a
two-dimensional map with WriterData as content elements and result name
and generating instance as keys. WriterData not only contains the actual
data item, but also meta data like information about the owner of the rule
producing the output, the rule itself, the generation time as well as a (possibly
existing) trace tag.

Additionally, priority information can be specified for a Result Writer. This
is expressed by two AbstractPriorityComparators. With these priority val-
ues results can be directed to different output writer plugins, e.g. to distinguish
actual simulation results from debug outputs.

AbstractStreamResultsWriter is a sub-class of AbstractResultsWriter,
specialised for routing the results to a Java PrintWriter output stream. This
class provides functionality to make the result samples persistent.

The ResultGenerator singleton class manages the Result Writers and con-
trols the output data flow. All concrete Result Writers (i.e. the respective
plugins) have to be registered there. Main functionality is to determine the
destination folder for persistent result data (result files) and to take care that
no data is lost in case of ‘abnormal’ program interruption (e.g. by user inter-
action).

Figure 9.21 also shows the only concrete Result Writer implemented as
part of DRAMS, the DefaultConsoleWriter for writing data to the default
output device, e.g. logging capabilities of the model implementation or the
default Java output stream.

Finally, the ResultWriterFactory is part of the Result Writer component,
a singleton factory class to instantiate concrete fact writers from a given class
name set by the Result Writer plugins.

9.4.4 UI Manager
The UI manager component is the connection point for extending DRAMS by
(graphical) user interface components, which are also implemented as plugins.
In contrast to the output writer component introduced in the previous section
where the data produced by rules is regarded, here views on internal DRAMS
data structures and status information are in focus. Thereby three different UI
views are distinguished, defined by interfaces extending the marker interface
IView, according to Figure 9.22:
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Figure 9.22: Class diagram of UI manager

• The IRuleScheduleView interface has to be implemented by UI plugins
that include a visualisation of the rule scheduler log. This log contains
status information about the rule schedule, e.g. information on which
rules are scheduled at which time and for which agent instance. The
method setSchedule() is called by DRAMS UI manager to hand over
a new rule schedule to the plugin.

• The IDependencyGraphView interface allows UI plugins to gain access
to the dependency graph’s data structure in order to provide a respective
visualisations. The method addDependencyGraph() is called by DRAMS
UI manager to forward a DependencyGraph object to the viewer plugin.

• The ILogView interface finally is implemented by UI plugins that allow to
view the DRAMS system log. Depending on the log level, warnings and
error messages are passed to the plugin via the appendLog() method.

The UIManager singleton class manages the UI plugins, which have to reg-
ister their invoker thread object (using the method addAWTWindowInvoker())
as well as all implemented viewers (by the addView() method) at the UI
manager. The interface methods setSchedule(), appendLog() and addDe-
pendencyGraph() are invoked by DRAMS during rule engine activities, if new
respective elements are available.

9.5 Conclusions
This chapter provides detailed specifications of static and dynamic aspects of
DRAMS, and can serve as a guide to the source code. Further documentation
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is attached with the source code to be accessed via the online resources in
appendix C.2.

Although DRAMS is used in several simulation projects, several improve-
ments and extensions are conceivable:

• The currently exclusive way to write DRAMS code is to use the OPS5-
like language. However, the parser for this language is implemented in
a modular way with well-defined interfaces, so it would be possible to
replace it for a different language without too much effort. An interest-
ing and certainly valuable replacement language would be some kind of
graphical design language, for example similar to the DDGs presented in
Chapter 6.

• Another major construction area regards measures to improve the ex-
ecution speed and lower the memory consumption of DRAMS in some
cases. DRAMS uses in-memory fact bases, which make extensive fact
bases operations quite quick, at the cost of increased use of memory.
Speed could be improved by a new scheduling algorithm and caching,
taking not only LHSs into account, but relying on individual clauses.



Chapter 10

Implementing traceability in
DRAMS

10.1 Introduction
This chapter finally gives the technical view on the realisation of traceability,
the encompassing concept throughout this PhD thesis. Although the aspects
shared in this chapter are linked to DRAMS, the general concepts also apply to
other environments. This chapter aims to provide an example how the general
traceability concept defined in section 2.2.5 can be implemented, in order to
support simulation result analysis as shown in Chapter 7, and thereby ‘putting
flesh on the bones’ of the modelling process specified in Chapter 3, from an im-
plementer’s point of view. The content of this chapter in unpublished original
work.

The chapter is structured in two sections: Firstly, the prerequisites and
mechanisms for trace generation are described as means for realising traceabil-
ity. Secondly, it is shown how traceability information can be exploited from
a technical perspective. In this context the DRAMS plugin API as well as a
specific plugin for visualising traces (the Model Explorer) are characterised.

10.2 Realising Traceability
As mentioned in section 8.3.2, generating evidence traces of simulation runs is
one of the main requirements for the development of DRAMS. Motivation for
generating traces of a simulation process is most prominently driven by the
desire to augment simulation results with information about evidences the sim-
ulation model is based upon. In contrast to theory-driven simulation models
where the model is verified against e.g. a social theory, evidence-driven simula-
tion models often use cognitive heuristics for abstractions made for important
model topics found in evidence. Here evidence is defined as any kind of textual
material, like scenarios (e.g. created by the scenario method), publically avail-
able background information (e.g. newspaper texts), but also application field

277
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specific material (‘domain documents’) like police interrogation protocols as
basis for a simulation model of a criminal network. For this kind of modelling
problem, in the OCOPOMO project the aforementioned modelling method has
been developed, together with an accompanying toolkit of which DRAMS is
one of the building blocks.

A traceability concept as a possible ‘golden thread’ through both a mod-
elling process and a toolbox has been introduced in section 3.4. Figure 3.13
illustrates how the different artefacts are bonded together: Starting from the
documents of the evidence base, the consistent conceptual description (CCD)
represents the first stage of abstraction, still in a structure and language eas-
ily understandable for application field experts and non-modelling application
field experts. The formal simulation model then preserves links to the CCD
elements, and attaches trace anchors in form of hyperlinks to the simulation
results. In the presentation of simulation results the links can be replaced with
the text phrase attached to the CCD elements.

The following subsections will elaborate the technical realisation of this
traceability concept in DRAMS. Starting with the prerequisite of model code
annotations, a detailed description of the mechanisms for processing this trace
information within DRAMS is given.

10.2.1 Annotating Model Code
In the track of passing link information from provenance data to simulation
results, the pathway between model code and raw simulation outcomes can
become quite complicated. This is primarily due to the fact that the means
for processing initial data configurations within a simulation run can be very
complex, and are influenced by manifold factors. When speaking in terms of
agent-based declarative simulation models, each ‘individual’ in an agent pop-
ulation of arbitrary size carries up to thousands of facts, which are processed
by hundreds of rules. Under such conditions adequate methodological and
tool support is mandatory to enable the extraction of useful information for
understanding structure and behaviour of the model.

A methodological approach for solving this issue has been discussed in Chap-
ter I: a conceptual model, here the CCD, is developed prior to programming
the simulation model as part of a modelling process. This CCD incorporates
and specifies all the crucial and evidence-related elements for the simulation
model, but abstracts from technical necessities for making a simulation model
‘run’. Hence, only those simulation model elements are incorporated in the
traces which have counterparts in the CCD.

As a starting point, these crucial elements have to be marked in the simu-
lation model code by link annotations. Each element in the CCD is equipped
with a unique identifier (UUID), and this link is attached to the related sim-
ulation model code element (as shown in Figure 10.1). For the OCOPOMO
toolbox, these link annotations are maintained by the model-to-text code gen-
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 /*aggressiveAction -> Criminal 
 *@link _EA9M8BKpEeaGA-T5FOUApg */ 
(deftemplate 
BlackCollarCriminal::R_appliesTo_Criminal(aggressiveAction:String)(Criminal:String)) 
 
 
/*Action: member X decides to betray criminal organisation 
 *@link _56Z-ECnjEeOEY6M6x66YnQ 
 
 * Annotation in "File_research_Gloders_D.txt": " Am x hat die Criminal Intelligence Unit der 
regionalen Polizei x erhielt einen anonymen Brief." 
 * Expert Annotation by "": "On x the criminal intelligence of x received an anonymous letter. 
"   
 */ 
(defrule BlackCollarCriminal::"member X decides to betray criminal organisation" 
//(::normEvaluation(normDemanded invalid)) 
//TODO 
=> 
//TODO 
) 

Figure 10.1: Generated DRAMS code with a fact template definition (deftem-
plate) and a rule stub (defrule) with UUID link annotations (@link)

eration tool CCD2DRAMS (Scherer et al., 2013b). This code generator adds
link annotations to all generated elements, in particular for agent classes and
instances, fact templates, facts and rule stubs.

The model programming then consists mainly in creating the code around
the generated parts, on the one hand by filling in the complete intended logic
into the rule stubs, on the other hand by providing ‘glue’ code in-between the
generated code. The latter consists of code to

• perform fact base operations,

• generate (numerical or textual) model outcomes,

• join post-conditions from rule firings and prepare appropriate pre-
conditions for other rules, and

• reflect constraints set by model assumptions not reflected in the evidence.

Such development approaches are usually not sequential but rather cyclic.
This means that during model programming missing crucial elements are dis-
covered for which evidence can be found. These have then to be added at
the CCD level. The CCD2DRAMS code generator takes care not to overwrite
already elaborated rules — situated in a user code section of the source file
— when re-transforming a modified CCD. During parsing of model code by
DRAMS, for each element with a link annotation a so called trace tag is gener-
ated. This is basically a small data container storing the link UUID, together
with the possibility to define different kinds of neighbour trace tags. These are
used as nodes in the generated trace graph, as shown in the next section.
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10.2.2 Creating the Traces
In DRAMS, the creation of trace information is an ancillary procedure of the
forward-chaining rule engine process. The necessary extensions and involved
algorithms are explained in this section. Later on, a view on static aspects,
including the involved classes and data structures, is given.

Dynamic aspects of trace generation

Generating simulation trace information is basically the process of binding
the link UUIDs to simulation outcomes during rule engine processing. The
starting point (or necessary pre-condition) is to forward the UUIDs attached
to CCD elements to the DRAMS core objects. This is achieved by evaluating
the DRAMS code annotations with link UUIDs by the parser component. The
UUIDs are internally stored in so-called trace tags (i.e. objects of the class
TraceTag), which are attached to fact template, fact and rule objects.

A detailed picture of the involved data elements and Java objects is given in
Figure 10.2. Several perspectives are combined in this figure. On the horizontal
axis the three vertical background boxes outline the sequence of rule processing:
the pre-condition in the left-hand box, the rule processing in the middle box
and the resulting post-condition in the right hand box. On the Y-axis the
objects involved in rule processing are shown in three different layers, shown as
horizontal background boxes. In the top box the data-rule dependency graph
from the example previously introduced in Figure 6.2 is used again to represent
the pre-condition fact, the dependent rule and the generated post-condition
fact112. These are the objects derived from related CCD elements, thanks
to the automated model-code transformation automatically attached with the
UUID link (represented in the figure by dashed curved arrows). The DRAMS-
internal representation of these three objects is shown in the box below. Each
of the two facts is represented by a Java Fact object, attended by a related
FactBaseEntry object, i.e. the fact template. For the rule a corresponding
Rule object exists. This object itself is a composition of clauses, from which the
fact base retrieve (for the LHS) and the fact base assert (for the RHS) clauses
are relevant for the trace generation. The traces are generated by creating
TraceTag objects during the rule processing, linking the FactBaseEntry, the
Fact, the Rule and the clause objects together. The respective example of
this trace graph data structure is depicted in the bottom background box of
Figure 10.2, with the solid vertical curved arrows pointing to the associated
DRAMS core objects.

The trace tag objects referring to the different kinds of DRAMS core ob-
jects are all using the same TraceTag class. Besides the actual reference el-
ement, two member variables are pointed out: The linkUUID referencing to
an external entity — here a CCD element — and the creationTime. The

112For simplification single facts are shown for pre- and post-condition. In a real model an
arbitrary number of both kinds of facts may appear.
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Figure 10.2: Interrelations between objects of different DRAMS layers. Re-
mark (a): linkUUID and element derived from initial rule trace tag, generated
at creationTime = -1.0 (not shown in the diagram).
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creationTime of the trace tags is dependent on the type of associated core
element and differs for the included trace tags. For trace tags associated to
fact templates or facts the creation time is determinative. Fact templates (i.e.
the FactBaseEntry objects) are only instantiated at rule engine initialisation,
thus a creation time of -1.0 is set, a value that has been arbitrarily selected
to represent the time before the distinct starting point of (simulation) time
(i.e. the ‘undefined past’). Pre-condition facts might be instantiated at any
time before being evaluated by the LHS, hence the noted creation time has to
be less or equal to t (depending on the specified lag113 mode of the retrieve
operation), the time of rule evaluation and possible firing. In the trace tag
associated with the rule, t is noted as creation time. This trace tag is not the
actual rule trace tag (also instantiated at rule engine initialisation, not shown
in the figure), but a clone of this object dedicated for the current rule firing.
The trace tag for the post-condition fact has to be instantiated after the rule
firing, hence the creation time must be greater or equal to t (similar to the
lag mode for fact base retrievals a fact assertion can be deferred by a specified
number of ticks).

Two types of relations between TraceTag objects are incorporated in the
diagram114. Between trace tags for facts and rules the predecessor relation is
used, pointing out the temporal flow of the inference process, resulting in an
activity graph reflecting the involved rule engine processes. The second type
of relation between trace tags is the member relation. In the example it is used
to keep track of the fact templates related to an actual fact. Another member
relation would be the owner agent of a fact or rule.

Predecessor and member links do not point directly to the related TraceTag
objects, but rather to objects of the class RelatedTagInfo. This class allows
to add additional information for links, labelled as linkElement. Here in
the example these are used to record information about the actual retrieve
or assert clauses related to the predecessor relation, i.e. pointing to clauses
which actually retrieved or asserted relevant facts. This information serves for
example to highlight relevant parts of rule code, which will be illustrated in
the following section.

Summarising, the TraceTags are found in the following roles:

• The predecessor trace tag

– of a fact is associated with the rule that caused the existence of the
fact;

– of a rule is associated with the facts that triggered a successful LHS
evaluation.

113A lag mode specified temporal criteria for the fact to be considered in a fact base
retrieval. For example, with the lag mode ‘last’ only facts that have been asserted in the
last tick are retrieved.

114In fact three types of relations are maintained in the implementation: an additional
successor link is included, mainly for technical reasons, e.g. to perform efficient graph
algorithms for analysis and visualisation purposes.
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• The successor trace tag

– of a fact is associated with the rules fired due to the existence of
the fact;

– of a rule is associated with the facts for which it was responsible for
the assertion.

• The member trace tags can be associated

– for a fact, with the fact template and the owner agent;
– for a fact template and a rule, with the owner agent, always provided

that these elements have a trace tag.

The process of creating predecessors and successors can be outlined as fol-
lows. During rule processing (i.e. when a new rule fires or when a new fact is
asserted), the trace tag of this (new) element is extended by information about
the predecessor. E.g. for a rule, the facts that caused the successful evaluation
are linked, and for a newly asserted fact the rule is linked which asserted the
fact. At the same time, at the trace tag of the preceding element is extended
by a successor, namely the new rule or fact, respectively.

The simplified algorithm for trace generation (as outlined in Figure 10.2
and initially published in Lotzmann and Wimmer (2013a)) is comprised of the
following steps:

1. At the initial state of the rule engine — no rule has fired — a number
of fact templates, partly concrete facts for the templates and rules are
present. For subsets of each of these elements (for which CCD elements
exist), trace tags are attached.

2. When the rule engine is initiated, it firstly checks which rules might fire
with the given set of facts. The LHS’s of these rules are evaluated, and
for each successful evaluation the RHS is triggered.

3. The RHS processing starts with checking whether at least one of the
facts evaluated by the LHS (and, hence, determining the data basis for
the RHS execution) is attached with a trace tag. If this is the case, a
new trace tag for this particular rule firing at the current simulation time
is generated using the information (link UUID) stored in the rule trace
tag, if available. All trace tags for the LHS facts are then incorporated
as predecessors of the new rule firing trace tag.

4. The rule firing trace tag, or the rule trace tag, according to disposability,
is then passed to all RHS clauses.

(a) A clause for asserting a new fact to a fact base generates a new
trace tag for this fact with the trace tag delivered by the rule as
predecessor.
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(b) A clause for writing output data (e.g. a log record) passes the trace
tag to the Result Writer DRAMS plugins.

5. When all rules have fired, the newly created facts constitute the new
state of the rule engine, and the processing continues with step 2.

Step 4.(b) in the algorithm generates so-called connector trace tags. These
are root nodes of directed acyclic graphs which cover all relevant elements and
processes that created the simulation outputs (e.g. log entries). A simulation
run produces a potentially very large graph data structure, holding information
about traces for all relevant generated facts and simulation outcomes. With
this kind of meta-data for the simulation run, causes of particular simulation
results can be analysed quite easily, applying various graph algorithms and
visualisation (see section 10.3).

Class structure and static relations for supporting trace generation

From a static perspective, the reference-linkUUID to CCD elements is encap-
sulated in the TraceTag class as shown in Figure 10.3. This class realises the
so called trace tag, the DRAMS concept for attaching link information UUIDs
to types, fact templates, facts, rules and other entities like agents. With the
traceability approach of DRAMS the trace tag is the node element in the eval-
uation graph, basically a tree-like graph data structure reflecting the steps
and results of an inference process starting from an arbitrary initial configu-
ration of the rule engine. The term tree-like refers to the fact that although
the inference process including facts and rules is represented by a real tree,
relations to ‘neighbouring’ elements such as fact template and owner agent are
also included, hence edges to elements of the same tree level may occur. This
evaluation graph is to some extent comparable with Retes (mainly the Alpha
network), the directed acyclic graphs applied in Rete algorithms (Forgy, 1982).
In the context of DRAMS they are not applied for pattern matching (this is
done by the data-driven dependency graph approach introduced in the two
previous chapters), but rather used to reconstruct and visualise the inference
process, and at the same time to extract the traceability information from
the individual activities. An example how both kinds of information can be
combined is given with the Model Explorer plugin for DRAMS, introduced in
subsection 7.3.1 and elaborated further in the following section 10.3.

All classes for which trace tags can be attached implement the ITraceable
interface. As indicated in Figure 10.3 these are FactBaseEntry (here referring
to a CustomDataType), Fact, Rule and the interface IAgent, which in turn is
implemented by the Agent template class provided by DRAMS.

These trace tag objects are generated in association with the tagged element,
for rules by the Parser_RuleEngine, for fact templates, facts and custom data
types by Parser_RuleEngine (for elements defined in the DRAMS code) as
well as by the ActionClauseAssert (for facts asserted by clauses).
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Figure 10.3: Class diagram of traceability component
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Figure 10.4: Class diagram of trace tag visitor interface

In order to build an inference graph during rule engine processing, a trace
tag has to maintain relations to adjacent trace tags. As the same trace tag class
is used for each traceable element, the adjacent trace tags belong to different
kinds of elements. For example, the trace tag of a rule collects trace tags of
all facts that caused the firing of the rule, and all facts asserted by the rule
(each with a reference to the clause in charge for the fact base operation; see
below). The adjacent trace tags are classified in three categories: predecessor,
successors and members. All these linked elements are represented by the
RelatedTagInfo class.

This inference graph can be traversed by visitor objects in both directions
(i.e. the links are designed to be bi-directional). For this purpose the Trac-
eTagVisitor interface has been introduced (Figure 10.4).

A standard approach following the visitor design pattern (Gamma et al.,
1995) is envisaged here. Classes implementing this interface have to imple-
ment (at least one of) the two methods visitEnter() and visitLeave().
According to the graph data stucture to be traversed, three visiting modes for
predecessor (‘backward’), successor (‘forward’) and member (‘sideways’) are
specified in the VisitMode enumeration. The Model Explorer introduced in
the next chapter gives an implementation example for this visitor interface.

10.3 Exploiting tracebility information
This section is mainly dedicated to the DRAMS Model Explorer, a tool that
allows the graphical visualisation and inspection of the rule evaluation graph
generated by DRAMS. It has been developed in the OCOPOMO project as a
plugin for DRAMS, and initially been discussed in (Lotzmann and Wimmer,
2013b) and (Lotzmann and Wimmer, 2013a).

The Model Explorer has already been introduced from a user perspective
in section 7.3.1. In the following subsections a technical perspective on this
tool is provided, including architecture and implementation aspects. Firstly,
an overview is given on the different options to process simulation outcomes
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by DRAMS plugins.

10.3.1 Processing Simulation Outcomes
DRAMS brings a plug-in interface by which any kind of output processing
facilities can be embedded. Such plug-ins can either write files of a partic-
ular format, or can serve as an adapter to — for example — an analysis or
visualisation tool.

A selection of implemented plug-ins for DRAMS is listed in the following
compilation, each representing the trace information in different ways and
formats:

• Plain Text / CSV — these two plug-ins write log records or numerical
outcomes in plain text files or CSV tables. In both cases, the trace infor-
mation can be attached as lists of UUIDs, optionally attached with ad-
ditional information (e.g. name of the element belonging to the UUID).
For these formats, the usage of the UUID is usually restricted to manual
handling.

• XML — this plug-in creates XML files containing numerical or textual
simulation outcomes. These XML files are processed by another compo-
nent of the OCOPOMO toolbox115 for creating traceable logs or different
types of diagrams. The trace information can be added to the values in
different levels of details, e.g. as a simple collection of UUIDs (as for text
output above), a diary with the involved UUIDs for the different simu-
lation time steps, or a complete XML representation of the evaluation
graph.

• Model Explorer Tool — this plug-in provides an UI for displaying the
simulation log, and — by selecting a log entry — the related trace infor-
mation is visualized and can be analysed in various ways. This tool is
subject matter of the remainder of this section.

10.3.2 Architecture and realisation of the Model Ex-
plorer

The technical realisation of the Model Explorer encompasses three main com-
ponents: The implementation of the interface to DRAMS, a facility for rep-
resenting and processing the evaluation graph data structure, and the user
interface. The architecture and working principle of these three components
are outlined in the following subsections.

115Alfresco collaboration space — the model-based scenarios presented there are equipped
with annotation to the evidence base (see Figure 3.14).
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DRAMS Plugin Realisation

The DRAMS plugin API is illustrated in the following in view of two pur-
poses: on the one hand to show how the Model Explorer technically accesses
simulation data generated by DRAMS in order to visualise traceability, on the
other hand it should also serve as a more general example how to implement
the DRAMS plugin interface.

The DRAMS plugin API consists of three parts, each designated with a set
of Java interfaces predefined by DRAMS:

• An interface to provide meta-information about the plugin,

• the simulation data exchange interface, and

• the connector to various extension points of DRAMS.

The first part is dedicated to exchange meta information about the plugin,
i.e. the name, purpose and version of the plugin. This information is needed to
correctly load and initialise the plugin by the DRAMS PluginManager. Fig-
ure 10.5 shows the relation between the respective DRAMS interface IPlug-
inDescriptor and related plugin classes: PluginDescriptor implements this
interface and provides the meta information, while it also maintains a relation
to the ComponentConnector class. The ComponentConnector is the entry
point to the functional parts of the plugin, in this case the UI (shown as mem-
ber variable of type TraceOutputWindow, explained in Figure 10.7) and the
data exchange interface implementation, shown by the relation to the class
TraceConsoleWriter. The TraceConsoleWriter extends the AbstractRe-
sultWriter provided by DRAMS, a class belonging to the second part of the
API that enables access to data generated by DRAMS Result Writers, i.e. the
log entries of simulation runs. The BufferEntry is used to store and pre-
process the log entries within the plugin, and serves as the model (in the sense
of the MVC design pattern) for the log view of the UI (reference to Trace-
OutpuWindow class). The buffer entries are also considered as entry point to
the evaluation graph.

Figure 10.6 shows the third part of the DRAMS plugin API, the connector
to DRAMS extension points. For the Model Explorer, two extension points
are implemented:

• The IResultWriterExtensionConnector, a DRAMS interface that al-
lows to add new Result Writers. DRAMS supplies these Result Writers
with log entries produces by rules (by means of write or print clauses).
The class ResultWriterExtensionConnector implements this interface
within the plugin.

• With the ISwingUIExtensionConnector the (Swing-based) UI part of
the plugin is seamlessly integrated in the DRAMS UI. This means that
DRAMS initialises and displays the Swing frame (i.e. the UI window) of
the plugin at start-up.
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Figure 10.5: Class diagram of plugin descriptor

Figure 10.6 additionally shows the hierarchy of DRAMS extension connec-
tor interfaces used by the Model Explorer, all derived from the super interface
IExtensionDescriptor (a complete overview of all the provided extension
point interfaces can be found in Figure 9.20). A plugin can connect to the
desired extension point simply by implementing the respective interface —
in this case by the classes ResultWriterExtensionConnector and UIExten-
sionConnector.

The implementation of the ResultWriterExtensionConnector enables ac-
cess to the Result Writer implementation of the plugin (class TraceCon-
soleWriter) to DRAMS. Its integration within the UI part of the plugin —
based on the UIExtensionConnector — is sketched in the following subsec-
tion.

User interface component

The Model Explorer UI is constituted by two classes: TraceOutputWindow
realising the main part of the user interface, and a dialogue box TraceOut-
putDialog for providing traceability and rule implementation details. From
a perspective of the MVC design pattern, these two classes as shown in Fig-
ure 10.7 combine both the view and the control, together with the model part
represented by the TraceConsoleWriter.

The UI classes are based on the Java Swing framework. While the Trace-
OutputDialog just contains UI functionality, the TraceOutputWindow pools
program logic with user interface aspects. For example, the classes related to
the traceability graph and the model part for the CCD and text views are
tightly coupled with the UI elements in this prototypical implementation.

For three of the four different views within the TraceOutputWindow default
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Figure 10.6: Class diagram of plugin extension descriptor

Swing components (or slight modifications of those) are used: A list imple-
mentation116 for the simulation log, a tree view117 for the CCD and a tabbed
pane118 with text viewers capable of highlighting arbitrary phrases119 are used.

The main view of the Model Explorer is the visualisation of the traceability
graph. For this feature the external framework JGraphX120 is used. It provides
easy, yet quite powerful functionality to display graph data structures, and is
therefore a valuable solution for prototyping.

The main program logic of the Model Explorer is based on the graph data
model and a graph visiting design pattern. The following subsection sheds
some light on the involved classes and algorithms.

Traceability graph and visitor

The main program logic of the Model Explorer is dedicated to transformation
of the traceability graph provided by DRAMS into a visualisation graph data
structure by a graph visitor implementation. The visualisation graph serves
as data model for the JGraphX Visualisation. Purpose of the visitor imple-
mentation is — besides creating the visual model — filtering, i.e. to allow
visualisation of restricted parts of the traceability graph in order to increase
comprehensibility. With such filters e.g. an evaluation tree starting from any
rule or fact can be selected and visualised, if desired with a particular range
of creation time of facts or time of rule firings.

The visual graph data structure according to Figure 10.8 — as output of
the filtering mechanism — is a straightforward object-oriented design. Vertices

116Java Swing class JList.
117Java Swing class JTree.
118Java Swing class JTabbedPane.
119ColorPane, an extension of the Java Swing class JTextPane
120https://github.com/jgraph/jgraphx

https://github.com/jgraph/jgraphx
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Figure 10.7: Class diagram of user interface components

Figure 10.8: Class diagram of visual graph data model
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Figure 10.9: Class diagram of trace graph visitor

(class Vertex) can either represent rules, facts or fact templates (and can have
an ‘undefined’ state, used as initial state for the transformation process). The
Edge class realises the links between the vertices.

Within the filtering process, the DRAMS traceability graph is searched by
an EvaluationGraphVisitor object (Figure 10.9). For each vertex and edge of
the traceability graph matching a predefined pattern, respective elements in the
visual graph are created. The EvaluationGraphVisitor is an implementation
of the ITraceTagVisitor interface, which defines the standard visitor methods
(visitEnter() and visitLeave()). The interface also defines the visiting
mode:

• If the visualisation graph is supposed to contain the evaluation graph
for a particular rule firing event or fact, with preceding rule firing events
and facts, then the PREDECESSOR mode is applied.

• In contrast, for visualising the effects of a particular rule firing event
or fact, the SUCCESSOR mode results in the generation of a respective
deduction graph.

• In order to show related elements (like fact templates for a selected fact),
the MEMBER mode is used. This mode is reserved for future functionality.

These visitor modes are set by the TraceOutputWindow filter mode, defined
by GraphPaintMode:

• The entire evaluation tree for a particular node is shown when ALL is
selected.

• With the NEIGHBOURS mode, for a selected vertex only the immediate
neighbours are displayed, all other graph elements are hidden. This
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mode can be enabled in the UI by clicking on a vertex with Ctrl and
Shift keys held down.

• The SUBTREE_FROM mode applies the SUCCESSOR visitor mode for a se-
lected vertex, by clicking on the vertex with the Ctrl key held down.

• The SUBTREE_TO model applies the PREDECESSOR visitor mode for a se-
lected vertex, by clicking on the vertex with Shift key held down.

Time filters are set by dedicated UI elements and applied while generating
the visualisation graph. Within this generation process, the visitor not only
applies the filter functions, but also gathers information to be displayed in the
user interface — for example meta-information is extracted from trace tags, the
visualisation styles are determined and the information about the visualised
graph elements are routed to the other visualisations — the CCD and text
views. These two views highlight the respective parts only for the content of
the graph view. An additional feature allows to jump to a highlighted text
phrase by double clicking on a CCD annotation. Linking the four different
Model Explorer views in the described way enables the user to browse through
the traceability information.

10.4 Conclusions
Browsing though the traceability information as described in the last section is
basis for exploiting traceability information generated by a simulation model
run. This chapter describes the prerequisites and technical solutions for this
purpose.

The visualisation of trace information in conjunction with evidence docu-
ments — as realised in the DRAMS Model Explorer — makes creating simu-
lation results in form of model-based scenarios easier, and allows to even ‘cite’
particular phrases, if needed. With this functionality, a significant step to-
wards efficient documentation and transparency of simulation models is done.
A more comprehensive picture on this subject is drawn in the following con-
cluding chapter.

It has to be noted here that the DRAMS Model Explorer is a proof-of-
concept prototypical implementation. Future work should add more types of
visualisations, new filtering mechanisms and other visitor implementations.
For example, the static structure of the declarative program could be shown
(e.g. as data dependency graph), with (even animated) visualisations of rule
activity, unveiling e.g. how often and in which time periods rules or rule
clusters fire. Comparing such visualisations for simulation runs with differ-
ent parameter settings could establish a new dimension of simulation model
experimentation and exploration.
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Chapter 11

Discussion and conclusions

This chapter concludes this PhD thesis by summarising the results and con-
tributions to the research domains, relating these to the applied methods and
providing a critical discussion.

The results from the research as well as the development activities presented
in this PhD thesis reflect the different roles the author filled during their cre-
ation. Firstly, the role of a software engineer and developer, designing and
implementing DRAMS. Secondly, the role of a computational social scientist
and ‘expert’ for agent-based social simulation, designing and realising the use
case simulation model.

Most of the work was done in the context of two projects — OCOPOMO
and GLODERS — in a number of concrete tasks and yielding tangible results
(listed in a chronological order):

• Developing a simulation tool as part of the OCOPOMO toolbox, pre-
sented in Part III of this PhD thesis.

• Using the OCOPOMO development process and toolbox, mainly from
the modeller perspective for various simulation models.

• Supporting the adaptation of the modelling process for the requirements
of GLODERS, mainly from simulation and software architecture view-
points.

• Developing the simulation model as GLODERS deliverable and as basis
for Part II of this PhD thesis.

• Supporting experimentation and result analysis with this model, in par-
ticular concerning traceability.

All these activities were performed rigorously applying the associated meth-
ods of computational social science and software engineering. For the latter
two activities, simultaneously performing in the two roles defined above was
considerably beneficial. This leads to the main goal of this PhD thesis, to
integrate the perspectives of the different roles into an — as far as possible —

295
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coherent picture. As such, it can be seen as a contribution to applied com-
puter science and software engineering, in particular the technical realisation
of traceability within a development process, as presented in Chapter 10.

The concrete results of the PhD thesis can be elicited with view on the
original research questions. Four general overarching research questions for
this PhD thesis are defined in Chapter 1, while more specific research questions
for the use case simulation model are noted down in Chapter 5. For the
latter, research questions are formulated from stakeholder, social scientist and
computer scientist perspectives, and partly answered already in Chapter 7 for
the stakeholder and social science questions. What remains to be done is the
discussion of the research questions related to computer science.

Firstly, regarding the general research questions the following can be stated:
RQ 1: How must a modelling process for developing evidence-

based social simulation models be designed, taking questions about
stakeholder involvement, requirement elicitation, model implemen-
tation, verification and validation into account?

Results and discussion: Core element of such a process must
be some kind of conceptual model, which allows to specify the
model target in a way formal enough to be useful to inform pro-
gram code for the model, and at the same time informative enough
to be used as a means to communicate model aspects to involved
stakeholders. The process must include a phase for the develop-
ment of the conceptual model, which is dependent on the model
grounds, e.g. theory or evidence. To provide input for this phase,
an evidence collection and preprocessing phase might be needed
for a structured approach to evidence management. Furthermore,
different (manual or automated) approaches to transforming the
conceptual model into verified formal simulation model code must
be supported in another phase. A final phase is needed to generate
‘productive’ simulation results to be validated.

The process must support to go back and forth between the
different phases, and in case the evidence contains variable facts or
views (as in future scenarios for policies), it must support to start
the modelling cycle again with updated evidences, for example if
validation ‘failed’.

These requirements are fulfilled with the OCOPOMO model
development process as presented in Chapter 3. The design of this
process has proven to be applicable and useful for several different
pilot and use case models, also in other areas than policy modelling,
as shown in Chapter 4.

RQ 2: What are the appropriate methods to be applied within
the different modelling process phases that are aligned with the
questions referred to in RQ 1?
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Results and discussion: For the conceptual modelling phase,
basically all according methods can be applied, for example on-
tologies, UML diagrams, or simulation-specific solutions such as
the CCD. The methods applied to collect and process informa-
tion to be included in the conceptual model depend on the kind
of data and the envisaged application. The scenario method has
proven to be useful for policy models (see section 3.5), while other
model types require qualitative or quantitative data analysis meth-
ods (see section 4.5). The transformation into formal model code
can be supported by intrinsic features of the conceptual model
(such as in Executable UML), or rely on code transformation —
preferably based upon a model-to-model transformation scheme,
but the ‘less expensive’ model-to-code approach is also useful. Re-
lated to the transformation method, an appropriate formalisation
approach must be selected, that supports the envisaged model fea-
tures. Agent-based simulation is one example, others might include
macroscopic or multi-level simulation approaches.

The most important method in this respect is an encompassing
traceability, preserving links between the artefacts of the different
phases.

Such a selection of methods has been applied for the successful
use case model development presented in Part II and concluded in
section 7.6.

RQ 3: How can the methods according to RQ 2 be supported
by software tools?

Results and discussion: This question is partly answered by
the practical results of the work presented in this PhD thesis. For
the conceptual modelling phase, the CCD tool (see section 3.3.2)
fulfils the specific requirements very well and provides added value
for all involved parties:

Firstly, the modellers get an instrument at hand to structure
information and knowledge. In addition, they can count on a de-
creased workload due to automated generation of significant (‘bor-
ing’ structural) parts of model code, so they can directly start with
implementing the ‘interesting’ rule content.

Secondly, the stakeholders can dive much deeper into model
details than it would be possible from narrative documentation, if
they don’t want to read program code. Stakeholders in particular
with research background might want to follow the modelling and
simulation process beyond the evidence provision and simulation
model validation. In such cases the communication aspect of the
conceptual model is crucial. This unfortunately implies that the
contents have to be less formal, which impairs automated code
transformation. Here, more research is needed to overcome this
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gap. For example, another conceptual layer could be introduced,
providing common concepts of formalisations, that can serve as
links between informal concepts and code building blocks of various
implementation styles and programming languages.

Also for the model implementation phase, this PhD thesis pro-
vides an answer with DRAMS, presented in Part III. Defining agent
behaviour as declarative rules is well aligned with the concepts pro-
vided by the CCD. Still an open question is how the dependencies
between conceptual model and simulation model code can be made
independent from concrete simulation approaches (such as agent-
based simulation in this particular case).

Tools for methods in context to evidence collection and process-
ing are also dependent on the particular method. In this area (of
e.g. data analysis), typically many options to choose between are
available. Main catch in this respect are the often restricted means
for integrating such tools smoothly into the tool chain, e.g. by
providing interfaces to be used by the conceptual modelling tool.

Most importantly, appropriate tool support must ensure the
technical realisation of traceability (with an example presented in
Chapter 10).

RQ 4: How can process (according to RQ 1), methods (accord-
ing to RQ 2) and tools (according to RQ 3) be applied for creating
a specific simulation model in the domain of criminology?

Results and discussion: As a short answer, by using the
right methods and tools while applying the OCOPOMO process,
as discussed in Chapter 4. It is important in this context to tailor
the evidence generation to the kind of evidence documents avail-
able (which can appear in a possibly wide range, from unstructured
wire-tapping or interrogation protocols, to structured communica-
tion meta-data). As in many domains with restricted affinity to
computer science (such as in management, politics), it is impor-
tant to face police stakeholders with information on the modelling
and simulation procedures they can comprehend. Showing the pro-
gram code will never pay off in such cases; hence, the purpose of
the conceptual model as a communication means becomes partic-
ularly important — in a way to provide the basis of a common
terminology, an ontology.

Another crucial aspect is the adequate presentation of the sim-
ulation results, as reasoned in Chapter 7. Not only that language
the police stakeholders are familiar with becomes even more im-
portant. As a conclusion it can be said that content, structure and
language of the presented results should always be similar to the
appearance of the evidence documents. Following this approach
makes it much more likely that the results are actually carefully



299

examined, discussed and scrutinised, so that the model-based sce-
narios created with the simulations were even regarded by police
officers as ‘virtual experience’, paving the way to opening minds for
considering new views on seemingly already ‘concluded knowledge’.

Having these answers in mind, the following can be said regarding the unan-
swered research questions for the simulation model, complementing the discus-
sion in section 7.6:

Use Case CS RQ 1: Is it possible to apply a stringent mod-
elling process inspired from software engineering for the realisation
of complex simulation models which can be regarded as a special
class of software systems with typically soft and blur requirements,
while these requirements are not only biased through stakeholder
engagement (which is the baseline e.g. for industrial applications),
but also during the process of conceptual modelling, implemen-
tation and execution of simulations, triggered by verification and
validation of the developed software, and in addition by theories of
human behaviour?

Results and discussion: This question is a summary of the
general research questions discussed above, concretised with as-
sumptions regarding the peculiarities of simulation models viewed
as software systems. This is related to discussions about the re-
stricted usefulness of extensive software specification in cases where
the system to develop is a moving target, because the requirements
are changing rapidly — in the case of a simulation model, even by
program execution itself.

A fully satisfying solution for this special case has not been
found yet and needs further research.

Use Case CS RQ 2: Does thorough and comprehensive soft-
ware specification result in added value regarding quality of both
model implementation and simulation results?

Results and discussion: The answer to this question needs to
be differentiated. On the one hand, this approach was successfully
followed developing the use case model, with the specification as a
valuable means for discussions among involved persons, resulting in
a well-documented and comprehensive model implementation and
highly relevant model results (as confirmed by the police stake-
holders). On the other hand, the problem with rapidly changing
requirements and the not fully closed tool chain put some burden
on the model developer, as respective changes had to be kept con-
sistent in all the respective artefacts.

Use Case CS RQ 3: Does traceability from simulation re-
sults back to evidence documents increase the acceptance of the
simulation method for stakeholders?
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Results and discussion: This question deserves a clear Yes.
The model-based scenarios could only be written in this style (rid-
dled with actual text fragments from evidence documents) using
traceability features.

Concluding it can be said that the research questions led to interesting
and comprehensible results and to significant contributions not only to the
domains of criminology and computational social science (and, thus, also for
applied computer science), but also for software engineering as a discipline of
computer science in general: The example how to connect traceability with
a model development process and associated tools also applies more or less
unaltered to general evidence-driven software development processes, involving
structured methods to elicit user requirements for software systems.
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Appendix A

Verification and validation
techniques

Informal Static Dynamic Formal
Audit Cause-effect

graphing
Acceptance test-
ing

Induction

Desk checking Control analysis Alpha testing Inductive asser-
tions

Documentation
checking

Data analysis Assertion check-
ing

Inference

Face validation Fault/failure
analysis

Beta testing Logical deduc-
tion

Inspections Interface analy-
sis

Bottom-up test-
ing

Lambda calculus

Reviews Semantic analy-
sis

Comparison test-
ing

Predicate calcu-
lus

Turing test Structural analy-
sis

Statistical tech-
niques

Predicate trans-
formation

Walkthroughs Symbolic analy-
sis

Structural test-
ing

Proof of correct-
ness

Syntax analysis Submodel /
module testing

Traceability as-
sessment

Visualization /
animation

Table A.1: Verification and validation techniques, copied from (Sokolowski and
Banks, 2010, p. 16)
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Appendix B

Use case model supplements

The use case simulation model and some additional documentation can be
obtained from http://www.lotzmann.net/PhD/AppendixB/ModelCodeRepo.

Table B.1 shows structure and content of the model code repository.

Folder or file Content
data folder to store simulation outcomes

for simulation runs
documentation additional model documentation
documents evidence documents
DRAMS DRAMS runtime package with plu-

gins and external libraries
simulation-src simulation model source code
*_v1.ccd main CCD file for simulation model
*_v1.ccd_actions CCD action diagram of simulation

model
*_v1.ccd_diagram CCD actor-network diagram of sim-

ulation model

Table B.1: Structure an content of the use case model repository

305

http://www.lotzmann.net/PhD/AppendixB/ModelCodeRepo


306 Appendix B. Use case model supplements



Appendix C

DRAMS supplements

C.1 Language specification and guide
The DRAMS manual (an updated version of (Lotzmann and Meyer, 2013)) can
be downloaded from http://www.lotzmann.net/PhD/AppendixC/DRAMSManual.

C.2 Code repository
The DRAMS code repository can be obtained from http://www.lotzmann.net/
PhD/AppendixC/DRAMSCodeRepo.

Table C.1 shows structure and content of the repository.

C.3 Test model
The test model can be obtained from http://www.lotzmann.net/PhD/AppendixC/
DRAMSTestModel.
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Folder Content
documentation DRAMS user manual and other doc-

umentation
DRAMS DRAMS source code
— DRAMS-developer Eclipse project containing the

DRAMS sources DRAMS
— DRAMS-platforms Platform-specific model class (for

RepastJ)
— DRAMS-testing DRAMS test model
plugins DRAMS plugin source code
— ConsoleWriterPlugin UI plugin providing a simple log win-

dow
— CSVWriterPlugin Output writer plugin for CSV gener-

ation
— DomUL custom DOM implementation
— DRAMSConsolePlugin DRAMS Console
— DRAMSModelExplorer DRAMS Model Explorer
— DRAMSSwingGUIPlugin DRAMS UI
— MultiTabConsoleWriterPlugin UI plugin providing log window with

different views
— NumericalXMLWriterPlugin Output writer plugin for XML gen-

eration
— SwingGUIComponents commong GUI classes
— TextWriterPlugin Output writer plugin for text gener-

ation

Table C.1: Structure an content of the DRAMS repository
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