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Abstract

Mobile payment has been a payment option in th&ketdor a long time now and
was predicted to become a widely used payment rdetHowever, over the
years, the market penetration rate of mPaymentbéas relatively low, despite it
having all characteristics required of a convenmament method. The primary
reason for this has been cited as a lack of custagmeptance mainly caused due
to the lack of perceived security by the end-usaAtthough biometric
authentication is not a new technology, it is elgrering a revival in the light of
the present day terror threats and increased $ga@guirements in various
industries. The application of biometric authertimain mPayments is analysed
here and a suitable biometric authentication metiooduse with mPayments is
recommended. The issue of enrolment, human andnitathfactors to be
considered are discussed and the STOF businessl moaplied to a BiMoP

(biometric mPayment) application.

Keywords: Biometric Authentication, mPayments, Speaker Raitmg,
Fingerprint Recognition, Enrolment, Customer Aceepe, STOF Model.
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1. Introduction and Overview

This thesis will deal with the issue of authenimatin mPayments and how this
could be realized using biometrics with the goatlefeloping a viable business
model. A special focus is given to the processrwblnent as it forms the basis
for an accurate authentication process, as weth asstomer acceptance: without

which the application will not be successful.

The way mankind pays for goods or services has @ioag way from the early
barter system. There now is a plethora of paymptibies available ranging from
cash to plastic cards to electronic payment (ePat)nbechniques, from which the
consumer can choose the payment method most cemieioi him. One of the
payment options available today — although not spdead — is mobile payments
(mPayment). In its simplest form, mPayment candfendd as payments that are

carried out via the mobile phoh&rueger, 2001, p. 1).

Although it was predicted that mPayments would &/ successful and would be
the chosen form of payment for many customers (#eue2001), there are only a
limited number of mPayment applications in the reaidnd these have not been
able to achieve the expected level of market patietr. In his paper on the
problems of mPayment in Europe, Pousttchi stateséasons for this: the lack of
necessity for a new payment method and the userteption of the low levels of
security in mPayments (Pousttchi, 2004). Basedhenstudy of a failed Swiss
mPayment application, (Ondrus et al., 2009) fourad the mPayment application
failed to offer real value to the consumers as veslllacked a non-standard

solution, amongst others.

To be an attractive payment option to the user,ymieat has to offer some value
over the existing payment methods available. In ganison to other payment
options, mPayment does have its advantages, theegne being a higher level
of convenience. MPayment could minimize, if notmefate, the need to carry
around plastic cards and cash; the only objectfiee would have to carry on him

would be his mobile device. With this added advgataf convenience over other



payment options, the other prime hindrance thatymieat needs to overcome is
the user’s perception of mPayment security.

Security in payment applications is established nbans of successful user
authentication. Authentication can be defined “tee ability to confirm” a

claimed identity (Creese et al.,, 2003, p. 2). Thesimcommon form of
authentication in payment systems is carried oumaans of knowledge-based
techniques like Personal Identification NumberdN@)! Authentication can also
be carried out using object-based authenticationd amometric-based
authentication. These different types of authetiboba methods are further

explained in Chapter 3.

Since authentication essentially opens the accatsvgy to whatever object it
secures, it could be said that the level of seguwitany application depends on
how robust the authentication process is. If ther eensiders the authentication
process to be foolproof, he would potentially peree¢he application to be secure.
This leads to the question of which authenticatieethod and process would be
best-suited for use in mPayment applications ireotd gain the trust of the user.
Would the traditional PIN/password authenticatioetimod suffice or would a

more sophisticated, “newer” method be required?

Enter Biometrics. Biometrics can be defined ‘dbhe automated use of
physiological or behavioural characteristics to eehine or verify identity”

(Nanavati et al., 2002, p. 9). Biometric autheritarais used in various sectors
like law enforcement, healthcare, the governmedtiosetravel & immigration as

well as the financial sector (Nanavati et al., 2002ajor European airports like
Amsterdam Schiphol, Fraport Frankfurt, various Ukparts as well as airports in
Canada and the United Arab Emirates (UAE) user@t®gnition for automated
border controls (Bohnet, 2009). Many European Urn{igb)) passports employ
face recognition with machine readable passponmseRassports). The United
States of America (USA) use fingerprint verificatito verify travellers to their

country as well as using face recognition in e-pads (US Bureau of Consular
Affairs, 2009). Biometrics are also used in morenomercial contexts like simply

securing a laptop with fingerprint verification.
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As is illustrated in the above paragraph, biomstaie used in many diverse fields
and is not, by itself, a new technology. This wjgtead use of biometrics ranging
from the simple securing of laptops to homelandisgcshows that if the right
biometric is chosen, it can be employed to secune tgpe of goods/services;
hence the thought to identify if biometric autheation could be used in

mPayment applications and if so, which biometrialsidoe most appropriate.

1.1. Motivation
Payment plays an important role in everyday life.iBa buyer going to a regular

brick-and-mortar store, a buyer of digital goodstraveller, a consumer at a
vending machine or a payer of bills — they all needpay for their goods.
Typically, these payments are made through caskljtaor debit cards, which the
consumer carries on him at almost all times. mPaysmbave been around long
enough to have grown into an everyday payment opfitneoretically, it fulfils
all requirements that are expected of a paymertessysSoaring penetration rates
of mobile devices in the market and the fact thaéson owning a mobile device
carries it with him almost all the time should ren& a more convenient option to
pay with. However, it is still far from being a camn payment type. Lack of
customer acceptance based on the perceived sedhstgosts involved and the
lack of necessity for a new payment option are egiods causes for this
(Pousttchi, 2004).

Similarly, biometric security has also been around a long time and is
technically not a new invention. However, with therent global security threats,
new importance is being given to biometric techgme that may offer better

protection against fraud.

Although a lot of research has been done on mPagmand biometrics
separately, there are only very few academic on @anmercial references that
combine the two. The possibility of providing rdli@ security in mPayment by
means of biometrics, and thereby reducing the aanep inhibition of the present
day consumer, is what motivated the author to ¥ollois line of investigation.
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1.2.  Scope of the Thesis
There are a number of issues that need to be egbfitv mPayments to become a

successful mode of payment. These include starmdioin of the mPayment
procedures, alliances and partnerships betweepléyers, customer acceptance
and security (ECBS, 2003; Hampe et al., 2003a; Eler2001a), amongst others.
For the scope of this thesis, the issues concersicurity and customer

acceptance have been analyzed and discussed asthads model is proposed.

Security is an umbrella term that encompasses atithéon, encryption, data

integrity, non-repudiation and confidentiality (Hpenet al., 2003a). This thesis
will concentrate on the authentication aspect @ugty as implemented in an
mPayment system. It considers the present autla¢iotictechniques and explains
how biometric authentication can be used as a egpautt to the existing methods.
In the context of biometrics, this thesis narrovesvd to the methods of speaker
verification and fingerprint reading as appropriaethentication methods in
mPayments. A criteria catalogue is developed aretl us Chapter 3 for this

purpose. Enrolment plays a major role in successturhetric authentication and
is also highlighted within this thesis. The hypdatiseof amalgamating mPayments
and biometric authentication and the factors the#dnto be considered for its

implementation is the focus of this thesis.

1.3. Research Questions
This thesis aims at answering the following questiby the end:

1. How is customer authentication done in contemporamPayment

applications?

2. Is biometric authentication more suitable than carhporary

authentication methods?

3. If yes, what factors should be considered duringethiometric enrolment

process?

4. Which biometric is best-suited for use in mPaymemrhy?



12

1.4. Research Methodology
This work being a working hypothesis, there areydelv references that directly

address the issue under focus. The research wotkisathesis was of exploratory
nature. Academic resources and conference proggefionm a large part of the
literature review for mPayment, it being a ratheuryg research domain. Seminal
literature in the field of biometrics was used amals supported by conference
proceedings and journal articles. Surveys, forscagrofessional websites,
patents, news reports, press releases were aloeckto in order to get a picture

of the present market.

1.5. Thesis Structure
The thesis will cover the topics of mPayment arahgtrics and how these can be

combined to provide a secure payment system. FwoipwChapter 1 which
provides the motivation and scope of the thessts lihe research questions and
research methodology, a brief introduction on mRayis is given in Chapter 2.
This chapter will also discuss the Mobile PaymeafeRence Model (MPRM) as
given by (Pousttchi, 2005) as well as the mPaynvahie chain. The chapter
concludes with a description of existing securitgasures in mPayments. Chapter
3 deals with the basics of biometrics and why bimimauthentication is suited for
mPayment systems. Also, a criteria catalogue isvel@rwhich is then used to
identify which biometric is most suitable for mPagmt applications. An
introduction to speaker verification and fingerprirerification is given in this
chapter. Current implementations in the field of ayfents and biometrics
globally are discussed in Chapter 4. Having hadok at the mPayment and the
biometric overview, Chapter 5 discusses the clssiies to be considered in using
biometrics with mPayments, specifically for fingenp verification and speaker
verification. The crucial issue of enrolment alokgscustomer acceptance issues
round up this chapter. Chapter 6 looks at scenafo%iometric mPayment”
(BiMoP) applications and presents a potential businesseimmbdsed on STOF
(Service, Technology, Organization and Financek fihal chapter of the thesis
contains the summary and the conclusion & futurtdoold where the entire
concept of biometric mPayment is assessed alorygitsifeasibility in the market
today and in the future.
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2. Mobile Payments - An Overview

According to early research, mPayments were supptsdecome a payment
norm in the retail world (Krueger, 2001). Affordablmulti-functional mobile
devices were considered to be the perfect instrtsntenhold a payment utility,
making it more convenient to the user as plastrdaould become redundant.
Although mobile devices were and still are affodéalnulti-functional and have
become a necessity, mPayments have not been asssfudcor popular as
predicted. This is because the consumer does rat 82 require a new payment
method and is perfectly satisfied with the existeigpice — cash, debit cards,
credit cards, and in some countries such as theattKthe United States, even
cheques. With these payment options that the comsisraccustomed to, a new
payment option would not seem attractive unleggavides a certain degree of
added value over the other existing payment optiditee main benefit that
mPayment holds over other payment options is cadewes. Given that
everybody who owns a mobile device carries it an Aimost always, the need to
carry cash is minimized and plastic cards coulccdmmpletely eliminated when
using mPayments. Also, if sufficient merchants ateaPayments, it holds the
potential to become an ubiquitous payment opticat the consumer can use
anytime, anywhere. According to (Karnouskos, 200dPayments still hold the
potential to become a standardised payment metpomjided the consumer
recognizes its benefits. Added to this, the comgsplayers providing the service
should see a benefit in offering the service as;whak could be a financial profit,
enhancing customer experience to promote the oakdtip with the customer, or
revenue through some other source that’s tied hbegewith the new payment

option.

2.1. Definition
In its simplest form, mPayments are defined@syfnents that are carried out via

the mobile phorie(Krueger, 2001, p. 1). This basic idea is refecty many
authors like (Ondrus et al., 2004, p. 4; Strobdralg 2004, p. 75). (Karnouskos,
2004, p. 44) extends this definition by includiing ttasks that the mobile device
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performs in an mPayment transaction or rather whatmobile device has to do
so that a payment transaction is classified as Bayment transactiorfAny
payment where a mobile device is used in ordernibaie, activate and/or
confirm this payment can be considered a mobilem@ay’. Henkel looks at
mPayment from the perspective of authorizing tlagaction and say#lobile
payment refers to payment systems that use thelanoftone in the payment

process, in particular for payment authorizatiofHenkel et al., 2002, p. 1).

Stroborn’s definition in (Stroborn et al., 2004, Tb) takes a slight technical
inclination and states théobile payment includes all procedures that, ewen
the broadest sense, require the system-based ushge mobile device for
carrying out a payment processiAccording to this definition, mPayment would
be the set of all payment procedures that make theeslightest use of a mobile

device to carry out the payment transaction.

A detailed definition is given by (ECBS, 2003, p.wherein mPayment i$iot by
itself a new payment instrument but an access rdetboactivate an existing
means of payment for financial transactions proedsBy banks between bank
customers. An m-payment involves a wireless dékateis used and trusted by
the customer. M-payments may be card-based or amHzased, in both the real
and virtual world.” This definition only covers a bank-centric mPaymgygtem
meaning that only those transactions that involvieaak, its customers and a
wireless device would fall under the category ofayiRent. This would declassify
payments made for purchases like the download dfilmgames, logos and ring
tones as mPayment transactions since these dcenessarily involve a bank. If
the customer uses a prepaid mobile account, thegehs directly deducted from
his stored value for which the involvement of a lbas not required. In this
context, (Mallat et al., 2003) relates a problemthe simple definition of
mPayments; as per the simple definition, the pwela logos and ringtones for
the mobile device would be considered as mPaynmmmasios. If this were so,
then one can reason that a large part of mobile@hsers, if not all, have tried

mPayments at least once.
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Of interest from the definition of (ECBS, 2003)tle fact that it mentions the
environment in which mPayment can be used. It §psdhat mPayment can be
used in both théreal world” referring to a Point-of-Sales (POS) transaction as
well as in the"virtual world” referring to eCommerce and mCommerce. This
idea of being able to use your mobile device irpalisible purchasing scenarios is

a strong argument that speaks for mPayment in tefroensumer convenience.

In his dissertation, Pousttchi differentiates ttegympent framework into mobile
billing and mobile payment. He defines mobile bijias the charging/billing of
telecommunication services through a mobile netwap&rator in the context of
an existing billing relationship. He further prodseto define mPayment &he
type of payment transaction settlement in whicleast the payer uses mobile
communication techniques (in connection with mobéeices) for the initiation,
authorization or realization of the payment in tleentext of an electronic
procedure” (Pousttchi, 2005, p. 21T his kind of a differentiation between mobile
biling and mPayment could be used to classify tong purchases more as

mobile billing transactions than mPayment transasti

From the above collection of definitions, it is aws that while the basic idea
behind mPayment is the same, the definitions oaly ¥n their perception. While
(Stroborn et al., 2004) give a more technical defn, (ECBS, 2003) defines
mPayment from a bank’s perspective. What remaimsnoon is the core notion

behind mPayment: it is not possible without a medivice.

Consolidating the focal aspects of the above exgpians:
“MPayment can be defined as a payment transactiamied
out with the help of a mobile device in an mCommerc
eCommerce or POS environment, wherein the mobileelés
used to either initiate, activate, confirm, autregriand/or realize
the payment process or transaction. The mobilecgevan also
simply be the storage unit that warehouses the ifignt

payment details
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2.2. Important Aspects of mPayments
To establish the framework and area covered by tthesis, a few essential

characteristics of mPayment will be described ia section. Till date, there have
been numerous attempts at introducing a succesdfalyment application around
the world. While many have had to cease operatibesPaybox (Ding et al.,
2003) and Simpay (Finextra, 2005) for instanceeva MPayment systems have
crystallized out successfully. The most succesafd sustainable employment of
mPayment has been in mobile ticketing in differeahsportation facilities and
the purchase of parking tickets. mPark is a facthiat offers paying for parking
using mPayments and is available in the UK, Germémjand and Australfa
Deutsche Bahmn Germany offers mobile ticketing facilities; whi is explained
in Chapter 4.

2.2.1. Classification of mPayment Transactions
mPayment can be used in different environmentsgpaddent of the physical

location of the user and the mobile device. Witfenence to the environment,

mPayment transactions can be classified as fol(blasnpe et al., 2003b):

(a) Local transaction: A local transaction is where the mobile device is
present at the payment terminal like a store PO&noAutomatic Teller
Machine (ATM) and it communicates locally with tpayment terminal
(Karnouskos, 2004). Local transactions are alsowkn@s proximity
payments or contactless payments because the payai@as place in
close proximity to the terminal via short range eh@ss communication
technology (Hampe et al., 2003b) like Bluetooth, aNeField
Communication (NFC) or infrared. An example of adbtransaction is
paying for a drink from a vending machine as officbg the MNO, Telstra
in Australia known as Dial-a-Coké€. Using this, customers dial the
number given on the vending machine and followgiven instructions to
select and pay for the chosen drink; the customénen charged for the

amount in his next bill

! www.mpark.com
2 http://www.ccamatil.com/files/1/FINAL%20Coke%20P&r20release. pdf
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(b) Remote Transaction: A remote transaction is a payment transaction that
takes place irrespective of the consumer’s locafléarnouskos, 2004).
When buying a bus ticket, logos, ringtones or gafaégtal goods), the
consumer could be anywhere. These are examplesnaite environments
where the location of the consumer while initiatitlge payment is
insignificant Such payments can be browser-based as in the tdggtal
goods or SMS-based as in the case of mTicketingn@¢eet al., 2003b).

(c) Transactions in a personal environment:A transaction in a personal
environment is a payment that takes place betweegral devices that are
controlled by the user (Hampe et al., 2003b). Aanegle of this could be
topping up the credit on a prepaid mobile accouomfanother mobile
device using mPayment. A parent could transfeinaétto the mobile
device of a child, for instance. NGPay, one of iiii@éayment applications
in India, plans on offering such intra-mobile mornggnsfer through their

application. NGPay is also further discussed inpidra4.

The reason these transaction environments arel listdbecause the biometric
mPayment application as described in this thessnisbiquitous one that can be
used in any of these environments. What each dfetheansactions have in
common is the payment life cycle.

2.2.2. Players in the mPayment Scenario
Players are the different entities involved in arPayment scenario who

contribute to the mPayment set-up in one way oother depending on their core
competency. These entities can be organizatiomspanies or individual persons.
The players directly involved in the mPayment psscare referred to as active
players. These are the players that directly imib@eor are a part of the payment
life-cycle depicted in Figure 1. Banks and MobiletiNork Operators (MNO) are
examples of active players. Passive players argelawho do not directly
contribute to the mPayment life-cycle, but who haeupportive role in the

provision of mPayments.
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Active Players

Mobile Network OperatorsMNOs are the telecommunication providers (Telco)
who are responsible for the network infrastructditeeir core business is running
a mobile network (Pousttchi, 2004) and billing thaiistomers for used air-time.
In practice, there are two kinds of telcos — the ®&Nand the mobile virtual
network operators (MVNO). While MNOs have their owmfrastructure, MVNOs
rely on/use the network infrastructure of an MNQptovide their services. Their
contribution to the value chain is the partial pscan of MNO services
(Pousttchi, 2005). An example of an MVNO in Germasyeasymobil& which
uses the network of the MNO, T-Mobile.

An MNO could be regarded as an ideal candidatdfes mPayment. For MNOs,
billing for mPayment transactions would only invelminimal costs, if any at all,
(Pousttchi, 2005) since there already exists anpillrelationship with the
customer . Secondly, they own and control the teahmfrastructure and already
provide mobile phone services. Given the huge costalatabase that they have
(Karnouskos, 2004), MNOs could reach out to poéénmiPayment consumers
and target their marketing efforts directly at théased on existing consumer
behaviour. For instance, consumers who are eadptads of technology might

be more prone to try mPayments or at least beasted in what mPayments are.

MNOs can take up to three different roles in an ymiRent scenario. They can be
the mobile payment service provider (MPSP) offetimg mPayment service. The
MNO can also take over the role of being only thiéing entity. In many
mPayment applications in the micro-payment secibris the MNO who
ultimately bills the customer for his purchasesngsmPayment; they would
function like banks that offer credit cards in caayment applications. The best
example is once again the download of logos, rimggoand games. The customer
buys goods and is billed by the MNO with his reguddl. The position from
which the MNO has the least involvement is as & marrier. In such a case, the

MNO is merely responsible for the transfer of pagingata between the various

 www.easymobile.de
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other players. Whatever the degree of involvemerfayment cannot take place

without the MNO in the value chain.

Banks: Banks and other financial providers like creditdcaompanies constitute
the other large player in the mPayment scenaricatWittekes banks attractive as
the mPayment provider is the customer trust thay tenjoy (Krueger, 2001).
Banks have long existed in business and the cust@mgsed to entrusting his
money with the bank. Introducing an mPayment appbo under the banner of a
bank boosts customer acceptance since the trustudtemer has in the bank is
transferred to the payment application. Also, theare competency being
monetary transactions, banks have the requiredriexge and risk management
facilities to handle mPayment transactions (Zmijeavet al., 2006) not to
mention that they have an existing payment infuastire and vast merchant
database. As an acquirer, banks have an existimgo@u of merchants who
partner with them for debit and credit card payrseithis gives banks a good
starting point if the merchants cooperate and agresfer the given mPayment

application as a payment option.

In a bank-dominated model, the bank is the prinagg in the value chain. In
such a case the bank is the player offering theymiat application, relying on
the MNO as the data carrier. Although banks do“bdk’ customers, they can
still be responsible for accepting the payment enatf of the mPayment provider
by simply deducting it from the customer’s bankagot (if the customer has an
account in the given bank) or by initiating thenster of money from the
customer’s account in another bank. As in the a#s®&INOs, the degree of
involvement can vary for banks too. They can takdh® role of the mPayment
provider; they could be responsible only for thgrmant infrastructure or they

could be merely handling the clearing and settléroéfunds.

Merchants The role of merchants in the successful functiomhgn mPayment

system is often underestimated. Merchants are pertant as the end-user is in
the mPayment scenario. For a consumer to adopt métay a substantial number
of merchants need to offer it as a payment opfitwe. greater the number of users

for a given payment system, the more worthwhilasitfor the merchant to
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implement the payment system, and conversely, tteatgr the number of
merchants, the more worthwhile it is for the custonto start using the payment
system (Henkel, 2001a). This unfortunately form&cous circle; the consumer
may hesitate trying out a new payment system it&enot use it widely. The
merchant, on the other hand, may not be willingfter a new payment system if

he is not convinced of a strong consumer acceptance

It could be argued that merchants are more padisareactive players. However,
the author finds that since merchants stronglyarite the success of mPayments
and since they are directly involved with the pagimsystem, they can be

classified as active players.

Third Party Players:A third party player is an independent mPaymenviser

provider who is neither a bank nor an MNO, but wirovides an mPayment
solution. NGPay for instance, which is further expéd in Chapter 4, is an
example of a third party driven mPayment solutidihird party players are

usually start-ups and they depend on MNOs, eithex partnership or just as a
carrier. The involvement of an established playiee & bank or MNO helps the
third party player to market its mPayment applmatbetter — an aspect required
to gain the trust of its customers and to obtalarge number of both customers

and merchants to use the new mPayment solution.

Passive Players

Mobile Device Manufacturers As a passive player, the mobile device
manufacturer only indirectly influences the mPaymsystem. In present day

mPayment scenarios, the mobile device manufactai@nsot have a big role to

play. Equipping mobile devices with adequate sofewand hardware required for
mPayment could possibly be the responsibility efriobile device manufacturer.

This software could include mWallets, payment eimgbhapplets, etc. However,

most software that would be required can also beéenzvailable to the users as
downloads from the internet and there is no addidvardware requirement for

the present day mPayment applications. If howeter mPayment application is

to use biometric authentication, then additionaldtere such as the fingerprint

reader are required.
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In terms of its role in the mPayment value chahe tlevice manufacturer is
primarily responsible for the hardware componestfuired for mPayment. The
role of the mobile device manufacturer can befitated using proximity payment
as an example. The NFC interface/unit over whick payment data are
transmitted needs to be implemented in the dewige.example of such a
contactless mPayment solution is the mTicketinglifgdn the city of Hanau,

Germany which is explained in detail in Chapter 4.

Since the NFC functionality or other hardware eqmept in the mobile device is
not solely present for mPayment purposes, the dewianufacturer would not
necessarily fit into the mPayment value chain; altfh it is true that the
equipment is not used solely for mPayment, théyfstm a vital element that the
payment process cannot do without and hence ptheedevice manufacturer in

the position of a passive player.

Equipping the device with an mWallet is an exampk how the device
manufacturer might contribute to the mPayment vahein. These mWallets are
usually password-protected. This provides a goodelleof security since
essentially two levels of authentication have togbee through, the first being
entering the PIN for the SIM (Subscriber Identitydile) card and the second
being the PIN to access the mWallet. Although thight provide more security,
it is arduous from the user's point of view sineehlas to remember two PINs for
a single device. Also, the PIN for the mobile devanly has to be re-entered if
the device was switched off. Given that most mobégices are not switched off
that often, the two levels of authentication preadty do not exist if the mobile
device is in the active state. MNOs in many coestfindia and UK for instance)
do not require, by default, the entry of a PIN ¢taess the SIM card in the phone.
On switching on the phone, the SIM is automaticaliivated. The two levels of

authentications would obviously not apply to suatase either.

Interestingly, (Dahlberg et al., 2002) mention thRayment solutions are easy to
use given that authorization makes use of two Rites with the mobile device.
However, this is in comparison to electronic anigrinet banking. As a payment

option, the ease of use of a payment system hilas tmmpared to other payment
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options available in the market, especially thasat would be favoured over
mPayments; these would be credit cards, debit Gardsash. Compared to these,
where all that the consumer would have to do isigea signature or remember

a single PIN for the credit/debit card, the two-Bi$tem is cumbersome.

Other software would include the actual mPaymemiegtion. An example of
such software is the application used by NGPay. &GB an mPayment system
used in India. The software is essentially an méfaNith additional functions
that aid the customer in managing his payment aemns by maintaining a list
of merchants and payment history amongst othemufesat NGPay is further
explained in Chapter 4. Although the software iailable for download at any

time, these could also be provided by the mobilecgemanufacturer.

End-User/Consumer Possibly the most important link in the value chéaime
consumer is the entity that eventually uses theymieat systemdf there aren’t
enough customers using mPayments, it is unlikelpesuccessful. The greater

the number of users, the more valuable the paymetatork (Henkel et al., 2002).

Precisely defining and understanding who conssttite target population is vital
for the functioning of any business idea (Hammeal 2003). The product has to
fulfil the demands of the target group and showddtdilored to their likes and
dislikes. The entire life-cycle of a product is mar less influenced by this; the
branding, the marketing approach and the chanrseld. All this depends on the

target customer. This holds good for mPayments too.

As described earlier, the adoption of the mPaynssistem by the merchant
greatly influences consumer acceptance and vicgavdir the merchant does not
see a substantial number of customers using orimgarib use a particular

payment system, it is not feasible for him to pdavit as a payment option. It can
be seen here how the network effect could affextaitceptance of the merchant.
Conversely, if the customer cannot use a paymesteésyat a number of merchant

establishments, the payment system would not bacttte to him.
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2.2.3. The Payment Life-Cycle

(All of the following information referenced fro@ridrus et al., 2004) unless otherwise
noted).

The payment life-cycle is discussed here becaud&ustrates the course of a
payment process and, since it gives a better ihgigitne various players involved
in the mPayment scenario, the different roles thay can take on and how they
would need to collaborate with each other.

Note that there is a difference between a playdraarole. While a role is a set of
functions that need to be performed, a player & dhtity that performs these
functions. Consequently, a single player could taketwo roles: the content
provider could be the merchant at a POS terminalergding machine or an
eCommerce service provider. Of importance is toeustdnd how a payment

transaction takes place and what the significagssare in the process.

Figure 1 illustrates the life cycle of a genericyp@nt transaction, which is
applicable to any form of electronic payment tratisas, including mPayments.

This life cycle can be segregated into nine steps.

0. Registration: Before initiating a payment process, the consumseglly has to
enrol/registet with the payment provider. This encompasses capgfiaustomer
information, bank details, the authentication pthoe and/or the installation of
the required software on the mobile device, if aesin’t exist on the device

already.

Downloading an applet or installing the requiredtvwsare does not usually take
more than a few minutes. With many mPayment apjpdiea — which typically

process micro-payments — an explicit enrolmentosaarried out. For example,
when downloading digital goods like logos and raorgs, there is no explicit
enrolment; the first purchase serves as enrolmEm. consumer agrees to the
terms and conditions of the merchant through gt purchase; an identification

or verification process is not carried out anditglis done along with the mobile

“In literature, the terms registration and enrolhteve been used synonymously. However,
registration usually refers to a “smaller” proctfsan enrolment, comparable to the registration of
an email account. Enrolment is a more rigorousgsscin this thesis, we shall use the term
enrolment.
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phone bill or the amount is deducted from the prepeedit available. The actual

enrolment is such a case is implicit and automatic.

5. Delivery of Content

[ Consumer 1. Purchase indication Content Provider (CP)]
A | x
2. Purchase 8. Revenue
7. Payment Request Sharing

- 0. Registration
6. Billing 4. Purchase
Authorization

|

: 3. Authentication / Authorizati . .
Trusted Third Party "\ Authentication / Authorizalo %ayment Service Provide
(E.g. MNO, bank, Credit (E.g. MNO, bank, Credit
Card Company, ISP) | 8. Revenue Sharing Card Company, startup)

Figure 1 — The Payment Life — Cycle (Ondrus et24lQ4).

From the merchant’s point of view or from the viefithe payment provider, with
monetary values this low, an enrolment process nm\be required or may not
be feasible given the low risk proposition and thgh costs of enrolment.
However, considering the fact that a significantcpatage of young adults and
adolescents in the age group 13-24 — who form themeptarget group of
downloadable goods — are already in financial dgbtczak, 2005), the question
as to whether some kind of informative enrolmemtcpss should be in place does
arise, even if it only includes obtaining a consestatement from the

parents/guardians of under-aged mobile subscribers.

In most macro payment scenarios, customer enrolmgemtot just the mere
“registration” of the customer for the payment s, but it also serves as the
identification and verification of the person. Eiment is crucial in the case of
any payment process, since all further authentinawill be based on the data
collected during the enrolment stage; the reducbbrfraud being the prime
concern. To achieve this, the correct identityhaf person has to be established as

well as his financial credibility.
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After the initial enrolment process, the consumen start using the payment
application to make purchases provided the payroetibn is offered on the

merchant sidgPlayers: Consumer, Payment Service Provider).

1. Payment Indication: On purchasing an item, the consumer initiates the
payment process through the merchant by providimg transaction details
consisting of the payment amount, the account nurfdsemobile phone number
which serves as the account number), user ideatific and some sort of

authenticatior{Players: Consumer, Merchant).

2. Purchase RequestThe merchant then requests an authorization froen th

payment service providéPlayers: Merchant, Payment Service Provider).

3. Authentication/Authorization: The payment service provider in turn checks
the authenticity of the user with the trusted thpedty. The trusted third party and
the payment service provider could be one anddheesplayer. For instance, in a
credit card transaction, the payment service peviould be the merchant
acquirer and the trusted third party would be thedit card issuelPlayers:
Merchant, Payment Service Provider, Trusted Thadyp.

4. Purchase Authorization: After establishing the identity of the consumée t
payment service provider authorizes the merchhantarry out the transaction

(Players: Merchant, Payment Service Provider).

5. Delivery of Goods: The consumer receives the godédayers: Merchant,

Consumer).

6. Billing: The trusted third party bills the custombr.the case of mPayments,
the customer could be billed along with his molpil@ne bill, in a separate bill or
the amount can be deducted from the customer’'s lasdount (Players:
Consumer, Trusted Third Party)

7. Payment: The customer pays the billed amount to the trushkéd party
(Players: Consumer, Trusted Third Party).
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8. Revenue Sharing:The involved players share the revenue obtafealyers:

All players involved except for the consumer andachant).

2.3. The mPayment Value - Chain

(All of the following information referenced froi@dntius et al., 2003) unless otherwise

noted).

Similar to the payment life-cycle, the mPaymentuealchain describes the

payment process for mPayments in particular, rath&n payments in general.

Also, this mPayment value chain will be used in @Ba 5 to incorporate

biometric authentication.

The mPayment value chain consists of eight corgiges illustrated in Figure 2.

Regis-
tration

Initia-
tion

)

Authe
nticati

)

Autho>

Captu
ring

)

Clear-
ing

)

Settle-
ment

)

Manage
-ment

Figure 2 — The mPayment Value Chain (Contius e2&03, p. 61)

The consumer firstregisters for

using the payment system. It

encompasses all activities starting from custoneguisition up to the

enrolment process.

The paymentnitiation phase is the actual point of transaction when the

customer has selected his goods and is now reaggyoThe merchant

receives the transaction credentials and has toaheek with the payment

provider if the transaction can be carried out.sTieidone in the next two

phases.

The authentication phase verifies if the person really is who hemaio

be. It checks if the data provided at the timetd transaction and the

enrolled data are the same. Usually, paymentsuheiaticated by means

of signatures or PINs. It is in this authenticatipimase that biometrics

could potentially be used and is further discussechapter 5.
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» After the customer has been authenticated, the eal/transaction has to
be authorized. The authorization phase checks to see if thes#ietion for
the given amount can be carried out. It checks,rgstoother things, if the

customer is financially covered to make the tratisac

» Thecapturing phase no longer involves the customer. Captuefgys to
saving the transaction details in a system datalddkdata that is required
for the billing and settlement phases are captanebistored.

* The clearing phase involves the confirmation and transfer ofnpent
instructions mainly between the acquiring bank kainthe merchant) and
the issuing bank (bank of the customer). Banks atosettle funds on an
individual transaction basis. They collect togetlterset of payment
instructions for each transaction and perform a@lbakttlement between
each other on a higher level. Once the funds aresterred, the receiving
bank then breaks it down to the individual accowagsper the payment

instructions.

« Settlementis where the funds are actually transferred betvtke various

financial houses involved.

* The final phase in the payment processanagement This deals with
the consolidation of the customer bill and sendhrggbill/statement to the
customer. It also includes dealing with customerscase of default.
Essentially, management encompasses all postraetiteinteraction with

the customer.

Each of these activities is handled by differemtyplts. The actual distribution of
roles varies depending on who dominates the vdiaecln an MNO-dominated
model, for example, the registration and authetibnawould be carried out by
the MNO. Also, the above explained value chain isiraplified form of the

mPayment value chain. The mPayment value chainbeaoomplex. Assigning
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the best role to each player would require timanfide et al., 2003a) and depends
on the core competency of each player and thedl lglvinvolvement.

2.4. The Mobile Payment Reference Model

(This section, unless otherwise mentioned, has tad@m from (Pousttchi, 2005))

The Mobile Payment Reference Model (MPRM) is anotimfation model,

developed by Pousttchi in his doctoral disserta{idousttchi, 2005). The model
aims to provide a framework for ubiquitous mPaymantl to improve the
collaboration between the various players involMedusttchi defines the model
as “a technically and economically interoperabferimation model developed to
support mPayment processes, especially in thezegi@n of cooperation between
the various complementary players involved in thaynpent procedure.”
(Pousttchi, 2005, p. 3)

The MPRM consists of two sub-models: the refererganisation model and the
reference application system model. The referemganisation model regulates
the cooperation between the players, analyses iffexethit possible utilization

scenarios for mPayment and maps these scenaridestga few standard

mPayment (MP) types. In simple terms, a standard tifiié¢ is a grouping of

mPayment procedures based on their characteristidshave been derived by
(Kreyer et al., 2002). Utilization scenarios can lmest described as different
situations or application areas where differenitdigonline articles, downloads
like music, ringtones, online books, etc) or nogidil goods can be bought using
mPayment. The reference application system modsifsgs the system view of
the MPRM with the help of a semantic model. Thistegn view is comprised of
two sub-views: the external view represented bysa-aase diagram and a

semantic view represented by means of a classatragrhis thesis will not delve

® ...ein technisch und wirtschaftlich interoperablesfdrmationssystem zur Unterstiitzung

mobiler Bezahlvorgange, das zur Umsetzung einerarfdl komplementarer Anbieter von
Bezahlverfahren geeignet ist und durch eine systemanente Herstellung dieser Kooperation
die Vorraussetzungen dafur schafft, mobiles Bemalmmerhalb und aufl3erhalb des Mobile
Commerce zu einer etablierten und weitverbreitetahlungsart werden zu lassen.”(Pousttchi,
2005)
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deeper into the application system model since plaig of the model is not
relevant to the core subject of this work.

MPRM Organisation Model

The MPRM organisation model has been developed rmlysing different
possible utilization scenarios for mPayments andnigpping these against a
selected set of three standard MP types. (Kreyat.e2002) arrived at a total of
five different standard MP types: three of these ased by the MPRM
organisation model. For the sake of understandheythree standard types used
by the organisation model are explained after tescdption of the utilization

scenarios.

The Cartesian product obtained from mapping tHezation scenarios against the
three derived standard MP types give a set of ZEiple combinations (a given
payment type used in a given payment scenarioynRfese combinations, the
most promising and valid combinations are extra@ed form the organisation

model.

Utilization scenarios

The utilization scenarios are differentiated basedhe type of goods purchased —
digital or non-digital — in either mCommerce, eCoetoe or in regular brick and
mortar commerce; additionally, it includes the payntransfers from customer-
to-customer (C2C). This gives a total of seveneddht utilization scenarios,

which are summarized below:

A — Purchase of digital goods in mCommerce agarnsemium charge
B — Purchase of digital goods in mCommerce agaiffisied charge

C — Purchase of digital goods in eCommerce

D — Purchase of non-digital goods in eCommerce @ommerce

E — Purchase of goods from a vending machine

F — Purchase of goods at POS

G — C2C Payment transfer
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Standard MP Types

Standard Type | is a standard type where mPayment billing is daloag with
the phone bill and where the settlement is donghkbyMNO. Since the MNO
already bills the customer for airtime, transactosts in this regard are relatively
low. As this type is a post-paid standard type,rthle involved is higher as there
IS no cap to the amount the consumer could spemdg uthe mPayment
application. One way of reducing this risk is byving an upper “spend
threshold” within the mPayment application itseNeedless to say, there is also

the risk of fraud in case the mobile device getts wrong hands.

Standard Type I, on the other hand, is a bank-centric standard tgpaning
that settlement is done by the bank and functibrsugh a direct debit system or
a credit card transaction. Again, this is a posttandard type; however, it
generally does not bear the risk that standard kyjmenes with since the amount
of the transaction is indirectly capped by the amiaf money in the consumer’s
account — in case of a direct debit transactiorthercredit limit if using a credit

card.

Both standard type | and Il together are not umsially applicable. To ensure
universality, (Pousttchi, 2005) introducgtandard type lll, based on the prepaid
standard type. The customer stores a monetary \aiueis mobile device and
uses it to make his payments. There are no stries iwith regard to the amount.
One idea is to aggregate smaller amounts togetigit@asettle it as a standard
type Il settlement once it reaches a certain tloleskialue. The characteristic

features of the three derived standard types anensuized in Figure 3.

Figure 3 indicates that the authentication techesgsuggested for the different
standard types are the conventional mobile devitkeatication systems. In the
case of micro-payments, there is no authenticgirosess per se; the user is only
identified by means of the Mobile Subscriber Intgégd Services Digital Network
(MSISDN) number. This would mean that anybody wls hccess to the mobile
device could initiate a payment. One could argyenggthat in the case of micro-
payments the amount is so low that the costs imebla making the system more

secure are far higher than the corresponding fisfaad. However, an mPayment
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application that is perceived to have a high lefetsecurity is more likely to be
accepted than one with a lower level of perceivexligty. Having a well secured

mPayment application also means that it will beusecenough for macro-

payments as well.

MNO/Bank
. Transaction | Security | Authentication Type of
Centric
Costs Level Method Payment
Type

Standard MNO- Micro

) Low Medium Via MSISDN ]
Type I centric (Postpaid)

Standard Bank- ] ) PIN Macro

High High
Type I1 centric Authentication (Postpaid)
Standard Bank- Micro/Macro
Low Medium PIN/MSISDN

Type III centric (Prepaid)

Figure 3 — Characteristic features of the derivéahslard types (Based on (Pousttchi,
2005))

From the set of values obtained from the Cartepraduct, valid combinations
are extracted. A valid combination is the applmatof a standard MP type in a
given utilization scenario where the implementatie theoretically and

practically possible and well-suited for the invadvplayers. Since the mainstream
of this thesis does not concentrate on the MPRMahdke method and reasoning
for the derivation of the valid combinations wilbthbe discussed in detail. AS
example of how a valid combination is derived isegi below. Of interest is

mainly the result which is given in Figure 4. Thart@sian product gives a total of

15 valid combinations, which are denoted by “X”.

To illustrate how these combinations have beernvddyithe utilization scenario
“E” and its derived combinations are explained h&eenario “E” is a scenario
where non-digital goods are purchased at a POSingntachine. Such a
payment situation would not necessarily be ideabfo MNO-centric application.

Standard type | is not suitable for vending macsidee to the receivable margin,
the possibility of reclamation in case of a machdeéct and the high probability
that vending machines are in areas that have a meaile signal. Standard type
Il would here be an apt payment type since it ¢amdle both macro and

micropayments. Standard type Il also is a posgailgnent type in scenario “E”.
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The combinations given in parentheses () indidaaé e¢ither type can be used. For
example, in the utilization scenario “C”, apartrfrdype I, either type I or type lIlI

can also be included.

Utilization | Standard | Standard | Standard
Scenario MP MP MP
Type I Type 11 Type II1I

A X

B X X

Cc X) X (X)

D (X) X (X)

E X X

F X X

G X X

Figure 4 — Cartesian Product of utilization scereriand standard types (Based on
(Pousttchi, 2005)

These 15 possible combinations form the MPRM omggtion model.
Interestingly, no single standard type can be useall utilization scenarios. To
ensure an ubiquitous mPayment application, a pettioat of two standard types
would have to be used. Coupling standard type llbodl and Il would cover all

utilization scenarios.

The MPRM organisation model also regulates the emin between the
various players in the payment process by stimgatvhich player is best-suited
to handle the payment process in a certain scerfauich a regulation gives a kind
of guideline for vertical as well as horizontaliatices. A vertical alliance is the
cooperation between the same kind of player; fataimce the cooperation
between MNOs would be a vertical alliance. A honizb alliance is the
cooperation between players with complementaryguajike banks and MNOs.
Figure 5 illustrates the horizontal and verticéibalces between banks and MNOs.
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/ BANK n \ MNO m BANK n MNO m

[ ] [ ] [ ] [ ]

[ ] [ ] [ ] [ ]

[ ] [ ] [ ] [ ]

[ ] [ ] [ ] [ ]
BANK 2 / MNO 2 BANK 2 MNO 2
\ BANK1 /[ MNO 1 C BANK 1 MNO 1

Figure 5 — Vertical and Horizontal Alliances betwdganks and MNOs (Pousttchi, 2005,
p. 37)

Both vertical and horizontal alliances contribue haking the mPayment
application ubiquitous and standardized. Users lihe@ mobile subscriptions
with various MNOs, their credit card with differemssuers and their bank
accounts with various banks. The horizontal andicadralliances would ensure
that the mPayment application is available to ag sauser base as possible. The
larger the number of banks and MNOs in the alliative larger the covered user
base. NTT DoCoMo in Japan is a perfect exampleosy hlliances between a
numerous of players can ensure a successful mPayamlication. NTT
DoCoMo is described in Chapter 4.

2.5. Contemporary Security in mPayments
Security in the digital world has become a majonassn with issues like data

privacy gaining more and more weight. Digital seed, in particular mobile
services, can only be successful if the user pezsdihe system to be secure and
thereby trusts the system enough to use it (Rammgnét al., 2005). When it
comes to a payment system, the security requirenvartall the more vital. In a
study conducted by (Krueger, 2004) only 15.8% opragimately 13,000



34

respondents found paying through a mobile devidegeteecure. Of interest is also
a study conducted by (Wiedemann et al., 2008) his $tudy, the respondents
were asked if they would be willing to enrol to wwsemPayment application and
if yes, in how many: only 8.2% of users said thHayt would not enrol in an
mPayment system. While this may not directly reéfiebat the users think about
mPayment security, it can be deduced that the nelgrds would not contemplate
enrolling in a system they did not perceive as seclihe study analyzed 1123
filled out questionnaires; two-thirds of the resgents were a “tech-savvy”
population. Given this, the percentage numbers nwybe representative of the
general public.

The Oxford dictionary defines security ‘dee state of being or feeling secure”.
Applying this to payments, a secure payment wowddbe in where the actual
transaction is secured against all sorts of freermtubnd privacy attacks and one
where the consumer feels secure about using theguayapplication. A payment
system can be considered as secure if it satisfiesfive payment security

features.

2.5.1. Payment Security Features
There are five features to security in an electrotrtansaction. These are

authentication, confidentiality, encryption, datategrity and non-repudiation
(Hampe et al., 2003a).

Authentication: Authentication refers to the ability to uniquelyetify the
parties involved in a transaction and to deterntime validity of this identity
(Creese et al.,, 2003). In a payment transactions iimportant that both the
customer and the merchant are authenticated (Daerget al., 2004) since both
are equally prone to fraudulent attacks. Whilerttexchant could be faced with a
fraudulent customer with a stolen identity, thetooser could be faced with a
fake merchant through attacks such as phishingshifty is a method of
attempting identity theft, where the offender sends emails pretending to be a
merchant or the user’'s bank and requests persaialfitbm the user such as his

password or banking details. This often involvesdintecting the user to a site
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that looks like the merchant's or the bank’s oficsite. Although phishing is
more predominant on the internet, it is slowly fimglits way to the mobile world,
too (Chellam, 2005).

Confidentiality: Confidentiality refers to the user identity and usdormation
being kept concealed (Dannenberg et al., 2004aninpayment transaction, data
pertaining to the customer like his address, thehased item and probably the
credit card details or bank account details areect@dd. While this information is
necessary to carry out the transaction, the celtedata should not be disclosed to
any third party unless legally required to do $shiould be used only in context
with the payment. Confidentiality of the data shibddle maintained not only
during the transmission but also when it is stotadnany situations of identity
theft, stolen credit card details and similar kiofl frauds, it is not during
transmission of the data that the information @est, but by hacking into the

central repository where this data is stored.

Encryption: The safe transmission of data requires it to lmeygted. Encryption

means that the data is encoded and cannot bedeeighered without the key to
decrypt it. This ensures that data transmitted c@rbe tapped during the
transmission, which is vital in an mPayment sitatwhere the payment details

have to be transmitted.

Data Integrity: Data integrity means that the data cannot be nemtifi any way
by unauthorized persons. The data should be trateshto the merchant and from
the merchant to the payment provider in the samte sis it left the customer. The
data should be protected from intentional as wall umintentional attacks
(Dannenberg et al., 2004).

Non-Repudiation: Non-repudiation is the assurance that the finhm@asfer has
taken place. Non-repudiation is necessary to erthateneither the sender nor the
receiver can deny having sent/received the datay tire case of mPayments the
money. This non-repudiation of the end-user is oéag significance to
merchants/vendors (Hampe et al., 2000), sincestres that they receive their

payment.
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Ensuring that these five features are met wouldmtleat the following questions

are answered:

* Is the customer who he claims to be?

* |s the merchant who he claims to be?

* Is my data in the right hands? Will it be passed ta third person?
e Can my data be read during transmission?

* Has the merchant received my payment?

Assuring these five security features also incredise trust of the customer in the
payment system. Knowing that the money reachegdheperson, that the data is
kept both safe and secure and that the paymerdriged out with no problem
would possibly remove all doubt from the consumaried.

2.5.2. Authentication - The Key Security Issue
Authenticating a user can be done in numerous \Wag3ising passwords, PINs,

smart cards or tokens. Based on the method usttbrdication can be divided as
follows (Bolle et al., 2004; Currie, 2003):

(1) Knowledge-based authentication (K):Something the user knows like
PINs and passwords.

(i) Object-based authentication (P):Something the user owns like smart
cards or tokens.

(i)  Biometric-based authentication (B):Something the user possesses like
measurable personal traits of the user.

The differentiating properties of these autheniicatmethods are given in

Figure 6.
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Method Examples Properties

Can be shared
User IDs, ATM Cards, )
What you have (P) Can be duplicated
Keys, Badges
May be lost or stolen

Passwords, Many passwords are easy to guess
What you know (K) PINs, Can be shared
Personal knowledge May be forgotten

Not possible to share

) Fingerprint o .
What you are/ unique ) Repudiation unlikely
Face, Iris
personal trait (B) ) ) Forging is difficult
Voice print

Cannot be stolen or lost

Figure 6 — Summary of authentication types (Base(Bolle et al., 2004))

In many cases, you make use of a combination oiviedge and possession as in
the case of using an ATM with the ATM card and N fBolle et al., 2004). Here,
the plastic card is the object the consumer hastlamdPIN is the knowledge he
possesses. An identification card with the biometieature of the person

embedded in them would be:

(P, B) => (ID, Fingerprint)

Here, the user has his ID, which is something hesgsses, and it makes use of

the user’s biometrics, which is a part of the user.

The current most widely spread authentication fasnthe usage of PINs

(Nanavati et al., 2002). By force of habit or mgreaving no other choice, most
consumers have become accustomed to PINs. In mdPgyment systems,

authentication takes place within the mobile devisaally by entering the PIN.

When using a mobile device, there is a clear ifieation of the user as he enters
the PIN to access the SIM card and thereby monarisgtchan when using debit

cards or credit cards which require only a sigraatiorging a signature is far
simpler than cracking a PIN (Henkel, 2001b).
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PINs can be a secure mode of authentication ifRis are long enough and
complicated enough so that they cannot be cradietdthis is rarely enforced as
such PINs are difficult to remember. This in turight cause user to write them
down, thereby bringing back the security to alnmst (Rila, 2002).

Authentication can also be provided by biometricthmds. As mentioned in

Chapter 1, biometric authentication refers to th®mated use of unique human
characteristics to verify a person. There are qaiteew advantages that make
biometrics better than PINs. The key advantagelBiamhetrics over knowledge

and token-based authentication techniques are limhetric characteristics

cannot be forgotten like a password, or lost likeeg (Currie, 2003; Rila, 2002);

nor can they be stolen or given willingly to anatlperson. Also, the fact that
biometric authentication information is non-tramafde makes it powerful against
repudiation (Rila, 2002).

Effective authentication is the central activitytin the mPayment value chain
(Contius et al., 2003). Ensuring that only the tighowner has the ability to use a
given payment system would increase the trust tiséomer has in the security of
the system. Also, ensuring good authentication dawninimize fraudulent usage
of a payment system, thereby reducing the riskofafdr the merchant and the
payment provider. Hence, ensuring that there iawthentication process in place
that the user is comfortable with, that the usests as secure enough is an

important factor for any mPayment application.

Since authentication has been established as afdatgr in mPayments, the
choice of which authentication method should beduseensure a safe payment
environment arises. Of the three methods of auitedidn, token-based
authentication does not qualify for use with mPagtaesince it requires the user
to carry an additional item on him, which defeate @f the purposes of using
mPayment, namely the reduction/elimination of cagycards, cash or other
items for payment utilization. This leaves us witliometric-based and
knowledge-based authentication. As knowledge-bas#aentication methods are

widely in use today, it has been decided to expltwe possibilities of using
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biometric-based authentication in mPayment systdrhe. main reasons for this
are the advantages that biometric authenticatios tver knowledge-based
authentication. PINs can be forgotten, shared amd easy to guess. Users
nowadays are subject to remembering PINs for varapplications — their cards,
the mobile SIM, phone banking etc. This can leadh® user getting confused
between the various PINs or forgetting them. Biomogton the other hand are
always on the person and are almost never sulg@ttange. They are unique and
cannot be easily forged. Therefore, biometrics sté®ine a more secure option
than PINs as they satisfy the 5 security featuettebthan PINs; additionally,

they are more convenient to use than PINs sinceutie® does not need to
remember anything. The reason why biometrics aoseais discussed in detail
in Chapter 3; the chapter will also deal with idgimg a biometric that would be

best-suited for use in mPayments.
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3. Identifying a Biometric for mPayment Systems

Identifying people by means of their physical arghdwvioural characteristics is
used everyday by everyone (Nanavati et al., 20002).recognize people by their
face; on the phone we are able to identify peomeknow based on their voice.
Sometimes, we are even able to recognize the peaplenow by the way they
walk. This kind of manual recognition however ist imometric recognition:
biometrics is theautomated recognition of people based on their physical or

behavioural characteristics.

Biometrics are finding their way into different lfis as a means of establishing
secure identification and authentication as deedrin Chapter 1. Early adopters
of biometrics were government agencies and thaanjliRCMP, 2002). Today,
biometrics are used in relatively trivial applicats, such as securing laptops, to
more conscientious applications like citizen IDdsgrairport security (see Chapter
1 for examples) and even a few isolated paymenlicgions like digiPROOF,
which is described in Chapter 4.

This chapter will describe:

* why biometrics could be considered as an authdittitamethod in
mPayments and

* given the various biometric methods available,efilout the biometric

methods most suitable for mPayment applications.

3.1. The Basics of Biometrics
To identify a suitable mPayment biometric, a basiderstanding of the biometric

subject matter is required. This includes the diidim of biometrics, how the
consumer’s biometric data is captured, defining hbWmetric accuracy is

measured, and differentiating between identificatod verification.
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3.1.1. Definition
(Nanavati et al., 2002, p. 9) define biometrics the “automated use of

physiological or behavioural characteristics to eehine or verify identity.”

A more detailed definition is given by (Bolle et.,aP004, p. 3) who say:
“Biometrics refers to identifying an individual bes on his or her distinguishing
characteristics. More precisely, biometrics is tkeience of identifying or
verifying the identity of a person based on phygmal or behavioural

characteristics”.

Both these definitions encompass two essential céspeof biometric
differentiation: behavioural versus physiologicalorbetrics and biometric
identification versus biometric verification. Theaee explained in the next two

sections respectively.

3.1.2. Categories of Biometrics
Biometric methods can be classified into two basiees — behavioural and

physiological. There is also a third derived typemely combined biometrics.

These three types are explained below.

Behavioural Biometrics: Biometric methods that identify or verify persorased
on aspects of their behaviour are known as behealitiometrics. It requires the
active participation of the person being authetgidgWolf et al., 2003). They are
based on the characteristics of a certain actiahishperformed by an individual.
For example, signature verification measures fachie the writing speed, the
pressure used and time taken. These actions haearabeginning and a clear end
and therefore occur in a certain time-framéhé element of time is essential to
behavioural biometrics(Nanavati et al., 2002, p. 10). Whatever is measure
the given time-frame forms the biometric patterreh8vioural biometrics are
dynamic and can change with the passage of timey &re further characterized
by external factors like the environment and edooatHandwriting for instance,
and consequently the signature are influenced éwthooling the writer had and

the personalized style that the writer adds tod ean vary with age.
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Physiological biometrics: When the physical features of a person like the eye
finger or skin are assessed for unique charadteyisthe biometric method is
termed as a physiological biometriche physiologyof a person remains more or
less unchanged throughout his lifetime, unlessctdteby accidentsr other wear
and tear incidents. These are static featuresttieaperson is born with and that
are not influenced by external factors. Iris scagniretina scanning, hand
geometry, fingerprint reading and face recognitiare different biometric

methods based on the physiological characterisfiesperson.

Combined Biometrics Some biometrics make use of both the physicaktes
well as the behavioural characteristics of a perddrese are called combined
biometrics and assess the physical characterisfiche body based on their
behavioural elements. One such combined biome$icspeaker recognition.
Speaker recognition uses physiological elements file vocal tract, the nasal
cavities and the modulation of the human as weliedsavioural elements like the
accent and the pronunciation of the speaker (Ndnawval., 2002). The latter are
defined by environmental factors like the place rehtbe person grew up and the
kind of education received. These are charactesishat evolve over the years
and can change. However, the physical aspectshiéegocal tract, tongue and the

nasal cavities remain the same.

A combined biometric that is commonly used with mpaynts is signature
verification. Credit cards, debit cards and chequss signature verification.
Legal documents, contracts and identification doents like passports all bear
the signature of the person for establishing thentity. Driving licenses,
passports, identity cards and other forms of peisalocuments bear the
photograph of the holder. There are also creddscarith the photo of the owner
on it so as to minimize fraud (Bank of America, 2D0Behavioural and
physiological characteristics are used by everyondentify people in day-to-day
life. When we speak to someone over the phone @ipseple we know on the
road, we instantly recognize them based on thegevand face respectively. The
difference is that these processes are all manuarmsf of
identification/verification. Biometric methods cedhnologies as Nanavati refers

to them are automated processes that use techcalagvices to carry out the
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authentication process. It is only a biometric autication when the process is
assisted by a system that makes the authenticdgoision. For example, if a
forensic investigator visually matches fingerprinté is not a biometric
authentication. On the other hand, if an automaéadier is used to match the
fingerprints and takes a real-time decision, thka system is performing a
biometric authentication (Nanavati et al., 2002).

Apart from the above types of biometrics into pbimgical, behavioural or
combined, a biometric can also classified basedvben/how the underlying
human trait was developedganotypicbiometric is one where the biometric trait
is defined by genetics; face recognition would beemotypic biometric. A
phenotypicbiometric is one where the trait is formed when liuenan being is
still in the embryo stage. Also referred torasdotypicbiometrics, examples of
this type are fingerprints and iris patternBehavioural traits are those that are
learned over the years like signature verificatoorspeaker recognition (speaker
recognition is also a genotypic biometric to a @ertextent - a combination of
both) (Fried, 2007)

3.1.3. Reasons for using Biometrics
Given the fact that current authentication processem to function without any

issues, the question as why these present methods need to be replaced or
complemented by biometrics methods surfaces. Skakedv are the reasons why
biometrics are used in general, and why biometiadd be used in mPayments

in particulaf.

1. Security: The key advantage that biometrics has over knaydeand
token-based authentication techniques are that diriencharacteristics
cannot be forgotten like a password, or lost lik&ey (Currie, 2003;
Nanavati et al., 2002; Rila, 2002). The use of l@bms can reduce the
possibility of fraudulent usage of the mobile devia general and the

mPayment application in particular. The use of s in mPayments

® paragraph on biometric traits referred from (Fri2@07)
"Point 1 to 3 are primarily taken from (Nanavatakt 2002) while Point 4 is referenced from
(Rila, 2002).



44

could also aid in increasing the user’'s perceptwdnhow secure the

mPayment application is.

2. Convenience: Biometrics eliminate the need for remembering teslio
passwords or carrying around token-based secudtys. This makes it
considerably convenient for the customer when coethéo knowledge-
based or object-based authentication systems. iFonRayment user, the
same factors of convenience apply. Activating araynfent application
using a biometric is much simpler than enteringlid Bode especially

when waiting to pay at a POS terminal.

3. Increased Accountability: Using biometrics to authenticate persons
eliminates buddy-punching systems (Nanavati et 2002) since the
biometric cannot be transferred to another perdonalso helps to
accurately keep track of the when the customer ubed payment
application last. Such kind of an auditing oftemves as a deterrent to

fraudulent activities.

4. Non-repudiation: The fact that biometric authentication informatisn
non-transferable makes it powerful against repughaiRila, 2002). Using
biometrics in mPayments ensures that the user cannot denyndravi
initiated the payment. Since the biometric is botmd person, no one else
could have initiated the payment. This factor sHoaktually make

mPayment an attractive mode of payment for mershanbffer.

Nevertheless, biometrics has its problems as wdthough it cannot be lost in
the literal sense, the human body can be damagedgth accidents thus causing
the biometric characteristic to be “lost” or be mé&ched with the enrolled
biometric template. What can also be done is thegpaint of the biometric is
taken every few years. The enrolled biometric textgptould be given an “expiry
date” like credit cards, where the user has tonrelehimself to continue the
usage. This would again cause a rise in costs.eTsleould be relevant backup
authentication methods in place should the biometuthentication process not

work.
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3.1.4. Identification Vs. Verification
(Bolle et al.,, 2004, p. 17) define authenticatiom “the process of reliably

determining the identity of a communicating partit”is essentially the process of
establishing who a given person is. Authenticatfoa process that involves both
identification and verification. While identificatm answers the question “Who is
he?” verification answers the question “Is he M?”Xvhere Mr. X is the claimed
identity. For example, when a person withdraws ngdram the ATM, his card is
used to identify him. Here, the account numbeeedrfrom the card and is then
compared to all account numbers in the databdse thatch is found. This is
identification. After the user has been identifiée is asked to enter his PIN,
which is checked against the one associated wehdéntified account number.
This is verification. Now that the person has beethenticated, he is free to
continue with his banking issues. These same cdscep identification,

verification and authentication are extended targtics as well.

Identification is more time-consuming as well asmare difficult biometric
process when compared to verification. When bioicedty identifying a person,
the biometric template is matched against all temesl in the database to find out
who the person is. In other words1aN matching takes place (Nanavati et al.,
2002). A 1:N matching is a one-to-many matching nieh®l’ is the number of
database record&iven the value oN, this matching process can take a very long
time since a decision (Match or No — Match) haveomade for each and every

template in the database.

During verification on the other hand, the identay the person is already
established by some other distinct means. The bra@rtemplate only serves the
purpose of validating this identity. Quoting (Fyrudi996), “the fundamental

difference between identification and verificatios the number of decision
alternatives”. Verification matches the one live template agaihetone template
stored for the established identity. It isld matching (Nanavati et al., 2002)
where there are only two decision alternatives &hdre only a single decision

needs to be taken.
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Between a 1:1 and a 1:N matching, there is alsdeavl(one-to-few) matching
method. Here, the template is matched against dl gmaup of known users
(Nanavati et al., 2002) to identify the person. Thanber of users may range
from as few as five to as many as a hundred u$eese is no clear distinction as
to when a 1:few matching becomes a 1:N matching.tii® scope of this thesis,
we will concentrate on the verification processvasare looking to use biometrics

for the verification process in mPayment.

3.1.5. Biometric Performance Metrics
Several performance metrics are used in order sesasthe accuracy of a

biometric. These performance metrics provide thesiibe proportion of error that

a biometric is capable of. On matching a live teatgowith a stored template, the
resulting decision — a “Match” or a “Non-Match” ewdd be correct or erroneous.
For instance, a false person could be given a “Matc an authentic person could
be given a “Non-Match” (Bolle et al., 2004); them® both erroneous decisions.
The estimation of these erroneous matches madeas gy the False Acceptance
Rate (FAR) and by the False Rejection Rate (FRR).

The Equal Error Rate (EER), Failure-to-Enrol RaEEHE), Failure-to-Acquire
Rate, the Ability-to-Verify Rate (ATV) complete thist of performance metrics
and are all described below. All these values, ssletherwise specified, are

percentage values.

False Acceptance Rate:The FAR is theprobability that an impostor is
identified/verified as somebody he is not (Nanawtial., 2002). FAR is also
referred to as False Match Rate (FMR). An idealasibn would be where the
FAR is equal to 0%. However, in practice, this ewunlikely. The lower the

FAR for a given biometric, the less the biometsiprone to fraud.

The FAR as stated above is referred to as theesif§R; it is the rate indicative
of a single comparison. There is also a system ®ARh is the likelihood of an
impostor breaking into a given system as opposedreaking through a single

person’s biometric. According to (Nanavati et 2002), the system FAR is far
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more important in practical applications than thegle FAR. The system FAR is
dependent on the single FAR, the number of attempiser has before the system
bars the user and the number of identities thaintip@stor has access to, amongst
others (Nanavati et al., 2002).

False Rejection Rate:Otherwise known as the False Non-Match Rate (FNMR),
the FRR expresses the likelihood that an authentividual is rejected by the
system (Ashbourn, 2004). FRR usually occurs whenlitte template and the
stored template are inconsistent. The reasons Ho @re summarized by
(Nanavati et al., 2002) as follows:

* Changes in the user’s biometric dataue to possible wear and tear, the
physical characteristics of a person could be edteFor instance, a bad
cold could affect the voiceprint of the user; a Broat on the finger would
alter the fingerprint. Also, over time, the behawa characteristics of a
person could change. As a person grows older, argdwriting may

change.

» Difference in how the user presents biometric datae way the user
presents his biometric data could vary each time @ore importantly
vary from how he presented it during enrolmentfddnces in pressure
when placing a finger on the biometric reader, ediffg volume when

recording the voiceprint are examples of such feihce.

* Changes in the environment in which the data is@méed:This can be a
common cause for a high FRR since enrolment isllyscarried out in a
closed environment which does not reflect the ddiva environment
where the user would be presenting his biometrar. &ample, when
using speaker recognition, background noise coeddlt in the user not

being verified.

FRR is a classic case of “Denial of Access” (R#802); something which is far
more damaging in a payment environment than FARnfitbe viewpoint of

customer retention. Being denied access to his mwney could be annoying —
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and also embarrassing — to the customer. Givere@aso in a restaurant where
the customer tries to pay and is not able to becthes system falsely rejects him,
is similar to being labelled an impostor from thestomer’s viewpoint since it

could leave the impression that he is not suffityecovered financially. Such an

experience would lead to customer dissatisfactigh e used technology and
could, as a result, potentially lead to losing¢hstomer.

Failure-to-Enrol Rate: FTE represents the probability that a user cannial én

a given biometric systemThis can be the case when the user's biometric
characteristic is not sufficiently distinctive oeplicable or when the chosen
biometric solution is more prone to a high FTE th#mers (Nanavati et al., 2002).

Gathering ample biometric data can help reducd=tfte. For example, capturing
a number of prints of the same finger or captu@ntpnger voiceprint can be
helpful to enrol a user. Further reduction of thEEFcan be achieved by a
supervised enrolment process where the user isdwg trained personnel and

taught how to authenticate himself in real-life lagadions.

Equal Error Rate: The EER is derived from the FAR and the FRR. Comignon
used to represent the overall accuracy of the sydEER is the rate at which FAR
and FRR are equal to each other (Nanavati et @022 This means that the
likelihood of allowing an impostor access to a egstand denying an authentic
person is the same. (Nanavati et al., 2002) coesina say that the EER is rarely
used as a guideline when implementing a biometgtesn since it is quite a
misleading rate. It does not include the FTE raug therefore does not correctly
reflect the performance of a biometric system algtoit combines the FAR and
the FRR.

Ability-to-Verify Rate: ATV is a combination of the FTE and the FRR. It gives
“the overall percentage of the users who will bgable of authenticating on a
daily basis” (Nanavati et al., 2002). ATV is of interest tosttthesis since it is a
decisive factor that influences the costs, secuitg convenience of a biometric

system (Nanavati et al., 2002).
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For the sake of completion, all metrics have begiagned above. However, the
most important metrics that are usually used t@gud system’s accuracy are the
FAR, the FRR, the FTE and the ATV. However, thestritcs do not reflect the
exact accuracy of a biometric system. They onlyegan estimation of the

probability that an error will occur (Bolle et a@2004).

Ideally, the FRR should also be as close to zelwevas possible. However, this
too, is not possible in practice. The FAR and tRRFare inversely proportional
to each other, meaning that as one decreasestheincreases (Nanavati et al.,
2002). This is because biometric authentications usethreshold value. The
threshold is a numerical value based on which thé&lmnon-match decision is
made. If the result of the matching process whmimngares the reference template
and the live template is above the threshold vahes it is a match; if it is below

the threshold it is a non-match (Nanavati et £02).

The FAR and FRR are dependent on the thresholevahe higher the threshold
value, the lower the FAR, which is good; this pragefraudsters from being
accepted by the system and making it more secureiekier, a high threshold
would mean the probability that a genuine persorejscted is higher. This is
because the nature of biometric data is such that two déf¢ measurements of
the same biometric feature from the same persorvarg likely to be different
(Rila, 2002, p. 21). The slightest difference ie thiay the user presents his data,
background noise, dirt, etc could all cause thect&gn of a genuine user.
Inversely, the lower the threshold value, the mkely it is for an impostor to
break the system. A balance between the two shmilsbught; or depending on
the kind of security required, either the FAR oe fiRR should be given more
importance, indirectly taking into account thatheit impostors are accepted or

that authentic users are denied access.

3.2.  Using Biometrics in MPayment Systems
In a set of interviews conducted by (Mallat et 2D03), the results showed that

one of the risks consumers see with mPayment isahaunauthorized person
would be able to pay with their mPayment applicaiio case of loss or theft of
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the mobile device. Using biometrics instead of enésauthentication techniques
could possibly eliminate this fear altogether.

In terms of implementation, biometrics can be gasihployed in mPayments.
Depending on the type of biometric used, only alshedware device needs to
be added to the mobile device. If using speakesgmition, even this would not
be necessary, since the microphone which is redjioe speaker recognition is
already present in all mobile devices. For fingetprecognition, a small reader
would have to be fitted into the mobile device. fehare already mobile phones
fitted with fingerprint sensors. On research, thdiest model that could be found
was the Korean company Pantech’s G1100 which wasclzed in 200% In 2006,
Pantech launched a follow-up model, the PG 6208dia and the USA this
phone is shown in Figure 7. Interestingly, the PXBbalso has voice recognition
capabilities.

In 2008, the laptop company Lenovo introduced tliegt mobile phone, the
P620, with a fingerprint sensdr In January 2009, NTT DOCOMO launched the
Fujitsu F-01A mobile phone with fingerprint techagy from AuthenTet,
which is supposed to be waterproof as well. Allsthgohones use fingerprint
recognition to “unlock” the phone. This means tbialy the owner is able to use

the phone.

There are also a few payment applications that hismetric authentication.

Mobilkom Austria and ekey biometric systems hadnt&ned a project where
visitors could buy tickets to the Ars Electronicaskival 2001 using mPayments
secured by fingerprint recognition (ekey Biome®igstems, 2001). Although not
an mPayment application, in parts of Germany comssnare able to buy
products at their local supermarket using fingerprverification through

DigiPROOF. DigiPROOF is further described in Chagte

8 (Fiutak, 2004)

° (www.inside-handy.de, 2006)
10 (www.chip.de, 2008)

1 (www.gsmdome.com, 2009)
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Figure 7 — The Pantech PG 6200 with an Integrated€rprint Sensor (PC Welt, 2006)

Not all biometrics are suitable for use in mPaymeeiot all biometrics can be
used with mPayments. Small mobile devices dictate dize of the biometric
reader to be small; to the players, the costs uabill also be a decisive factor.
The following section examines what factors shdaddconsidered when selecting
a biometric for use in mPayment applications andisgea criteria catalogue.
Once the criteria catalogue has been establishieel, possible biometric

alternatives will be examined.

3.2.1. Selecting a Biometric - The Criteria Catalogue
To select a biometric best-suited for mPaymensgtaf criteria were established

based on factors that are of significance to mdeiephony and payment. These
criteria serve to compare the different kinds afnbetrics and in the process, to
find out which one is best suited for mPayments.a0mgh level, these criteria
have been classified &schnical factors, security, business factargl consumer

acceptance
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Technical Factors

The device sizeof the biometric reader should be small enougfittonto the
mobile device. Mobile devices today are becominglienand smaller and if the
size of the biometric reader impacts the overalicesize, it would possibly not
be attractive to the consumer who looks for his ieotlevice to be as small as

possible.

The size of the biometric templateshould be small enough not to take up too
much memory space if stored on the mobile devidéhofigh today’'s mobile

devices have powerful processors and sufficierragt capacities, the prime use
of the mobile device is not payment; hence, thespesed for template storage

should not interfere with any other functions c# thobile device.

Another factor is théechnical reliability of the biometric (Teletrust e.V., 2002).
Technical reliability would mean that the hardwased to read the biometric and
the software that processes it function consistentl

The chosen biometric should babust and able to perform accurately under all
circumstances. External factors like backgroundseodirt, heat or humidity

shouldn't affect the system.

Security Factors

The accuracy of the biometric used is paramount in the choic¢hefbiometric.
This accuracy is determined by the performanceiosetvhich were discussed in
Section 3.1.5. The accuracy of the biometric gyed#pends on the threshold
value and the quality of the enrolment process.

The chosen biometric must becure This security is dual-fold; not only must the
biometric secure the data it is protecting, but themetric data, namely the
template, needs to be secure (Teletrust e.V., 2B08rms of the five security
factors described in Chapter 2. Secuitythis context refers to how secure the
biometric template is. It should neither be easfptge the template, nor should it

be possible to circumvent the biometric and gaoess to the data it protects.
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Business Factors

Using biometrics should beost-effectivefor all parties involved and especially
for the customer. The biometric-based mPaymenesysthould be cost-effective
enough that the customer chooses it over other eatyraptions. The more
expensive the implemented hardware in the mobNecdethe more expensive the
device becomes, which in turn would deter the comesufrom trying out the
device. The merchant should also not incur anytewaidil costs for offering the
payment system as an alternate payment option.dgékan the existing payment
infrastructure at the merchant's POS should be nmahi Obviously, to ensure a
better profit margin, the payment system needstadcost-effective as possible

to the payment provider as well.

Response timeis another significant criterion to be considerB&sponse time
refers to the time taken to authenticate the coesuihis “the time required to
measure the human characteristic in order to crahtetemplate and the storing
time of the template{Royal Canadian Mounted Police, 2002). The resptinse
starts at the initiation phase of the paymentdifele discussed in Chapter 2 and
ends with the payment authorization after whichdbesumer receives his goods.
This whole process should ideally not take moren tadew seconds. A normal
card transaction takes around 10 — 15 seconds.nGikis, an mPayment
transaction using biometric authentication shoutdt axceed the same time.
Longer response times, even if only by a few sespoan make the process seem

time-consuming and can annoy the customer.

The process oénrolment should also be taken into consideration when degid
which biometric to choose for mobile devices. Fraraple, a tedious enrolment
process might not be feasible for a micro-paymegntlieation. However, a

detailed enrolment can improve the accuracy ottiesen biometric.

Factors affecting Consumer Acceptance
For the customer to use a new technical systemeets to bauser-friendly.
Biometrics like iris-scanning and retina readinghdeto be rather user-

“unfriendly” since it requires the user to lookanan object, which can be a bit
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awkward. This could make him uncomfortable and verty keen on using the
system.

The ergonomics of the biometric device plays an important rolecustomer
acceptance (Teletrust e.V., 2002). The biometrioukh be convenient and

intuitive to use without making him feel that it is too teah

IV_Iam. Characteristics
Criteria
Reliability Does this biometric perform
consistently?
Robustness Is the biometric resistant
Technical to external factors?
Factors Device Size Is the biometric device small enough
to fit mobile devices?
Template Size Is the size of the biometric template
suitable for use in mobile devices?
Template Security | o secure is the biometric template
Security from hackers? Can it be forged?
Factors Accuracy Is the biometric accurate enough
for usage in a payment application?
Costs Would it be economic to use
the biometric?
Business Response time How quickly can the transaction
Factors be carried out with this biometric?
Enrolment How difficult is enrolment going
to be?
User-friendliness Is the authentication process
self-explanatory?
Convenience Is the biometric easy to use
Consumer for the consumer?
Acceptance E -
Factors rgonomics Is the biometric device
human-engineered?
User Perception What does the user think
about the biometric?

Figure 8 — The Criteria Catalogue

Another factor influencing customer acceptance is tiser perception of the
biometric (UK Biometrics Working Group, 2002). Fergrint verification, for
instance, is easily associated with criminal res@dd therefore, users may not be

comfortable using this as a verification technique.
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All these factors sum up to form the criteria cagale depicted in Figure 8. In the
next section, this criteria catalogue is appliecatset of possible biometrics to

evaluate which biometric would be best-suited fe& in mPayments.

3.2.2. Selecting a Biometric - Possible Alternatives
This section aims at using the criteria catalogeeivdd in Section 3.2.1 to

identify a biometric suitable for use with mPaynsent

As mentioned earlier, the size of the biometridezglays a very important role
in choosing a biometric for mPayments. For simplicthe author has already
made a pre-selection and filtered out biometricoosghdevice sizes make it
impossible for usage with mobile devices. Such lics that have been
eliminated from the evaluation are hand geometriADanalysis, keystroke
pattern and gait recognition. The biometric methib@s have been considered for
mPayments are:

1. Signature Verification
Fingerprint Verification
Face Recognition

Iris Recognition

o b~ 0N

Speaker Recognition

1. Signature Verification: Signature verifications a behavioural biometric that
analyses the signature of the person. It is a betal biometric that
evaluates a person’s handwriting, the pressuraegpplhile writing, the time
taken, etc.

Signature verification is divided into static anghdmic signature verification.
Usually the signature is captured on normal papdrthen either scanned or
photographed and digitized for comparison (Schnattal., 2001). Static
signature verification only analyses the signatpret/image; the actual

process of signing is not analysed. Dynamic sigeaterification on the other
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hand, verifies the active movements involved imsig like the total time

taken, the speed and the pressure to name a féam{&cet al., 2001).

Given the lack of constancy in a person’s signafwieen the same person
writes the same word twice, it tends to differgngture verification is not
very reliable (Schmidt et al., 2001). The reliailof the signature depends
heavily on user behaviour. On a positive note, atigire verification is robust
and is not greatly affected by external factord.iAtequires is the person to
sign. Signature verification would require spedavices like an instrumented
pen and digitised graphics table (Schmidt et #0123, which could be too
expensive to be feasible for such an applicatieggna&ure verification may be
possible when using PDAS, but even in this cags,nbt really reliable since
the use of a touch screen instead of a writing gféects the quality of the
signature (Koreman et al., 2006).

Signature verification does not provide a very highiel of security as a
signature can be easily forged. Dynamic signat@migation is more fool-
proof than the static version, but when comparedther biometrics, security
is still low. The accuracy is also far from desleatvith the FAR and the FRR
values being too high (Scheuermann et al., 200d)olfnatov et al., 2005)
conducted a study where they analysed the FAR &R@ For signature
verification. Depending on the classifier used, FRR ranged between 1.64%
and 3.60%; the FAR ranged between 1.28% and 3.52%.

The enrolment process does not largely vary froat tf other biometric

methods. To gain a representative signature tempiatltiple instances of the
signature have to be captured during enrolmentghwviMould be the case for a
few other biometric methods too as described beldine advantage that
enrolment for signature verification has over othiEmmetric methods is that
the user is accustomed to signing and hence wilnbee at ease with the
system. Also, enrolment could theoretically be iedrrout at any location.

Almost no additional equipment is required. Thepoese time for signature

verification is only 1 millisecond (Jansen, 2008hich is also very good.
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Although not as a biometric verification systemnsoemers have been using
their signatures in connection with payment systekescheques, credit cards
and debit cards for a long time and therefore ther perceives it as a safe
authentication method. It is user-friendly and cament. When it comes to
the ergonomics too, the user would not have anpleno either since he is
used to writing and the signature is given almostomsciously (Schmidt et
al., 2001).

Signature verification would qualify in many aspefdr use with mPayments.
It has an excellent response time, consumer acuapia good, it is robust to
external factors and has a small template size.edew given that not all
mobile devices work with a graphic tablet and comith a special pen, it may
just not be feasible to equip the devices withehesthis would not only drive
up costs, but also make it uncomfortable to the iises didn’t want a device
with a digitized pen. Moreover, signatures tend b easily forgeable,
especially when using the static version and inat reliable since two

different versions of a signature from the same uaa differ. Given all these
issues, signature verification may not be suitafile authentication in

mPayments.

. Fingerprint verification: Fingerprint verification is the earliest biomettm
be used and the first computer-aided personal iféetion system
(O'Gorman, 1999). It functions by reading the pattan the upper third of the
finger. This pattern is made up of whorls, loopsl amches, which are the

primary types of fingerprints.

Fingerprint authentication as used in commercigliaegtions differs greatly
from the Automated Fingerprint Identification SystdAFIS) used by law
enforcement agencies for forensic investigationsyéR Canadian Mounted
Police, 2002) — a fact that the general consume&otsaware of. The AFIS
uses high-quality black and white images of thegdmprint (and not
templates) and compares these to fingerprint imagasdatabase to filter out
potential matches. These are then scrutinized bggerprint expert (Royal
Canadian Mounted Police, 2002). On the other hafidgerprint
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verification/identification uses a fingerprint telafe that is reduced to the
minimal details required to authenticate a pers®iflS captures the entire
fingerprint and the image therefore has a size pfta 250 Kbytes; the

fingerprint template is smaller by a factor of 2601000 (Behrens et al.,
2001). Most important of all, a fingerprint as usedpayments cannot be
easily restored from the reference template. Conicating this to the

customer could alleviate any apprehension thattstomer may have about

using fingerprint technology and contribute to agnsr acceptance.

The greatest advantage of fingerprints is thatwo people have the same
fingerprint and that the fingerprint doesn’t charayer time (Behrens et al.,
2001). This makes fingerprints very reliable. Hoegvthis reliability is

subject to user behaviour. Variations in the stfl@lacing the finger on the
reader could affect the reliability of the methd®eliable as it may be,
fingerprint verification is unfortunately not vergbust as it is susceptible to
lower performance due to environmental aspects dike or grime on the

reader or the user’s fingers.

As can be seen in Figure 7, fingerprint sensoraytate small enough to fit

into mobile devices. Therefore, the size of theleeas not an issue here. The
size of the fingerprint template is relatively shred well ranging between 40

and 256 bytes (Jansen, 2003).

The fingerprint template that is stored is secuar¢he sense that the original
print cannot be reproduced from the minutia datahef template (Jansen,
2003); this is because the stored template is hlyhigxtracted version that
contains only the most essential features reqdoedomparison with the live

template. Also, fingerprint verification is a vegccurate biometric when
compared to the other biometric methods in conatder for mPayments. It

has very low FAR and FRR rates (Hassler, 2001).

In terms of costs, fingerprint sensors are morerdéble in comparison to
other biometric sensors. According to (O'Gormar@99a biometric sensor

could be obtained for around 100$ a piece back. theis number is almost
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ten years old and given that cost of technologis falith time, the cost of
fingerprint sensors would be comparatively lessayodit the time of writing
this thesis, the author was not able to find suttisth reliable evidence to
back the cost of sensors. This was of course tta@l mrice, mobile device

manufacturers would buy a large quantity at a mawaler price.

Fingerprint verification has a very good resporiset According to (Chung
et al., 2005), the response time only takes a feworsds. The enrolment
process tends to be quite tedious for fingerprertfication. To ensure a high
recognition rate, the enrolment process needs tamlyse a high quality
template (O'Gorman, 1999, p. 13). For best restiis,same finger would
have to be enrolled a number of times to ensueslaced FAR. However, this
would also bring up the FRR, if the user does mes@nt his finger the same

way during the live capture.

Fingerprint verification is a technique that themuseeds to get used to. Per se,
it is user-friendly and convenient in the sensd #ihthe user has to do is
place his finger on the sensor. The actual autbantn process is easy to
understand as well. Depending on how and wheresémsor is embedded
within the mobile device, the sensor would be etmswpccess as well. The
main disadvantage of fingerprint verification i€ thser's perception of it; he
associates fingerprint verification with crimingli{Ng-Kruelle et al., 2005).
The general user does not differentiate betweenARES and biometric
fingerprint verification and hence may not be cortdble giving their

fingerprint because of the criminal stigma relat@d.

Despite all the disadvantages, fingerprint vertfma could be a potential
biometric verification method that could be usethwnPayments. The factors
that speak for this are the size and cost of thsage the accuracy, the
resistance to forgery and the response time. Matehaces with fingerprint
sensors can already be found on the market ané $imgerprint reading is
slowly finding its way into other commercial as Wwels government
applications, fingerprint verification might losket criminal stigma that the

user associates with it.
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3. Face Recognition:The easiest way for any person to be recognizéday is
looking at his face. In its simplest non-biomefiocm — using photographs —
face recognition is used in many areas like passpls, driver’s license and
even on credit cards. Face recognition is quitepknto use (Bolle et al.,
2004) since all that needs to be done is captumgctre of the user.
Traditional face recognition functions by measurihg distances and angles
between a geometric point in the face like eye emnmouth extremities,
nostrils and the chin. Some facial recognition agaplons also makes use of
intensity patches like the cheek intensity and didtair as well as eye region
patches (Weng et al., 1999). In the case of auttain in mPayments, face
recognition would be carried out in a controlledriemnment since a single
person needs to be verified and not identified.ré@here two types of face
recognition; the first is face recognition in a ftmlled environment”, where
the person is known and there is not much changbdrenvironment, like
directly photographing a person at a constant migtaThe second type is the
“random environment” where the person is anywhereaicamera scene
(Ashbourn, 2000).

Since most mobile devices today have an in-buithera, taking a facial
photograph should not be all that difficult. (Hazdral., 2003; Koreman et al.,
2006) have tried securing PDAs with voice recognitiface recognition as
well as signature verification proving that theaally face recognition can be
used with mPayments and on mobile devices. Howether, quality and
resolution of the built-in cameras in mobile degicae not sufficient to be
used for face recognition. According to (Bolle &t 2004), regular camera
footage is not really useful for face recognitionedto the low spatial
resolution. Therefore, to use face recognition, gdw cameras/ sensors need
to be built into mobile devices. This causes amease in costs. Accuracy in
facial recognition is also not all that good (Bode al., 2004; Thiel, 2002).
Problems like changes in physical appearance ayittilg lead to high
recognition error rates. For example, differentigtbetween identical twins
(Bolle et al., 2004) or verifying a man’s identigyen after he grows a beard

still pose problems.
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The reliability of face recognition is far from dexble. Performance is not
consistent when people wear glasses, grow a bearthke other changes to
their appearance. Although no scientific informatisas been found to this
effect, cameras are generally usable in all weatioeditions andare not

affected by other external factors. However, faamsognition requires a clear
background whilst taking the picture. Backgroundseoby other people,
designs on walls etc. make face recognition diffisince the actual body to
be authenticated cannot be differentiated frombekground. In a payment
scenario, this is often the case — be it in alretare or if the customer is at
home and shopping over the internet. Face recognitiould therefore not

classify as a robust biometric.

Mobile phones today have 5-8 mega pixel cameral im0 them, which
means that these cameras would suffice to produmod quality image for
verification purposes. The latest mobile phone fr8ony Ericsson (Sony
Ericsson C905) has an 8.1 mega-pixel camera. Expariment conducted by
(Hazen et al., 2003), a 640x480 CCD camera was, ugaidh is a 0.3 mega
pixel camera , to capture an image for face redmgmiln the experiment, the
image was transferred to remote servers for fatectien due to the current
computation and memory limitations of the mobilevzide. This experiment
was conducted for speaker identification and fatmntification rather than
verification. It is known that the verification pess requires less
computational powers than the identification precasd in terms of memory
would need only enough memory to store the templateerefore, in the
verification process, we may not have to transhmet data to a remote server
for processing. Coming to the template size, tlve femplate bears a size of
approximately500 bytes (Hassler, 2001, p. 381), which is bigidpn the

template size of other biometrics under considenati

Research shows that face recognition has an acweptate between 1% and
2% and a rejection rate that lies between 10% &b 4Hassler, 2001;
Phillips et al., 2000). Again, these numbers areyears old and given the
advancement of technology, these values would jiglisave improved over
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time. The high rejection rates could be attributedhe appearance of people
changing over time. Changes in hairstyle, glasadsageing could also affect

these metrics.

No data with regard to response time was found. éd@w considering that a
lot of care has to be taken when taking the picfpositioning in front of the
camera, watching the angle etc), the total timeraio complete the payment
transaction would be long even if the response winehe actual verification
process is very small. The costs involved in teoh&ardware are minimal
since most mobile devices have cameras that atgagivaly good enough for
face recognition. The enrolment process is hoed®tis as when compared to
fingerprint verification or speaker recognition.single image taken in front

of an adequate background is sufficient.

Although people are used to looking into cameralgny a picture when they
are standing at the POS is not very comfortableisiatso time-consuming. It
iIs not exactly user-friendly for an mPayment apglmn. It is also not
convenient to use: using the built-in cameras obifeodevices to take your
own picture is not very easy to do, since the imagjag taken cannot be seen.
A plus point that face recognition has is user @gtion. Users are willing to
use face recognition since it is the most natwahfof identification (Polemi,
1997).

. Iris Recognition: The iris is supposed to be a universal biometranidier,
which has good discriminating properties. It does ¢change with age (Bolle
et al., 2004). The iris is the coloured part of &ye, which surrounds the pupil
and which is bounded by the sclera (white tissutnefeye). The iris of every
human being is so unique that even the left arfat figs patterns are different
(Ashbourn, 2000). The advantages of iris recogmiteve that it is very
resistant to false matching and hence one of thet raccurate biometrics
available. It also has a very good response tialeng less than a second to

authenticate the user (Daugman, 1999).
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Though iris recognition is a very accurate bioneeteichnique, it is also very
expensive (Thiel, 2002). Also, the calculation ugedhe production of the
IrisCode are quite advanced and the necessarygsiogecapacity in not yet
available in the common mobile device (ErikssoDO0 It is however very
secure, accurate and very resistant to false nmgfdlmternational Biometric
Group, 2005). The user has to present his headveryaprecise location and
stare into the camera for a few seconds with eyds apen. (Royal Canadian
Mounted Police, 2002) which does not make it vesertfriendly and
convenient for a quick payment at check-out. Ensslitnis also difficult
because of the associated discomfort (Royal Canad@unted Police, 2002).
It may not be compatible with mobile phones duédaize, and is relatively
expensive (Royal Canadian Mounted Police, 2002)nnd¢@mpared to other
biometrics. The size of the template is usuallywleein 256-1000 bytes
(Hassler, 2001).

The above-mentioned factors itself disqualify irecognition from use in
mPayments, not to mention problems with the hardwaquired for iris

recognition.

. Speaker Recognition:Speaker recognition is otherwise also known asevoic
recognition or voice scan. Speaker recognition tions by authenticating the
user based on his voice. It measures both the beiral’ as well as the
physiological characteristics (Nanavati et al., 208ssociated with the voice
of a person like the accent and intonation as althe pitch, intensity and

frequency (Nanavati et al., 2002).

Speaker recognition is just one of the various epg®ocessing techniques.
There are also speech synthesis, speech recogngmeech coding and

language recognition (Hampe, 2004 (Lecture)). temfhappens that speaker
recognition is confused with speech recognitionn@aati et al., 2002). While

speaker recognition identifies the voice and cousetly the speaker, speech
recognition identifies the words that the spealkgss

With reference to mPayment, speaker recognitioolires fewer costs when

compared to other biometrics. This is because speacognition only
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requires a microphone to capture the voice andalheady exists in all mobile
devices, thus eliminating the problem of deviceesaz well. The only major
additional requirement would be the software thampares the two
voiceprints (templates). Speaker recognition i® alery user-friendly since
the user does not have to learn anything new hedltias to do is speak into his
phone, which he is used to doing. The only negatniterion is the accuracy
of speaker recognition. According to (Hassler, 208peaker recognition has
a FAR and FRR of 1% each, which is higher than dahe other biometrics.
The accuracy however, can be improved by propevi@ment and by setting
the right threshold value for comparison. Also,admng to (Nanavati et al.,
2002), certain speaker recognition technologies lkghly resistant to

impostor attacks, even more than fingerprint veaiiion.

Speaker recognition is not all that reliable thauGhanges in the speaker’'s
voice — both short-term and long-term — can afthetlive template. A cold,
fatigue or a sore throat can alter the voice jik& &ge does over time. The
emotional state of the user can also alter the Vioieeprint (Bolle et al.,
2004). When it comes to robustness, the performahspeaker recognition is
subject to external factors like background noigeke, 2001). The device
size does not pose a problem since the microphenaired is already

embedded in the mobile device.

Depending on the level of detail, the template siae range between 100-
1000 bytes. Enrolment can be quite tedious as éndidse of fingerprint
verification. To obtain the voiceprint, the speakeuld have to give multiple

samples of his voice.

Speaker recognition is user-friendly as speakirthesmost natural thing for a
user to do. It is also convenient in the sensetti@user already speaks into
the phone and would therefore not be doing anytimegyy. However, some
people might find it uncomfortable authenticatifgerhselves using speaker
recognition in a public environment, like for exdmpat a POS terminal. The
user might want to keep the payment process dis@ee authenticating

himself loudly might be awkward to him. Since théary function of most
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mobile devices is telephony, the devices are ugumalide ergonomically for
this function. Speaker recognition has a greakalihood of being accepted
be the user since it does not have the negativeepgons that are associated

with other biometrics (Nanavati et al., 2002).

From the above, it can be seen that speaker reemgiepuld also potentially
be used in conjunction with mPayments. The low ;caffinity to telephony,
natural characteristic and relatively good accuraogke it ideal for

authentication purposes in mPayments.

Signature Fingerprint Face Iris Speaker
Verification Verification Recognition | Recognition Recognition
Reliability 3 4 2 5 1
Robustness 5 3 2 4 1
Device Size 1 3 4 2 5
Template
) 3 5 1 2 4
Size
Template
1 4 3 5 2
Security
Accuracy 3 4 2 5 1
Costs 2 3 4 1 5
Response
3 4 2 1 5
Time
Enrolment 5 4 2 1 3
User-
5 3 2 1 4
friendliness
Convenience 5 3 2 1 4
Ergonomics 3 4 2 1 5
User
A 4 1 3 2 5
Perception
TOTAL 43 45 31 31 45

Figure 9 — Applying the Criteria Catalogue to seééztBiometrics

Figure 9 plots the different criteria from the eria catalogue against the
short-listed biometric authentication techniques$e Ttable uses a simple
scoring system where it ranks the criteria on desohl to 5 with respect to
usage in mobile devices, with 5 being the highestes The biometric with

the highest score is the one that will be choseru$e in mPayments. From
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Figure 9, two possible biometric methods could élected for authentication
purposes in mPayments. These BRnegerprint Verification and Speaker

Recognition The biggest advantage that speaker recognitignits low

costs, which makes it the best method for use lepkt®ny. However, users
might find it uncomfortable to speak into his pha@tehe POS whilst there are
others queued up behind him. The low accuracy natga require the user to
speak into the phone a number of times. Additignatl has to be decided
what exactly the user is to say into the phonedoognition. It cannot be a set
PIN or password since people around him would hiearspoken code. An
alternate is to use PINs that are randomly gengéfareeach transaction. This

results in additional computational costs.

Fingerprint verification on the other hand, is mgmectical and discreet,
making it easier and convenient for the customeuns®. No additional PINs
have to be generated and accuracy is better treakeprecognition meaning
that the user would not require as many attemptgetaauthenticated. Going
further in this thesis, the author has decidedsifingerprint verification as
the best authentication method for mPayments, buhe same time draw
parallels tospeaker recognitionas well. Since the enrolment process for both
these technologies are equally complicated, theomwdifferentiation factor

would be cost and user acceptance.
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4. The Market Picture - A Look at Different Continents

Many mPayment applications have been introduceddwade over the last few
years. This chapter provides an overview of the ynfeamt market scenario and
gives an insight to individual biometric paymentstggms around the world.
Although an effort to cover all continents has beeade, emphasis has been
given to Asia and Europe. For each continent, acsedl set of countries have
been chosen. The choice of countries was basedhempiogress/success of
mPayment applications in that country. Factors Wexe taken into consideration
were the widespread use of the application, cons@oeeptance and the ability
of the application to withstand the test of timeer@any, India and the UK were
chosen based on the geographic location and backdraf the author.

On an application level, the players, the type afment and the target group of
the mPayment application have been illustrated. él@wv most importantly, an
attempt has been made to explain the enrolmentepspcthe required
infrastructure and the authentication process. Aception to this description
model has been made in the case of Japan. Thec@ibe Japan, a country which
could be seen as a pioneer in the field of mobgplieations, uses a standard
payment platform called “Osaifu-Keitai”. A vast sdgtpayment providers use this

platform and base their mPayment applications.on it

Different countries are in different phases of depment with reference to the
market penetration of mPayments (Karlsson et @062p. 77). This idea can also
be extended to customer acceptance, and sophsticdtthe application. Asia as
a whole is by far the market leader amongst altinents when it comes to well-

established mPayment applications; according tor@ndlapan, Singapore and
Korea are the leaders in the mPayment market ag bHave mPayment

applications that can be used in all the diffetesmisaction environments (Ondrus
et al., 2009) that are described in Chapter 2

A further attempt has been made to address a wadger of areas where
mPayment can be applied. From the described agpiplsa it can be seen that
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mPayments are used in the fields of transportat@mnline transactions, as well
as parking amongst others.

4.1. Asia
Asia can boast of many mPayment applications treatwadely used by a large

customer base. In a report, (Gartner Inc., 2003)times that Asia is the market
leader in mPayments with approximately 28 millisers, Japan being the local
leader.

4.1.1. Japan
Japan has always been an interesting market fomthi@le industry. From the

days of i-mod&, Japan has always had a strong affinity to adogtlatest in
mobile devices and mobile phone applications.

Japan has a population of around 127 million peaplef 2008. Around 87% of
these are mobile subscribers, which is higher tharpercentage of internet users
at around 71% and PSTN subscribers at 37% (InteratTelecommunication
Unit, 2008). Interestingly the percentage of molsildscribers has been steadily
increasing over the last 12 years, from approxiiatamillion in 1995 to over 1
billion in 2007, while the number of landline subptions has gone down from
around 800,000 in 1995 to approximately 360,00R007 (Statistics Bureau
Japan, 2007)

Japan has come a long way in terms of mobile tdoggowith the latest
innovation being“Osaifu-Keitai”'®. Founded in 2004, Osaifu-Keitai literally
means “wallet mobile” (Wikipedia, 2007). However differentiates itself from
conventional mobile wallets because it uses cdetstRadio Frequency
Identification (RFID) technology and can therefdre used as a multi-purpose
mobile wallet containing cash, credit cards andtdedrds, as well as other utility

cards such as membership cards and ID cards. ltucdrer be used to buy and

12|-mode was introduced in Japan in February 1988 nfiore information, see (Hampe et al.,
2000) andttp://www.nttdocomo.co.jp/english/service/imode/
'3 Entire section, unless otherwise mentioned, refezd from (NTT DOCOMO, 2008)
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store travel tickets and hold access cards or kigplications using the Osaifu-
Keitai are the best examples of proximity paymepliaations.

Osaifu-Keitai has become something like an mPaynstamdard platform in

Japan on which many mPayment applications as wealtlzer mobile applications
are based. Not only are there many vendors tha¢gugped to process Osaifu-
Keitai transactions, but it is also supported biyedent mobile operators despite
being developed by NTT DoCoMo. This makes it higatcessible to almost all
mobile phone subscribers in Japan; this is theepedxample of how vertical and
horizontal alliances between the players involvedtigbute to the success of the
mPayment application as mentioned in Chapter 2rd&hre over 30 applications
that are based on/make use of Osaifu-Keitai. Adéthe mPayment applications
are described below. The mobile devices need tedugpped with the Osaifu-

Keitai platform, which includes Felica’'s RFID teciogy. Apart from this, no

additional infrastructure is required.

Edy

Edy is a prepaid payment service provided by Bitletanc.** in Japan. The name
Edy stands foEuro, Dollar, Yen (Skinner, 2008) — a potential indication tha th
payment providers intended it to become an intewnat mPayment solution. As
of now, Edy is only available in conjunction withet Yen.

Edy works on NTT DoCoMo’s Osaifu-Keitai platform.sAmentioned earlier,
Osaifu-Keitai has evolved into a standard mPaym@atform for multiple

mPayment applications; all mobile operators offeones that are Osaifu-Keitali
enabled. Given this, Edy is available to all custswho have a mobile device
with Osaifu-Keitai. Since it has been adopted astandard platform, other

providers like Softbank and Au also provide phoagsipped with Osaifu-Keitai.

How It Works: According to the Edy website (www.edy.jp, 2068)as of
September 2008, there are about 79,000 merchadtbranches who accept Edy

14 Bitwallet Inc. is a company co-founded by Sony & DoCoMo, amongst others, in 2001
offering ePayment solutions (Hagiu, 2006)
!> Translated from the Japanese using Google’s atioslservice.
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as a form of payment. These include conveniencestsuper-markets, drug-
stores, department stores and even amusement(paviksedy.jp, 2008).

Paying with Edy is fairly simple. When wanting tayp the merchant activates the
Edy sensor and the customer simply places the maleivice in close proximity
to the sensor, making sure that the RFID tag fédoe€dy sensor. The payment

amount is then deducted from the balance stor#uki®saifu-Keitai wallet.

Topping up the Edy account can be done eitheraf@S terminal in selected
stores offering the Edy payment facility or at @hiag machines. This is done via
the RFID interface, too. The amount is paid to mierchant and the amount is
credited to the Edy wallet. The wallet has a sterdignit of 50,000 Yen
(approximately 320€) and in a single top-up traheaca maximum of 25,000
Yen (approximately 160€) can be credited to thdetal

Players Involved: To make Edy work, a number of players are involvEde
primary player is bitWallet, who is the payment pder for Edy. Since the
Osaifu-Keitai platform is provided by NTT DoCoMd)et company can also be
considered as one of the major players. The listdifect players would include
Sony who provide the RFID interface in the form Fedlica, mobile phone
manufacturers who include the Osaifu-Keitai duting manufacturing process as
well as the carriers, Au and Softbank mobile, fustance. An essential success
factor in the Edy business model is the cooperatietween all these players.
Additionally, other MNOs like Au and Softbank offé&dy compatible phones
since they too utilize the Osaifu-Keitai platforbysers would only need to install

the application.

Enrolment: There isn’t really much of a process involved imadling for Edy. If
the mobile device does not come with Edy installeds is the case with all
carriers except for NTT DoCoMo — the user has sbalhthe application. This can
be done through the Edy website, where a barcodesadable. Scanning the
barcode installs the application on the mobile ceywww.edy.jp, 2008).
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After this, Edy has to be activated before it carubed. No checks are performed
and no personal information is gathered at anyestdije user accepts the terms
and conditions set forth by Edy with the click ofbatton and the account is
activated. A serial number (Edy number/Edy ID)hert assigned to the mobile
device, which functions as the account number. &secof theft or phone

loss/defect, the amount stored in Edy can be reedvesing this numb&t

JCB’s QUICPay
QUICPay is a mobile credit card service offeredhmsy Japan Credit Bureau (JCB

International) — a Japanese credit card compa®B (dternational, 2004).

How It Works: With QUICPay the credit card details are storedhm Osaifu-
Keitai. A part of the customer’s credit limit issagned to the Osaifu-Keitai
mobile wallet (JCB International, 2004). QUICPayndtions through the
contactless RFID tag — Felica — that the Osaifud{gihones are equipped with.
It effectively works the same way as Edy does, \hin difference being: instead
of the total payment amount being deducted fromwiadet, on payment the
credit card details and the assigned credit limitdad from the wallet and the
amount is charged to the credit card account of ¢hstomer. The entire
transaction works offline with no connection to tteedit card provider being
necessary since the credit limit is read from thallet. According to (JCB
International, 2004), the total time taken forangaction is less than a second; all
the customer has to do is hold the phone closédoPOS reader. This would

make it quicker than a cash transaction.

Players Involved: Apart from the constant players involved in any isKeitai
payment application, there is also the mPaymentigeo namely JCB. Here too,
the collaboration between all players involved ilvto be able to provide the

payment.

Enrolment: There is no explicit enrolment process, for exgtoustomers. An

application to use QUICPay can be made either tiraihne mobile device or

16 (www.coolstuffiapan.sblorgh.org, 2007)
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online. A credit check is performed and the usqravided with an ID. The user
is now ready to use his mobile credit card (OMCdJdac., 2006).

Mobile Suica

Mobile Suica is an mPayment application, again thasethe Osaifu-Keitai, and
is offered by the East Japan Railway Company focitstomers to pay for their
travel tickets. It was introduced in January, 200Be Suica system is a prepaid
fare card where the customer keeps a prepaid mlartus keitai phone. It is the
mobile equivalent of the stored fare card thatrtilvay company offers (NTT
DOCOMO, 2008). Apart from the train services ofterey the JR East, the

mobile pass can also be used on buses and the glibwa

How it works: Like all Osaifu—Keitai applications, Mobile Suicaalso dtouch
and go” application. Transport services in Tokyokenaise of the barrier gate
system wherein passengers need to validate tlokietsi before they get to the
platform or onto the train. This system ensures &hagerson does not have access
to the platforms without a valid ticket. Some oésk fare gates are equipped with
sensors capable of reading the data from the malgiece. On entering and
exiting through these gates, the passenger hasuoh in” and “touch out” at the
sensor and the correct amount is deducted fronptapaid fare amount (East
Japan Railway Company, 2005).

The prepaid amount can be recharged through thélenbdvice itself. There are
two forms of the mobile Suica — one is for thoseowdwn a Suica-compatible
credit card and the other is for passengers withawedit card. The latter is called

“easy-mobile Suica?®.

To recharge an easy-mobile Suica, the user wowe k@ go to a convenience
store that accepts SuféaFor a credit card-based Suica, the passenger can

recharge his Suica account from the mobile devs=dfiusing the Suica menu.

7 (www.coolstuffjapan.sblorgh.org, 2007)
18 (www.coolstuffiapan.sblorgh.org, 2007)
19 (www.coolstuffiapan.sblorgh.org, 2007)
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A major advantage of the Mobile Suica is that thenay stored in it can also be
used to make purchases at select stores (East Baplavay Company, 2005).
Since early 2007, Edy, QUICPay, NTT DoCoMo’s ID aBdica have started
using a common reader for their mPayment applinatas well, making it easier
for merchants to offer any of these payment faeditvithout investing in multiple

readers (East Japan Railway Company, 2006).

Players Involved: Apart from the regular Osaifu-Keitai players, th@eo

additional player is the East Japan Railway Company

Enrolment: The enrolment process for Mobile Suica is not aspt as the
registration process for the other Osaifu-Keitgplagations described above. To
start with, the user has to register on the MoBileca website. This includes
providing your details and selecting your phoneetygnd your MNO/MVNO.
After this, the mobile device scans the barcodenftiie website. This will open
the mobile version of the website through which tiser can now download the
required appléf. Once the application has been installed, the ceserdogon and
enter his credit card details if using the credidcversion of the application.

4.1.2. Singapore
With a population of approximately 4.6 million, §apore has a mobile

penetration rate of over 138% (International Tehagwnication Unit, 2008).
Clearly, there are more mobile subscriptions thengopulation indicating more
than 1 mobile device per inhabitant in some caSesnparatively, only around
40% of the population are PSTN subscribers andoxppately only 73% of
internet users (International Telecommunication tUrd008). Some of the

mPayment applications in use in Singapore are hestbelow.

mMNETS?!

MNETS is an mPayment application launched jointjytite payment provider
Network for Electronic Transfers, the MVNO Singtaid the United Overseas
Bank (UOB). It completed its 6 month trial run tre February 23, 2009. A

20 (www.coolstuffiapan.sblorgh.org, 2007)
2L All information, unless otherwise mentioned, fronww.nets.com.sg, 2008)
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selected set of 250 UOB credit card consumers wegelested to test the
application. mNETS makes use of a mobile wallet &€ technology to provide

the payment facility.

How It Works: To make a payment, the consumer simply flashesrtbbile
device over the NETS FlashPay reader. mNETS workslas to the Suica
recharge scheme, where the consumer tops up higenaaloount using his credit
card. During the trial period, a total of 500 menats across Singapore accepted
MNETS payments. These merchants can also offar ¢cbesumers discounts in
the form of mobile coupons.

Players Involved: The only players involved in the trial were 500 of@mnts, the
MVNO SingTel, UOB as the bank, the mobile devicenafacturer Nokia and the
payment provider NETS. It could well be that onlee application is available to
the broader public, that there will be more bankd 1VNOs involved. Although
the trial ended in February 2009, no data coulibbed as to whether the system
was still in use and open to the public.

With regard to providing coupons, there are a fearanplayers involved like
Singapore Polytechnic, NXP and ViVOTech.

Enrolment: For the trial, there was no explicit enrolment gs& The provider
selected 250 UOB credit card users who were gikierNiFC enabled Nokia 6131
phone. They were not charged any fees and thet ¢tirediwas dependent on their

current credit status with the bank.

4.1.3. India
India has a population of approximately 1.2 billjp&ople in 2008. According to

statistics published by the ITU, 29% of the popolatare mobile phone
subscribers. As a comparison, only around 7% degnat users with only 0.45%
owning an internet connection at home. In India,biteo devices and mobile

telephony costs are becoming more and more afftedeth the passage of time.

The mobile industry in India is quickly growing Wwitplenty of value-added

services being offered. Interestingly, this molpiggulation does not restrict itself
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to the urban population or the higher income groddot of low income, so-
called “single-man businesses” have mobile phomesdlp them with their
businesses: carpenters, electricians etc. allaelynobile phones so that they are
reachable at all times for their customers. Fotamse, fishermen in the south
Indian state of Kerala use their mobile phonesaiatarct ports soon after they've
made their catch, they decide on the spot whicht pmrland their fish in

depending on the price quoted by each port for figi (Roche, 2002).

Although the general usage of mobile devices i$ ¢asching up amongst the
different demographic groups of the populationr¢hare very few mPayment
applications in India. Three successful ones aneaypgmChek and payMate
which are described below. There are also appdcatifor mobile ticketing

making their way into the market.

ngpay

Ngpay is an mPayment service developed by JiGrahalkility Solutions and
provides a method of paying remotely with your nelievice. Essentially, it
eliminates the necessity of carrying payment caMtgpay is a mobile wallet
which stores your payment card details, list of chants and maintains a history
of your payment transactions. Payment details aemsmitted via SMS

messaging.

How It Works: Ngpay can be installed onto the mobile device eiltyeentering

the mobile phone number on the ngpay websiteww.ngpay.com— or by
sending an SMS message to the providers; in batisca link will be sent to the

mobile device using with the application can bealtsd.

Ngpay can be used to make payments to any of theciased merchants. As
mentioned earlier, ngpay is a form of remote paynnesaning that the customer
is not physically at the POS terminal. It is mosllyed to make payments for

internet/mobile transactions. It can be used to fpayravel tickets, for booking

22 All information, unless otherwise mentioned, fr@fiGrahak Mobility Solutions, 2008)
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movie tickets, online shopping with select merchastd to pay general utility
bills like electricity, gas, water and mobile phduiks.

One of the significant merchants that provide nggagir Deccan (now part of
the Kingfisher airline group). Air Deccan is Indapioneer low-cost airline.
Using ngpay, customers can book their tickets tyemver their mobile device.
All they have to do is choose Air Deccan from thisir of merchants/services and
then follow the on-screen instructions to make bloeking. For payment, the

customer can use the credit card saved in the mulillet or enter a new one.

v i --| B # i ['\r

noPaY \ Registration ngpay Waset
| Weicome to ngpay- > S 2 - Sep 3 Select Payment Option
India’s Largest Mall on First Name N Bank Accounts
(el Doenioad Now Mukesh I Credit Cards
It's Free ¥ Debit Cards
fow , _— Last Name ¥ More Options
gt el Kumar
Sex Enter n PIN
&M OF gpay
BirthDate AIKAXN
21 Feb 1970
s Contact Address
|
Select Cancel 1 OK Cancel Select Back |

Figure 10 — Enrolling for ngpay and the ngpay Whlle

Another large merchant is Sifymall.com. Sifymallaa online shopping portal
that offers all kinds of goods to customers fronoksoto electronics and apparels
to health & fitness products.

Players Involved: The main players in the ngpay business model iptbeider
JiGrahak and the merchants ready to accept ngpagdctions. To utilize ngpay,
the payment providers assume that the customelr@ady in possession of a
credit card. There is no direct tie-up between ¢hadit card provider and the
mPayment provider.

Enrolment:. Enrolment/registration takes place just afterapplication has been
installed on the mobile device. The user has twigeodetails like his name and

address. He is also required to choose a 6-dijitf&t security reasons. This PIN
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has to be entered each time the user wishes to @mgk@yment using ngpay.
Although the PIN does provide the adequate levalegtirity, it is cumbersome to
remember a 6 digit number and to enter it each timeuser wishes to use his
mPayment application. The enrolment screen anchgpay wallet are shown in

Figure 10.

mChek?®

mChek is an mPayment solution based on SMS techypaod offered by the
Indian MNO, Airtel. Again, this is another mPaymeenario which in essence
gets rid of the necessity to carry around plasitis and stores the card details in
the mobile device instead. Like ngpay, it can bedu® pay mobile bills, movie

tickets, airline tickets and to pay insurance prens as well as buy bus tickets.

How It Works: mChek requires the customer to send an SMS message
containing the amount to be paid along with thecpase details. For instance, to
pay his mobile phone bill the customer would sendSMS message to the
provider with the following details'PAY AIRTEL <AMOUNT> “. The customer

will then be prompted to enter his 6-digit PIN tatleenticate himself. On
successful transmission of the payment, the custoeeeives a confirmation
SMS message, thereby completing the transactios. d&hount is then billed
towards the customer’s credit card account anattiséomer settles the dues with

his card company/bank.

One of the disadvantages is that mChek is curremlly available to Airtel
customers. Also, unlike other mobile wallets likee tOsaifu-Keitai, only one
credit card can be linked to a mobile number. Thesefore, does not necessarily
eliminate plastic cards from the customer’s physizlet. Finally, the merchant
base is still very meagre and therefore does et tifie customer ample choice or
reason to switch to using the mPayment variationother words, the customer
would not see adequate value-add to embrace thepagment type when all he

can use it for is with a handful of merchants.

2 All information, unless otherwise mentioned, frémww.mchek.com, 2008)
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A major advantage that mChek has is that a vasbntajof mobile users are
well-versed in the usage of SMS messaging. Thisesak easier for them to
accept the new mPayment technology as they aradgir@ccustomed to sending

SMS messages and know how it works.

mChek won the global GSMA 2008 Award for best meltillling/customer care
solution (GSMA, 2008) .

Players Involved: The active players in this kind of a payment Solutare the

solution-providing MNO and the merchants. The MNOAirtel and the banks
involved are the ICICI Bank, the HDFC Bank, NDB Raand the State Bank of
India. Visa International and MasterCard are pa&sglayers. The banks and
credit card companies play a more passive roleedirom their perspective there
isn't much of a change. They would bill the custorag usual. Interestingly, this
would also mean that in case of fraud, it wouldthee bank/credit card company
that would have to bear the losses as would becdke with any normal credit

card transaction.

In time, mChek could possibly expand to includetaoers from different

MNOs; this would be vital to reach a larger custobese.

Enrolment: The user can register either on the mChek websitgy sending an
SMS message to the number specified by Airtel.sihg the website, the user
enters his mobile number and receives a temporiidysent to him via SMS
messaging. The customer then creates his own 6RIigiand registers his credit

card details. On successful registration, the tesFives a confirmation message.

As can be seen, there is no explicit security aniib&tion process during the
enrolment procedure. It is as simple as settingaaponline email account.
However, given that the mPayment solution is omgilable to Airtel customers,
there is an implicit level of trust and security asertain level of background

checks would have been done when registering treassan Airtel customer.
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mChek is supposed to make paying bills easier. Wi€@hek, a customer could
also pay the bills of other mobile phones belongmgther family members for
instance. The test within the SMS message wouly bave to be modified

adequately to reflect this.

PayMate™

PayMate works by linking the customer’s credit ¢atebit card or bank account
to the mobile phone. The advantage PayMate hasm@rek is that it is more
convenient as it allows multiple cards to be reget with a single mobile

number and is not restricted to customers of deikiNO.

How It Works: PayMate can be used to pay bills, at retail stasesvell as for

purchases made over the internet. When wantingatkena payment online, the
customer would choose PayMate as the payment tygdheen enter his mobile
number when prompted to do so. The customer thezivies an Interactive Voice
Response (IVR) call from PayMate requesting himemter his 4 digit PIN to

authenticate himself; the PIN is set up during Bnemt. Once this is done, the
payment is processed and if successful, the custoreeeives an SMS

confirmation.

To pay a utility bill, the customer can have an SiM&ssage alert set up so that he
is prompted every time a payment is due. To mabayment, the customer would
only have to reply to the SMS message and would tkeeive the IVR call for

authentication.

PayMate can be used in retail stores as well. Heeemobile number is provided

to the cashier and the rest of the process woeksdime as above.

Enrolment: The process of enrolment has been delegated tbahks in this
business modePayMate has tied up with a few banks as partndrs means
that PayMate is available only to customers ofdhgartner banks. In total, there

are six partner banks. The enrolment process vémes bank to bank. ABN

24 All information, unless otherwise mentioned, fronww.paymate.co.in, 2008)
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AMRO lets its customers enrol via internet or phbaeking; new customers are
given the choice of enrolling for PayMate when theg applying for their
account/credit card. Cosmos and Corporation Bankhenother hand, let the

customer enrol for PayMate via their ATMs.

The advantage of this kind of an enrolment proce#isat there has already been a
certain level of authentication of the customeobefhand when opening the bank
account or credit card. As far as the banks arecamed, they have already
established the customer as a trusted countergistipanks are already involved
in authenticating their customers, it is not a nracess to them and enables each

player to concentrate on their core competency.

Indian Railway Tickets

The Indian Railway Catering and Tourism Corporat{ttdCTC) has teamed up
with different players to offer enquiry and booking railway tickets via the
mobile device. The IRCTC has partnered with ngpghg, MNO Airtel and the
ICICI bank to provide mobile ticketing to each béir respective customers.

Although there are 3 different partnerships, thehoe of booking the ticket is
fairly similar. All of them are SMS-based. Althougixtensive research was
undertaken, it is not quite clear if all three bése services are still offered or if

only one of them have emerged to be Indian railatoice of payment.

The IRCTC is one of the ngpay’s merchants. So,dokbrailway tickets using
ngpay, all the customer would have to do is chdB€&TC from the list of ngpay
partners. The customer can then check railway tiuagles, check ticket
availability and book his ticket (www.ngpay.com,08). To pay, the customer
would use his card that is stored in ngpay. Onessfal booking, the customer is
given a Passenger Name Record (PNR) number asroatifin. Ngpay also holds
a booking history which the customer can accesdl &itnes. The ticket — referred

to as an i-ticket — is sent to the customer by ieowervice.
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In partnership with the IRCTC, the ICICI bank alsffers mobile railway
ticketing to its customers. For this, the customeeds to register with the bank
for mobile banking and for their mShopping serites step essentially involves
creating a so-called mShop name which functionattyks as the PIN for mobile
transactions) and then with the IRCTC as well fogit mobile ticket booking
service (ICICI Bank, 2008).

To make a booking, the customer first sends an $MSsage enquiry to the
IRCTC who then reply with the availability statusdathe billing amount for the
ticket. To confirm booking of the tickets, the auser would then send a return
SMS message to authorize the payment. This messdbalso contain the
mShop name. On successful booking, the amountisatied from the customer’s
bank account with which he is registered and thstorner is sent his PNR
number via SMS messagifig The ticket is then sent to the address with which
the customer is registered at the IRCTC (ICICI B&008).

As can be seen, the mPayment scenario is Indialli¥esy young and is more

SMS based. The fact that there are more peopley usmbile phones than the
internet and the fact that it is not restrictedthie upper income class, make it
cover a wider audience of people. However, to reaerhuge mobile population,
the mPayment services would have to be simpledpaffordable and should also
be made possible without the user having to haledit card as the Indian lower-

income customer may not be in possession of atarari.

4.1.4. Australia
Australia has a population of approximately 21 imilas of 2008 (International

Telecommunication Unit, 2008). The PSTN subscriptiate is about 45% and

the mobile penetration rate is 105%. Around 72%istexnet users. Australia has

% There have been user reports stating that mobidihg with the IRCTC and ICICI is not

always successful and that network issues haveedaigers to lose money due to the bank having
sent the payment, however the IRCTC not havingivedat and thereby not issuing the ticket
(http://www.amitbhawani.com/blog/indian-railways-om-ticket-booking-servicek/this would
seem highly unlikely as there would need to bexg&mnt regulations in place ensuring a secure
payment as with all sorts of digital payment system
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had mPayment applications for many years now. Betofew of the more recent

mPayment applications used in Australia are desdrib

mHITs?

mHITs is an mCommerce platform that can be useddke P2P payments over
the mobile device using SMS messages and was uteadin 2004 as a simple
means to recharge prepaid mobile accounts via SMSsaging. Today, mHITs
has expanded to be an mPayment application fronthwtiie user can make
payments from one mobile phone to another and sEnpay for purchases like

electronic or mobile content, and micro-paymenthases (mHITs, 2008b).

How It Works: To transfer cash, the user sends an SMS messaie fore-
specified number supplied by mHFffsThe SMS message contains the mobile
number of the recipient, the value and an opti@mhment. The sender then
receives an SMS message updating him on the balanbis account and the
status of the transaction just made. The reci@ésd receives an SMS informing
him of the payment made to him. mHITs also enapkey-to-peer (P2P) money
transfers to mobile numbers that are not registeiddmHITs; however, only the

transfer between mHITs members is free of charge.

Using mHITs for purchases works in a similar fashithe customer sends an
SMS message to the mHITs number specifying the ataureference and the
ID of the merchant who is supposed to receive thanent. The different types of
payments are distinguished by keywords in the SMSsage. For example, to
make a P2P payment, the SMS message would begadiixthe keyworepay>

while to make a payment to a merchant for goodshased, the keywordbuy>

would be used. Other keywords includealance> to check the mHITs account

balance angbank> to transfer money to a bank account.

The advantage of mHITs is that it is pretty muclvickerindependent. All it

requires is a mobile device capable of sending $\Ssages, which all mobile

% All information, unless otherwise mentioned, frdHITs, 2008a)
%" pre-specified Number: 0428 696 448
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phones can today. The only cost involved is thevodt charges of sending the
SMS message.

Enrolment: Enrolment is done through the mHITs website, dpigj the mobile
number, personal details and email address. Befateng a P2P or bank account

transfer, the user has to top up his mHITs accauthtcredit.

Players Involved: mHITs itself is the main active player in this mBRent
scenario. As all the payment instructions are senSMS, the MNOs again only
have a very small degree of participatiorhe other players would be the

merchants who offer mHITs as a payment option.

Visa payWave/Telstra Contactless mPaymefit

The Australian MNO Telstra along with the Natio#aistralian Bank (NAB) and
Visa International offered contactless mPaymentsigusVisa payWave to
customers at Melbourne’s Docklands. The 3 mon#i énded in February 2009

and was considered a huge success.

How It Worked: Visa payWave is a good example of a mobile prayim

payment application. Customers were required tordioad the NAB Visa credit

card software onto their mobile device; this sofevatored their credit card

details. To make a payment, the user waves his len@hione in front of the

merchant’'s POS reader. The data is read and traedfesing NFC technology to
the merchant’s reader and the payment is procdds=any other credit card

payment. As such, there is no kind of authenticaiiothe process: no signature
or PIN is required. The status of the transactian be read off the merchant’s
reader. Using this, customers can pay for low-vdlaaesactions that are under
$35 Australian Dollars only.

Players Involved: As this was only a trial run, the players involwedre Telstra,
NAB and Visa International. There were 12 merchant®lved and 200 users

tested the application.

28 All information, unless otherwise mentioned, fr¢felstra, 2009)
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Enrolment: For the trial run, there was no explicit enrolmpracess. NAB chose
200 of its customers to test the application.
Gauging the success of the trial, Telstra antieighait there will be a consumer
demand for contactless mPayments. As part of thle tr
- 95% of the participants said that there were lil@lextremely likely to use
the technology
- 78% of the participants found using contactless ynteats was better than

using cash.

(Telstra, 2009) continue to say that even the natshfound it to be a quicker

and more convenient payment option.

Visa payWave is already available in the form otamtactless card payment
facility in many countries. Apart from Australiajsa has conducted trial runs for
the mobile version in Switzerland, Spain, Francd #me UK amongst others
(Visa International, 2009). The UK trial called tf@2 Wallet” lasted six months
between November 2007 and May 2008 involving 50€rsisThis trial included
storing the Oyster cafdiin the wallet (Nokia, 2008).

4.2. Europe
When compared to Asia, the mPayment scenario infeuis not that established.

Europe tends to prefer the more conventional paymethodologies. (Gartner
Inc., 2008) attributes this to the user’s highersg@vity to security as well as the
good payment infrastructure available. Nonetheldbgre are quite a few

mPayment applications, a cross-section of whichllarated below.

4.2.1. Germany
With a population of approximately 82 million, Geany has a mobile

subscription percentage of around 130% (Internatidelecommunication Unit,
2008). Around 76% of the population are internddssribers and 63% are PSTN

%9 The Oyster Card is a card-based transport ticietystem used in London, UK. See Appendix
for more details.
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subscribers. Although Germany has a saturated mgahetration, mPayments
have not made it very far in this country. Thislasgely because the German
population does not see the necessity for a newnpaly option and they prefer
the traditional payment systems (Hampe et al., @p03n example of a
successful mPayment application in use in Germartlge “Get In” application —

a mobile ticketing application used in the cityrtdnau. Germany has also seen a

venture of biometric payment, which is also expdielow.

RMV Hanau HandyTicket (using NFC)*
The Rhein-Main-VerkehrsverbundRMV), the public transport company of

Hanau, Germany, introduced the mobile ticketingesoh “Get In” using NFC

technology. The pilot programme was started in N&@5 with 160 users and
partnered with the Hanauer Strassenbahn AG (HSBljaNand Philips. To use
this, customers had to purchase the Nokia 3220 eohdrose shell is equipped
with an NFC chip.

The pilot ended in April 2006 and, due to its ss¢ds now available to all
customers of the RMV. Although initially it was kwa as Get In, the mobile
ticketing feature has expanded to include moreufeatlike sorting timetable,
older tickets and billing details and is now knovas the RMV Hanau
HandyTicket and is available using NFC technology.

How It Works: When boarding a bus, the customer goes to the WFirial and
holds his mobile device in front of it; the requirdata is read and the customer is
“checked-in” for the journey. When he leaves the,the has to hold his device
against the terminal again to “check-out”. Billilgdone on a monthly basis and
is debited from the customer’s account. The tataldocalculated using the “best-
price system” where the most economical price isutated for the customer
depending on usage.

Players Involved: The players involved in the HandyTicket scheme the
RMV, Nokia, Vodafone and T-Mobile. While RMV is theayment provider,

%0 Unless otherwise mentioned, all information takem (RMV, 2008)
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Nokia provides the NFC equipped mobile phones. Ywuaand T-Mobile are the
MNOs that facilitate the HandyTicket to their custrs.

Enrolment: To use the application, the customer has to fagister online on the

website of the RMV ww.rmvplus.dg. Here, he enters his details like name,

address, mobile number and email address. Thesasgrup an online account.
After registering online, the customer receivesSSM®S stating that his registration
has been successful and providing a link to dowhtb@ required software. This
installs the ticketing software that will be usedouy tickets, store them and that

can be used to download the timetable.

Figure 11 — Hanau HandyTicket NFC Terminal in a Bus

The Hanau HandyTicket is the perfect example of hownPayment/mTicketing

application fits the bill of added convenience. tié customer has to do is touch
in and touch out his mobile device at the ConTagitgals as shown in Figure 11,
and he is automatically billed for the ticket. Alsbe hassle of choosing the right
ticket is taken off the shoulders of the custonsethe best price is calculated for

him by the application. It rids the customer of gaper ticket that he has to carry

31

Source:
http://www.rmv.de/coremedia/generator/RMW/Kontak&ae/Bilderdownload/PM_BILD HandyTicket 07
0424.html

Shiny Sreekumar: Biometric Authentication in Moldlayments
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on him. Security and authentication is providedtiiy mobile PIN. This system
could be replaced by a biometric authenticatiortesys The fact that there is a
software in place that handles all the ticketintadle makes it even easier as this

software can be enhanced to include this feature.

HandyTicket - Deutsche Bahr
The Deutsche Bahn (German Railways) offers mohitkets for their rail
network. Here, the ticket is sent to the custonmeithe form of Multimedia
Messaging Service (MMS) message.

How It Works: To purchase a ticket, the customer accesses ttee Si

http://mobile.bahn.deset up for this purpose from his mobile devicere;ide

enters his travel details, based on which a ligiasfsible connections is retrieved.
The customer then chooses his preferred conneatidris prompted for his user
name and password which are set up during enrolmé@m successful
authentication, the customer is given the choicenaking a seating reservation.
After confirming the travel details that have begriered the customer is asked to
enter the mobile number to which the MMS ticketidddoe sent. By default, the
number with which the customer registered himsslfshown; however, any
number can be specified, meaning that the purcluddbe ticket and the traveller
need not be the same, which is an advantage. gdtecting the mode of payment
(credit card or direct debit), the customer finaitynfirms his booking. An MMS
containing the ticket is sent to the specified relumber and an email
confirmation is sent to the registered email adglr®ayment is then processed as

a normal card payment.

Enrolment: The customer has to first enrol/ register onlieéle he starts using
the application. This enrolment process is veryimatistic, requiring the user to
set up a user name, password and provide his @drsetails like name and

address.

%2 Unless otherwise mentioned, all information takem (www.bahn.de, 2008)
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For customers travelling with the Deutsche Bahe, MiMS ticket service is a
very convenient method of purchasing tickets, atgréng the long queues at the
railway POS and the lengthy procedure one has torgoigh at the ticket vending
machines. Also, the customer does not have to ity additional charges,
except those incurred to connect to the internee Deutsche Bahn saves on
ticket printing, avoids long queues at the ticketirtters and provides a value-
added service to its customers. A drawback thatdistem has is that customers
who do not have mobile devices facilitating MMS wanhuse it. However, the

number of non-MMS enabled mobile devices is dintimg.

DigiPROOF

The first biometric payment system — digiPROOF -Germany was introduced
in the supermarket chain Edeka in the city of Réizh by IT-Werké®
DigiPROOF is a payment method where the customefieageand authenticates

himself using fingerprint verification.

2 ...-[\Il

Figure 12 — Customer paying at an Edeka Supermatket

How It Works: The main advantage that digiPROOF has, is thalo&ss not
require any additional object: no card or mobileide. To make a payment, the

customer places his finger on the fingerprint searas shown in Figure 12; on

33 All information, unless otherwise mentioned, framw.it-werke.de
34 Source -www.manager-magazin.de/unternehmen/it/0,2828,gilds486185-345932,00.html

Shiny Sreekumar: Biometric Authentication in Moldlayments
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successful authentication, the amount is debiteo frthe customer’'s bank
account. These details were recorded during enrdlme

Players Involved: The number of players involved with digiPROOF igimal.

It is offered by it-Werke, an IT solutions providdihe other players involved are
the banks and the merchants that accept digiPROOR @ayment option.
DigiPROOF started with Edeka, a supermarket chaitermany. The list of
merchants is slowly growing and includes superntarkke Metro and Globus,
Albert Heijn in the Netherlands, a food courts adlvas in a school canteen in
Germany.

Enrolment: To enrol, the customer has to produce his ideatitbn card, bank
details and give his fingerprint. Apart from thige also has to present his credit
history document. Compared to enrolment for mPaymegpplications, the
enrolment for digiPROOF is more meticulous as #slcequire the user to present

his identification, and confirm his credit credityil

4.2.2. Norway
Norway has a population of about 4.7 million. Iskeamobile penetration rate of

around 111% and a PSTN subscription rate of justirat 40% and 88% of
internet users (International Telecommunicationt 2008).

LUUP®®

LUUP is a payment system that started in Norway2@®2 under the name
Contopronto. LUUP is also an mPayment system thaites) use of a digital
wallet. What differentiates LUUP from many other ayfent applications is that
it facilitates the transfer of P2P payments. A pesiaspect of LUUP is that it is
not MNO dependent; the customer only requires ailmatevice, similar to

Australia’s mHITs.

How It works: To make a payment online, the customer chooses LadJthe
payment method, enters his mobile number or usexnand his PIN code. A

35 All information, unless otherwise mentioned fremvw.luup.com
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verification code is then sent to the mobile dewt¢he customer, which he then
enters online to complete the transaction. To nalerson-to-person payment,
the customer simply sends a text message statnmdiile number or username
of the recipient as well as the amount to a presétP shortcode number. LUUP
will then credit the account of the recipient wile given amount. At the time of
writing this thesis, LUUP only facilitates the phase of mobile content like
ringtones and games through the mobile device. Agdiis utilizes the SMS

facility to send a message to the mobile conteoviger who will contact LUUP

to confirm the availability of sufficient funds.

When making a purchase, the payment amount is teglfrom the option that is

selected as the default payment option.

Enrolment: Enrolment takes place onlinenyw.luup.con) where the customer

enters his personal details. On successfully engeil the details, the customer is
sent an SMS with a verification code which he entenline to complete
registration. The LUUP wallet can be used onlinameWallet as well as on the
mobile device as an mWallet. The customer can tegiss credit cards or debit
card with his LUUP wallet or pay money into the letlby transferring funds

from the user’s bank account.

Apart from Norway, LUUP is also available in the U&ermany and Abu Dhabi.
According to (Wray, 2006), LUUP had more than 10,@dstomers each in the
UK, Germany and Norway as of May, 2006. In 2009,URJ partnered with

Deutsche Bank to offer a cross border mPaymentcgefkUUP.com, 2009)

4.3. North America
A few applications from The United States and Carae discussed here.

4.3.1. United States of America
The United States with a population of around 3illian people has a mobile

penetration rate of approximately 87% as of 2008tefhational
Telecommunication Unit, 2008). Unlike Europe whishbased on the Global

System for Mobile Communications (GSM) network, th8 mobile network is
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covered by the Code Division Multiple Access (CDM#g well as GSM. One of
the differences between GSM and CDMA phones isttt@tCDMA does not use
SIM cards. This becomes relevant if the chosen btamtemplate is supposed to
be stored in the SIM card; while a CDMA user cous® the BiMoP application
by storing the data on the phone, the disadvansatat the user becomes device-
dependent. The user would not be able to simplycewsIMs from one mobile

device to another.

Pay By Touch

Pay By Touch was a biometric payment applicatiavigled by Solidus network
that started up in 2002 (McKinney, 2008) in the tddiStates. Pay by Touch used
fingerprint verification and allowed customers taypfor their supermarket
shopping by merely authenticating themselves witkeirt finger just like
digiPROOF.

However, Pay by Touch filed for bankruptcy in Det@mn2007 and shut down all
operation in March 2008 (Payment News, 2008) alghoit had a 3.6 million
customer base and was operational in approxim&@@0dQ locations (McKinney,
2008). Many reasons have been cited for this randgmom the founder’s
reputation to the lack of consumer willingness do@ biometrics as a means of

securing their payment information.

An article written by (Carpenter, 2008), a formeyRhby Touch employee, sums

up the possible reasons as follow:

» Consumer Adoption of BiometricAlthough Pay by Touch did have several
hundreds of transactions a month, there were @itiple hesitant to trust
biometrics for reasons cited in Chapter 3. Althotlygre were early adopters,
the vast majority of consumers did not feel conable using biometrics on

issues of privacy and still preferred conventiarradit cards.

* Economics of BiometricsAlthough prices have reduced over the years,
biometric hardware is still an expensive investmantording to (Carpenter,
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2008). For Pay by Touch, equipping and replacing thquired hardware
periodically at the participating grocery storesswan expensive affair;
transaction costs had to be kept low as well. eant that operational costs

had to be kept low, but unfortunately didn’t happen

* Level of Certainty in AuthenticatiorAs explained in Chapter 3, the two
important metrics involved with biometrics is thAR and the FRR which
are inversely proportional. One of the major difftees with biometrics is
finding the right threshold value during authertima to avoid false rejects
and false accepts. However, the less the numbfais® accepts, the greater
the number of false rejects. Pay by Touch conctsdran having a low false
accept rate so as to avoid wrong accounts beingedeld his meant that the
false reject rate was high resulting in consumessnf confidence in the

payment application.

How It Worked: Pay By Touch was basically a virtual wallet that aoly stored
payment details, but also identification data ltke driving license number or
other ID card numbers. It also held informationtgieing to the different loyalty
programmes that the customer takes part in. Thitsaliwallet was stored in a
central server and the data accessed using therfingt of the user.

To pay for goods, the customer placed his fingethenreader at the POS and
entered his search number as specified during raerdl Using this search

number could actually be considered as a disadgardiace it requires the user to
remember an additional number needed to identify. Iiddnce the search number
is entered, the virtual wallet was accessed andctistomer then selected the
payment type from the virtual wallet. The rest loé payment was processed like

any other normal card payment.

Enrolment: Enrolment took place in two stages — in the fitage the customer
registered his personal details, his payment degaitl his driving license number
or ID number. This could be done either online ioeatly with one of the Pay by
Touch merchants. In the second stage, the custbateto enrol his fingerprint.

This could be done during the customer’s first pase at one of the Pay by
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Touch merchants. During enrolment, the customes afgecifies a seven-digit
search number, which will be used to access hitetvalore easily. This search
number would serve identification purposes and lanany number that the

customer can easily remember.

Like digiPROOF, Pay By Touch was a payment systeah ised biometrics for
authentication purposes. The search number in BaydBich could be replaced
by the mobile phone number, thereby eliminatingrdguirement of an additional
number. As the wallet would be saved on the phorteé case of mPayment, the
authentication would also be carried out on thenghsp as to access the mWallet.

The data would then have to be transferred to @8 f&rminal.

MasterCard PayPass — “Tap N Go®

Similar to Visa's payWave, MasterCard offers a estless payment facility
called PayPass. PayPass too, was initially intreduas a contactless card
payment option where the user waved his card ®wePOS reader. MasterCard
conducted a trial run in New York for the mobileople option. Today, PayPass
Tap& Go is available in the US, the UK, Austral@anada, Japan, Korea,
Malaysia, Philippines, Taiwan, Thailand and TurKeyWhile no explicit
information was found as to whether all these ceesmtprovided the mobile
phone version of PayPass Tap & Go, the POS readeapable of connecting
with the contactless cards, NFC-enabled phones et a8 NFC key fobs.
Therefore, the availability of the mPayment versioould depend on the banks

and MNOs offering NFC-enabled mobile devices with PayPass application.

The NYC Mobile Tridf: The NYC trial was conducted from January to Apnil
2007. It equipped the users with NFC-enabled Ndkial phones to make
payments at PayPass merchants. The trialists edgdduse the mobile PayPass to
buy subway tickets on one subway line as well agntlwad information from so-
called smart posters. For this, the user had ttiephone on posters which were

labelled with the trial symbol; then, he could déead content such as movie

% All information, unless otherwise mentioned, fréidtasterCard International, 2008)
37 www.paypass.com
% (MasterCard International, 2007)
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trailers, wall papers and restaurant ratings antoatjers. The trial was a joint
venture between MasterCard, Citigroup, Cingular &lwkia. Nokia issued the
NFC-enabled phones, Cingular is the MNO and Cithésissuing bank. As a part
of the trial run, selected Citi credit MasterCandstomers were given NFC-
enabled Nokia phones which contained their crealitl details. Since this was
only a trial, there was no explicit enrolment praes. A similar trial was

conducted in Ontario, Canada for 4 months whicrednd April 2009.

How It Works: When making a purchase, the customer activateBd2gyon his
mobile device and then taps the phone on the PayRsmder. When the
transaction is completed, the reader beeps anteflaa light. The rest of the
transaction — clearing, settlement and managemeviaud be carried out in the

same fashion as a regular credit card transaction.

Enrolment: Enrolling for PayPass would be carried out throwgty of the
issuing bank players. As mentioned above, it isahedir how PayPass Tap N Go

with mobile phones is in use in the market apantfthe trial runs.

An interesting innovation that MasterCard has rdgeintroduced is the Blaze
Mobile MasterCard PayPass mobile payment stickeasf®rCard International,
2009) for Tap N Go payments. This sticker is egedmvith the NFC unit that
needs to be tapped to make payments. Unlike redgPass payment devices,
the sticker is not connected to a credit card,iuied to a prepaid account with
MetaBank — the issuing bank player. The main adgathat the sticker brings
with it is that it makes the mobile PayPass Tap dNa@ailable to customers who
do not possess NFC-enabled phones. The stickeralgti be offered to the
MasterCard Blink customers of the Chase bank star&pring 2009 up to

October 2010 in a trial versidh. Blink is the same as PayPass.

4.3.2. Canada
Canada has a population of about 33 million: aro@&& of these are mobile

subscribers, 55% PSTN subscribers and 75% arenéitersers (International

3% www.chasemobiletag.com
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Telecommunication Unit, 2008). As mentioned abdvasterCard is conducting
a trial run of PayPass in Canada until October 20AfQother mPayment

application is described below.

RBC MOBEX*

Mobex is an mPayment service offered by the RoyalnkB of Canada
(http://rbocmobex.com). The trial run for the seevicompleted in early 2009;
however, it is not clear for how long the trial jper ran. During the trial run,
Mobex was available to RBC staff, their family a@neénds. The primary function
of Mobex is to send and receive money. Users ofratwork could participate:

the only requirement was to have a bank accountandbile device.

How It Works: Mobex works using SMS messaging. The user reqaifédebex
account which is set up during enrolment. This Mobhecount essentially works
like an eWallet that is accessible via the mobierne or through the Mobex web
portal. The user loads funds to this Mobex accdwom his bank account or his
Visa or MasterCard credit cards, which were setlung the enrolment process.
This is done by sending an SMS message to a pmedehumber with the
keyword ADD or CASHIN followed by the amount. There is a daily load tiimi
$100 and a monthly limit of $500. Once the user thassferred the funds to his
Mobex account he is ready to send money; whiled¢bgient does not need to be
a Mobex account holder at the time of sending,dmot access the money till he
has registered and opened a Mobex account. Torpetfe send, the user sends
an SMS message with the keywor@END or PAY followed by the recipient
mobile number and amount in any order. The amauthhen deducted from the
Mobex account. The user can also check his acdmlahce by using any of the
keywords: BAL, BALANCE, CHECK BALANCE or CHECK BAL .Another
functionality that Mobex provides is the ability tequest money from another
Mobex user. Again, this is done by sending an SMfsage to the pre-defined
number with the keywor@ET or REQUEST followed by the amount and mobile
number in any order. All these operations are aiblesthrough the Mobex web

portal as well. The transaction history can alseibaed.

“0 All information, unless otherwise mentioned, fr@mttp://rbcmobex.com, 2009)
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Players Involved: Unlike most other mPayment applications, there seebe no
other active players associated with RBC Mobex pixéar the RBC. Since the
user transfers funds from his bank account or tiEtds like he would pay for
any other transaction, other banks cannot be seerPayment players. Similarly,
from the MNO perspective, the MNOs only transfee BMS message as they
would do with any other SMS message between twanghoHence the only

active player involved with Mobex is the RBC.

Enrolment: The enrolment process takes place online over B@ Robex web
portal. It can be split into four parts:

1. Proving Personal Data

2. Mobile Phone Number Verification
3. ID Verification
4

. Account Activation

1. Providing Personal DataThe first step of the enrolment process is for the
user to provide his personal details like name,regk] occupation, phone
numbers and email address. Additionally, the usts Bis 4-digit PIN that he
will be using to authenticate himself during trast&ans. The user also has to
set up a separate password that he will be usinghvatcessing the RBC
Mobex web portal and has to set up a verificatioasjon that will be used to
authenticate the user should he call the RBC Madhestomer service. The

user also accepts the terms and conditions irsts

2. Mobile Phone Number VerificationOnce the user has entered his data,
confirmed the details, an SMS message is senstmbbile device containing
a one-time passcode. He has to enter this passtdbe web portal thereby

verifying his mobile number.

3. ID Verification: Unlike many other mPayment applications, RBC Mobex
requires customers to verify their identificatiorhe ID verification is also
done online on the web portal, however it is neaclhow this is performed.

In case the online verification process cannot @mapleted, the user has the
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possibility to complete the verification at any RB@nk branch. For this, he
needs to present two forms of identification; atte@ne needs to be a photo ID

and atleast one needs to be a government-issuedheoc.

4. Account Activation:The final step in the enrolment process is theoaet
activation. In this step, the user provides hiskbdatails and/or credit card
details from which he would like his funds to beawn. Again, this is

performed through the Mobex web portal.

The trial run for RBC Mobex completed in Januarp2@nd users were able to
still use the service till the end of February 200Be RBC Mobex accounts were
completed closed in March 2009. It is not clear smwcessful the trial was or if

the service will be launched to the public.
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5. Using Biometrics in an mPayment Scenario

This chapter will analyze how fingerprint verificat or speaker verification
could be implemented in mPayments. The factorsribat to be considered, the
enrolment process as well as establishing the appte player to carry out

enrolment will be discussed.

5.1. The Issue of Enrolment
Authentication in any form starts with the enrolmprocess. In the generic sense,

the enrolment process deals with capturing persdasgh and features of the
enrolling person, such that these help to authatatiand verify the person at a
later stage. Biometric enrolment deals with capithe biometric features of the
person, processing them and converting them inbdometric template that is

then used for the authentication process.

In any payment system, or in any secure systerth&drmatter, there is always an
enrolment process. It could be something as sirapleapturing the name, user
name and password in creating an online email atc@n initial enrolment
process captures valid information that helps dstabthe identity of the
customer. Even when a customer applies for a cozald the issuing company
takes the customer through an enrolment processhvaiso includes performing

a credit check of the customer’s financial history.

In biometrics, enrolment can be a difficult processt just because of the
equipment, time and resources required, but alsause each person provides
their biometrics differently. While some people miag able to work perfectly
with some sensors, others may find it difficultuse these at all. Similarly, while
some customers may be enrolled easily into a biocngtstem, others may find it
more difficult. Apart from this, the features ofnse people may be easily forged.
These factors would need to be considered wherliegra person. For instance,

should the threshold value be set higher for somael@wver for others who find it
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difficult to use a biometric system? The performemariability of different users
is described by (Doddington et al., 1998).

5.1.1. Performance Variability - Doddington’s “Zoo” **

As mentioned in Chapter 3, some biometrics havéaicebehavioural aspects
attributed to them. This means that each time tbmaétric is captured, it can vary
slightly from the template or the previous capturbere is a behavioural aspect
involved even with the physiological biometrics hetway the user places his
finger on the reader, the pressure applied - itail change the print captured and
hence affects the level of recognizability. Thigeleof recognizability varies from
person to person. (Doddington et al., 1998) useattimal world to categorize
users, based on their level of recognizabilityp idtseparate classes; the animals
used are goats, sheep, wolves and lambs. Thisifdasen is based on the
performance variability of each individual (Doddiog et al., 1998). Although
this concept was introduced in context with speakeognition, it could well be
extended to all biometric authentication methodsydver not as expansive as
with speaker recognition. For example, while thaaept of sheep and goats can
be considered universal with all biometrics, theobability or rather the
possibility of forging biometrics like retinal scaims close to zero. Traditionally,
the population was classified intsheep” and “goat”; this was extended to

include the wolves and lambs.

Sheep: Doddington names those individuals who take a rahtaffinity to the
system as sheep. The sheep are individuals whorpesvell with the biometric
system. Most individuals fall under this categddased on this, sheep should be
fairly easy to enrol as the performance variabibtgomparatively minimal.

Goats: Those individuals whose biometric sample is dificco recognize are
labelled as goats. This results in individuals befmlisely rejected and therefore
increases the FRR affecting the overall performaoicéhe biometric system.
Given the difficulty in recognizing goats, enrolmdar these individuals should

be carried out very carefully and the sample biesimshould be captured multiple

“I The concept of the “Zoo” taken from (Doddingtorakt 1998)
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times to ensure a good template. Goats should éstified early on in the
enrolment stage. Care should be taken to ensute tileatemplate and the
threshold value are set such that the individuaddsily recognized. However,
making an individual easily recognizable also meta his template is more
susceptible to fraud. A balanced value should besidered to avoid fraud while

at the same time ensuring that the correct pessanthenticated.

Lambs: The lambs are those individuals whose biometrit easily be forged.

There are possibly more lambs when using behavidioanetric authentication

techniques, like signature verification or speat@ognition, as when compared
to using physiological biometrics. This is becatle behavioural aspects of
humans, although underlined by certain physioldgibaracteristics, are easier to
imitate. Sometimes an impostor can use his own éinomsample to claim the

identity of an existing enrolled person. This i©Wm aszero-effort forgeryBolle

et al., 2004). An example of zero effort forgeryukbbe forging a signature.

Since they are easy to imitate, lambs enrolled isystem affect the system
performance by causing a large number of falsepsddereby increasing the
FAR.

Wolves: Wolves are those individuals that are good atatmg others, usually

the lambs. Unlike lambs, sheep or goats who areradilled users, wolves are not
enrolled users of the biometric system. They ateuders who cause a large
number of false accepts. Although lambs cause falseepts as well, the
underlying mechanism between the two is differ&hile the lambs passively

cause false accepts, wolves cause them activelie(Bial., 2004).

Chameleon: Chameleons are individuals who can be easily tedtand who are
good at imitating others (Bolle et al., 2004, p3)l6causing both passive and

active false accepts.

When enrolling a person, it is important to identifhich category the user would
fall under. Enrolling lambs would require a higheshold being set and educating

the user to correctly use the system so that motidalsely rejected. Similarly,
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when enrolling a goat, multiple samples of the nezfee template would need to
be collected and it might be worth setting a lovedihold value.

5.1.2. The Enrolment Process
Enrolment is of great significance as it can makebeak the credibility of

authentication. All subsequent verification insesm@re conducted against the
template generated during enrolment (Nanavati.ef@02). Erroneous enrolment
would eventually result in erroneous verificatidinis vital therefore to establish

the correct identity of the person. Especiallyhia tase of mPayment, where it is
the financial details of the customer that requpestection, extreme attention is
called for to ensure that the correct identificataf the person is established and

the right information captured.

Ideally, the enrolment process has to be carriddirothe same fashion for all
individuals. The physical enrolment process shdwdde been documented in
advance (Ashbourn, 2004) and checked for flawslaopholes. There are many
aspects that need to be considered before thel @rttedment process can begin;
an adequate threshold value needs to be calculdtethate arrangements need to
be available in the case where an individual caenotl. It needs to be decided if
an individual threshold value be set for each imlial or if a common threshold
value is used taking into account the costs invab\al these are questions that
need to be answered prior to enrolment taking plaéer enrolling an identity,
the template should be checked for its usabilitgh@@ourn, 2004). It should also
be checked if the user knows how to use the systetnif he is able to verify

himself properly. These steps are all discussediohaally below.

1. Setting the stage — Crucial Aspects prior to Enrolrant

Prior to the actual capture of a person’s biomettata, the identity of the

individual has to be verified. Establishing theetidentity of the person is perhaps
the most significant part of the enrolment procdssa person is enrolled as
somebody he isn’'t, he will each time be verifiedsasnebody he isn’t and can

thereby assume a false identity. For example, ifgeA claims to be persoB

and is enrolled aB without further investigationk will always be identified and
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verified asB. Therefore, biometric authentication does notlyeatrify who you
are, but verifies who you are enrolled as. This @saknrolment a significant
process so crucial and makes the established tgeoti a person prior to
enrolment crucial to the proper functioning of betnc authentication systems.
“A user who enrols in a biometric system under Bdadentity will continue to
have false identity verified with every succesbfametric match”(Nanavati et
al., 2002, p. 11).

Establishing the true identity of the person teebeolled bears utmost importance
and is the first step in the enrolment process. i@ibetity of a person can best be
verified by means of adequate documentary evideilee passports, birth
certificates, driving license and other certificatéBolle et al., 2004) refer to these
documents as “seed documents”. The informationiwithese seed documents
are referred to as the “ground truth”. The riskbefing provided with forged
documents can be minimized by requesting the usempresent multiple
documents. Although we still run the risk of bepigvided with a set of forged
documents, the probability is much lower since iftggseveral seed documents is
much harder (Ashbourn, 2004). It should also besied upon that multiple
documents be provided and enrolment should onlky p#ce if all required seed
documents are in place and the identity of the grersould be securely
established. In case of doubt with regard to thbemticity of the documents or if
the seed documents do not provide sufficient auitegion, the person should not
be allowed to enrol. Ensuring this would avoid peofs at a later stage. Half the
job is done if the person to be enrolled has besified to be trustworthy and

consequently result in a robust system.

After the identity of the subject has been esthlblis the capturing of the subject’s
biometric data takes place. Important factors thlay a role in the capturing

process are the environment in which the enrolngebeing done, the hardware
used, the software used, the personnel supervisegnrolment process and, not
to be forgotten, the comfort level of the user. There comfortable the user is,
the better the outcome of the enrolment procedswil
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The user should be given a good briefing with rdger how the enrolment
process is to take place and how the process ansctildeally, he should be
informed well in advance before the enrolment diag should be briefed again,
just before being enrolled. It is essential that tisers have a keen understanding
of the enrolment process, the technologies anaipslin use (Bolle et al., 2004).
This helps the user understand the system bettepats him at ease. Once the
user knows how the procedure is carried out, aruia of the enrolment process
should be carried out to make the user comfortalile the system (Ashbourn,
2004). This also gives the user a chance to seeenogiment takes place and, to

some extent, get familiar with the system.

The role of the workforce supervising the enrolmenbcess should not be
underestimated. They need to ensure that the puoeasd carried out correctly,
that the user is put at ease and that at the egdabty biometric sample is
extracted. They need to take care that the useeplhis finger correctly on the
scanner, speaks in the right tone and volume, epskehis face in the right
position for the enrolment of the fingerprint, veior face, respectively. This can
be made certain by training the staff adequatetiyragularly (Ashbourn, 2004).

2. Capturing Biometric Data

The next step is the capturing of the biometriad#t single run-through is not
enough to form the biometric template. In ordeextract the relevant features,
the user will have to present his biometric a fawes. The number of times a
biometric has to be enrolled to create a singleptata varies from device to
device and from technology to technology. (Nanagatl., 2002) say that in the
case of fingerprint scanners between one and gix uality presentations of a
single fingerprint may be required for a single pdate. Fingerprint reading may
also require that two fingers be enrolled, makihcaitotal of up to twelve
presentations. In the case of speaker recognisiorgice recording of around 30
to 40 seconds might be necessary to create a gmodpvint template. Obtaining
a voiceprint is a more difficult process than ohitag the reference template for
fingerprints. The only common element of these varied enrolmenepses is the
result: A user’s information is eventually storedsome type of database or file

for future comparison$ (Nanavati et al., 2002, p. 33)
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The user’s presentation of his biometric data $ee8al to long-term performance
(Nanavati et al., 2002). The way he presents his diaring enrolment decides the
way his live presentation is processed. Even ifitioenetric data is the same, the
manner in which the user presents his biometriclean to rejection (Nanavati et
al., 2002) if he does it differently each time arlike his presentation during

enrolment.

Placing the finger at a different angle, purposglgaking in a different volume/
pitch can all affect the matching process and @&mult infalse non-matching
taking place. Speaker verification, being a behangbbiometric is more prone to

changes in user presentation and special caretadedtaken with this regard.

Perhaps the easiest biometric to enrol is the fprg#. All the user has to do is
place his finger on the reader. The angle, presssegl and maybe even the
cleanliness of the finger are the decisive factorghis case. Hindrances could
also come in the form of cuts or nicks during emeht or during the live
application. In such a case, where the user isadjon his “enrolment fingers”, it
might be a good idea to postpone the enrolmentcsest the wound has healed.
There is also the risk of the user finding the vehpitocess too tedious; and if the
end-product — mPayment in this case — does notigegokim with sufficient
value-add, he may decide against it. One of thedd@ntages of enrolment is that
it requires a lot of user cooperation and user tifilee end-consumer of the day is
a “slothful” one who requires a lot of persuasiomd awvho needs to see a
tremendous increased benefit to change when hatually quite happy with what
he has at the moment. Given the situation todayergvitustomers are quite
content and satisfied with existing payment methagies, this tedious enrolment
procedure could have quite a negative impressiorthenuser and would be

something that he is not willing to do.

3. Compare Biometric Data to Existing Data

Errors in this initial stage lead to fake and/oplkitate identities being created.
Note that there is a difference between a fake dunglicate identity. A fake
identity is created when a person takes on ai@iastidentity and enrols as such

(Bolle et al., 2004). Enrolling with a non-existedéntity can take place with the
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help of forged documents or by using legitimate woents that have

unknowingly been issued by an authority where thiesgn was enrolled earlier.
This means that the person/subject had alreadylbading a false existence with
the given documents. While forged documents catrdmed (to understand that
they are forged), it is difficult to break througte fraudulence of a person using
legitimate documents since we trust in the autharitio issued those documents.
Such a case can have severe consequences, sihagaglit instance of enrolment
at a governing/ trust authority, the false identifythe person is strengthened

more and more.

Enroliment
Present the Process the
biometric biometric
to the sensor features
Match
Compare
Verification
Present the Process the No match
biometric * biometric
to the sensor features

Figure 13 — Verifying the biometric data of a u¢€ilton, 2006)

Duplicate identities are caused when a person lyakserols with an existent
identity or in other words, with the identity oftlhird person — a stolen identity.
When enrolling a person, it is therefore necessargheck the existing enrolled
entries in the database so as to avoid duplicareesnNot only do we have to
search for the same name entries, but we will aisee to search for previously
enrolled biometric data. These are measures thdd ceduce enrolment fraud,
but which at the same time, cause tremendous cagrbests. Given the above,
“a biometric authentication system is only as secas its enrolment subsystem
(Bolle et al., 2004, p. 158).

To avoid/ reduce a case of multiple identities,rewedividual should be enrolled

using the same finger, by the same software andilggseven with the same

Shiny Sreekumar: Biometric Authentication in Moldlayments
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hardware. A copy of the reference template shadsdlly be stored centrally. In
the case of mPayment, storage of the template warelibrably be in the mobile
phone; however, maintaining a central copy wouldeseas a back up and could
avoid the need for re-enrolment in situations like loss of the mobile device or
hardware failure of the mobile device. In such taation, the whole enrolment
process need not be repeated. You would only havenfirm if the person is

authentic (which can be done by getting a fresimiinic sample from him and

validating it against the back-up template).

4. Determining the Threshold Value

In biometrics, the enrolled template and the livee care rarely identical.

Biometrics operate on the degree of similarity lestw the two templates. The
more similar the two templates, the more likelyyttege to be from the same
person. This degree of similarity is also knowrtleslikelihood ratio (Bimbot et

al., 2004) or the matching score (Nanavati e8l02) (Rila, 2002). Since in most
literature, the term matching score is used, thésis will use this term as well.
The matching score/likelihood ratio is defined abe” ratio between the
probability that the person is genuine to the prioiity that the person is not the

genuine identity(Bimbot et al., 2004). It is represented as:

P(Y from person)/P(Y not from person)>

The verification process compares the live tempdaie the enrolled template and
produces the matching score. This value is thenpaoed to the threshold value.
The threshold value is a pre-determined valueithased as the decision factor in
verification. If the likelihood ratio is above thiereshold value, then the match is

positive and if it is below the threshold valuasiea mismatch.

Hence, the threshold value can be definedaasempirically determined value
such that all match scores greater than or equakhis value are considered

positive matches for a given systerfWWoodward et al., 2003, p. 187)

Setting the threshold value is a difficult taskhigh threshold ensures impostor

acceptance is really low thereby reducing the FABRyever, this would also
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mean that the number of false rejections increasdgherefore would result in an
increased FRR. Conversely, a low threshold valueldvoeduce the FRR, but
result in an increased FAR (Bimbot et al., 2004n&lanti et al., 2002; Woodward
et al., 2003).

When it comes to mPayment, the first thought wdgdto set a high threshold
value since the underlying entity being protectedmioney. However, a high
threshold could result in a huge population of alisied customers in case of
false rejections. This in turn may result in useod taking on the mPayment
application as they would conceive it to “not wark”

Finding a balance between the FAR and FRR and usingdequate threshold is
an important part of the enrolment process. Givet biometric mPayment is
meant to be a value-added customer applicationgla FRR is not feasible. If
mPayment is used mainly as a means to secure pégnments, then it might be
worth considering keeping a low FRR and risking ighr FAR since the
potential loss can be controlled given that thera icap on the payment value.
Obviously, the resultant losses would be the resipdity of the providing

players rather than the customer.

Another factor that needs to be considered whemsihg the threshold is if a
single constant threshold is used for all custonwrsf the threshold is set
separately for each customer. Given the differgpés of users in Doddington’s
zoo model, a single threshold value for the biometystem would not be feasible
since different individuals have different leveld eusceptibility to false
acceptance and false rejection. It would be moresibke to have a personal
threshold value for each customer which is adafietie way the user presents
his biometric, whether he is a lamb, sheep or géath a threshold value that is
set for each person is known as a user-dependesshtiid value (Bimbot et al.,
2004).

A number of trial verification runs would have te bonducted to obtain the right
threshold. Once the biometric sample has been ipand database verification

has been carried out, a test run needs to be damie This test run aids to assess
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the appropriate threshold value for the user. &a stith, there would need to be
a standard threshold value that can be adjusteehd@p on the test run. The test
run would need to be carried out as often as reduiilll a series of positive

returns are obtained.

In their paper on speaker verification, (Bimbotagt 2004) describe a system
where two thresholds are used instead of one —pperuhreshold and a lower
threshold. A match score higher than the upperstoie would be considered a
match and one below the lower threshold would hesiciered a mismatch. A
match score that lies between the two thresholdiesawould be considered
“inconclusive”. (Bimbot et al., 2004) further memi that in the case of an
inconclusive match, the individual could resoraiteecondary verification process
like using a password or a different biometric. I5acsetup would reduce both the
FAR and FRR, but defeats the purpose of using hieesevith mPayments if the

user has to remember a password.

To summarize, ideally there needs to be a starntiaeghold value that is used as
the starting point. When enrolling the user, a namds test runs would need to be
carried out to identify the ideal threshold valuw the user. The standard

threshold is adjusted to this level.

5. Authentication/Verification Rehearsal

After successfully enrolling the person, a test afnthe verification process
should be carried out (Ashbourn, 2004). This setgaget the subject accustomed
to the application and also to check if the enraitneas successful. Immediately
carrying out a live transaction would help in idgmbg potential “goats”. In case
a re-enrolment is required, it can be done strazgidy. In many cases, it may
happen that the user cannot enrol at all. Suckuat&n is known as “Failure-to-
enrol” and is expressed as the Failure-to enr@l. fadr such situations, adequate
back-up verification processes should be kept reAdyossibility would be to let

the customer fall back to the password variant.

The verification rehearsal also aids in assessiagransaction time required. The

transaction time is th#heoretical time taken to match the live templatminst a
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reference sample{Ashbourn, 2004, p. 10). For the success of mPaynikeis
crucial that the transaction time be kept as low@ssible. This is because the
customer would not like to wait for more than, délyseconds, at the counter for
his payment to get processed. In a biometric mPaymeansaction, the
transaction time comprises the time taken for tlbenbtric authentication process
and the time taken for the payment procedure t@dvaed out. The biometric
authentication or verification process is depidteéigure 13: the stored template

details are compared to the live template and amhad-match decision is made.

The biometric transaction time should ideally reket more than a few seconds.
The verification rehearsal helps in assessing th@saction time for each
individual subject as well as in assessing the apertransaction time for all

subjects.

During this test run, the users can also be traiteedeplicate the enrolment
process. Some users may not be cognizant of theenam which they enrolled,
and may have to be guided a few times before thalfyrunderstand how they

can use the system effectively (Nanavati et aD220

5.2. Factors affecting “Biometric” mPayment Systems
Implementing a system that has two new componeniskrings with it a lot of

factors that need to be taken into consideration:

» Technology: encompasses the kind of hardware, aoftvand the data
flow

* Economic factors: the cost-effectiveness of theliegion to all parties
involved — customer, merchant and provider

 Human factors/Customer Acceptance: User psycholegge of use of

new system, user acceptance.
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All these factors play a decisive role in the sgscef an mPayment system. This
section will summarize the important factors thdtuence biometric mPayment
systems. These factors would need to be considened designing the business
model for an mPayment system using biometrics. #altil detail has been given
to customer acceptance as this is considered tbebmost pertinent factor when
it comes to the success of biometric and/or mPayrapplications (Ashbourn,
2004; Zmijewska et al., 2004).

5.2.1. Technical Factors
For a combination of two differing technologiesxork, there are a few technical

factors that would need to be addressed beforeeimgrhting a new system. For a
biometric mPayment application, it would need todeeided, on a higher level,
what hardware and software will be used, data g&ravhere the actual
authentication will take place and so on. On a nuetailed level, the type of
interface between the biometric application, thébireodevice and the mPayment
application would also need to be laid out. For shepe of this thesis, we will
only analyze the technical factors on a higherlleMeese factors are:

(a) Performance

(b) Transaction Time

(c) Template Storage

(d) Verification Process

(e) Interoperability

(a) PerformanceThe performance of the biometric mPayment appbcatis a
whole contributes to user perception and acceptahtee application. When we
speak about performance, we refer to the techpedbrmance of the application
measured in terms of the quality of authenticatieriaid out by the performance
metrics explained in Chapter 3, mainly the FAR d@he FRR. Therefore, the
threshold value indirectly affects performance. HAR and FRR should be kept
as low as possible.

Should there arise a scenario where a genuine ces@not be enrolled or

authenticated using his fingerprint, there needfdoa fall-back authentication
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manoeuvre that can be used instead (Ashbourn, 28p&aker verification or a
PIN could be used as an alternative. Using a Pidteption method however
would defeat the whole purpose and value-add tloahétrics provide. Another
back-up method would be to use a set of securigsiijpns to authenticate the

user should the biometric method fail.

(b) Transaction TimeApart from technical performance, the transactiiome
would also need to be considered as a performaacwrf In a biometric
mPayment application, the total transaction timeilde the time taken for the
entire transaction to be completed; this includes time taken for the actual
verification process as well as the time takentli@r transaction to be authorized.

This total transaction time is dependent on:

» Where the reference template is stored

» Where the biometric verification process takes@lac
» Speed of data transfer to the POS terminal (ifiapble)
» Time taken for the transaction to be authorized.

The verification of the user and the time requifed a transaction to be
authorized are common to other generic hon-casmeaymethods such as credit
or debit cards. As the mPayment application wouléally be built upon the
existing infrastructure of such payments, the payrtr@ansaction time shall not be
discussed in detail; the difference between themldvidoe minimal. In a card
payment, the customer would have to wait for th@gaction to be authorized by
the merchant bank and would also have to authéetlianself using the PIN or
signature verification. At present such a transactivould only take about 30
seconds (Zmijewska et al., 2004). The biometric ynint application should be

at least on par with this time.

In a normal card transaction, once the transa@mount is authorized, the user
verifies himself by signature verification. Altetedy, the user enters his PIN
number when requested to do so and is then verified biometric verification
process would have to match this time taken tofywehe user using the PIN

method. The biometric verification process woul@rppt the user to give his
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biometric sample and would then compare it to gierence template and provide

a result.

Two factors would affect the speed of this verifica process:

» Where the reference template is stored

» Where the verification process takes place

(c) Template Storagegdnce the user provides the biometric sample, éference
template would have to be accessed for comparidua.reference template could
be stored either remotely in a central databadeaatly on the mobile device. If
the template were stored in a central database,wbuld result in additional
network overhead; network protocols would have ¢oploit in place and there
would also be the danger of manipulating the datand the transfer (Ashbourn,
2004¥2. This would also add on to the time taken for Weeification process.
Therefore in terms of improved transaction times better option would be to
store the reference template on the mobile deWoam a user perspective, this
obviously gives rise to the question of how sedheereference template would
be in the mobile device especially in the caseheftt The reference template in
fingerprint verification is reduced to a set of msi from which the actual
fingerprint cannot be re-created. This would eliainto a great extent that the
reference template is tampered with and therefeneler the reference template
useless on its own. Of much more danger is thatsitn where someone would
be in a position to replace the reference tempiatte his own. The actual storage
of the template should be secured the same wayhaatevice/SIM PIN is stored,
meaning that the template would be stored on tMec@kd, rather than the phone.
The additional advantage of this is that should @iser change only mobile
phones, he wouldn’t have to reinstate the tem@aterould be the case if it were

stored in the phone.

“2 (Ashbourn, 2004) lists a possible set of fiveefi#nt verification processes and discusses which
scheme would be best. While these schemes wemreaef® for this thesis, they will not be
discussed in detail as they are of a more genatio®.
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(d) Verification ProcessThe transaction time can also be affected by wheze
actual verification process takes place. Agairs ttan happen locally within the
mobile device or the data can be transferred terdral server. If done centrally,
the issue of transferring the data again comesgpilaty, which gives room for data
manipulation during transfer and increases trarmmactime. Also, since the
template is stored on the SIM card of the mobilaae the best place to carry out
the verification process would be the mobile devreglucing network overhead
and associated costs, and ensuring a more secyé&catipn as well as
maintaining a low transaction time. In mPaymernitg transaction data will be
transferred anyway to a remote server; the liveptata could be transferred with
this data and the verification process could beeadout remotely. Although this
is a viable option (without increasing costs sircelata transfer and required
infrastructure is already in place), it still leaviae securing of the mWallet open.
Also, as the eventual aim is to provide an ubiqistonPayment application that
can hold cash and other cards as well, there doakmays need to be a data
transfer. At a vending machine, the user might yuestt to access the stored cash
from his mWallet; this would not necessarily inwlthe transfer of data.
Therefore, considering security, non-repudiatiqueesl of the transaction as well
as ensuring an ubiquitous scenario, it would bé toestore the reference template
in the mobile phone and carry out the verificatmmocess in there as well. For
additional verification, especially if the trangact amount is bigger, it could be
contemplated sending the live template along withgayment data to the remote

server for a further level of security.

To carry out a payment transaction, the paymerd dahe card/account number
for instance — would have to be transferred from rtiobile device to the POS
terminal. Considering that all other processingetalplace within the mobile
device and the technology available and used irsemte day mPayment
applications, this transfer is possibly best doemg NFC technology from the
mobile device to the POS terminal as is done intbt&@ard PayPass explained in
Chapter 4. Again this transfer should not take ntloa& a couple of seconds so as

not to add on to the total transaction time.
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(e) Interoperability: Another technical factor is th&nteroperability across
disparate systems{Ashbourn, 2004, p. 18). What Ashbourn is refeiio is that
many different systems will be used in a biomespplication — for enrolment
and for authentication at different times. The pmqent/capture device used in all
these situations should be in a position to prodbeesame set of results. In other
words, the quality of the biometric sample or etles reference template should

not be impinged upon by differing hardware.

Extending this idea to a biometric mPayment appboa you not only have the
problem with the variation between capture devibes,also have the problem of
the way these capture devices interact with theilmalevice. The mobile market
today comprises a variety of different device meddrom different
manufacturers; all of these need to be equipped mitvallets and need to be able
to interact with the biometric capture device adl &g the biometric verification
software in the same manner. Also, different devitenufacturers would use
different biometric capture devices; these in taould differ from the capture
devices used during enrolment. Although it is palssio achieve the same result
with equipment from different manufacturers, thisreo guarantee. To overcome
this problem, a set of standards should be in pfacebiometric mPayment
applications. This not only has the advantageithratiuces varying performances
due to hardware, but also lays the basis for aguiious mPayment application

using biometrics.

An option would be to use the customer’'s mobile icevior the enrolment
process. Since eventually almost all activity Wil taking place within the mobile
device, it might be sensible to perform the enroltngf the reference template
using the device itself by connecting it to thetcalized database where a copy of
the reference template would be stored. This waitdmize the difference in the
template and the sample and would also mean atreduc equipment costs used
for enrolment. Furthermore, by enrolling himselingsthe mobile device, the user
also gets accustomed to using the biometric captevéce on his mobile device
rather than an external one. It also ensures Heatedmplate quality will be the

same as the same hardware is used.
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In short, the technical factors not only influertbe performance of the system,
but also influence the business model of the BiMppBlication. For instance, the
location where the reference template is storedctdf where the verification
process is carried out and indirectly influences ttansaction time as well as
potentially influences the decision as to who emrrout enrolment. Decisions
have to be made with regard to the template stoeagkewhere verification is

carried out. For a BiMoP system, the best optidn:is

» Store the reference template on the SIM card ofrtbkile device.
» Carry out authentication on the mobile device
» Set individual thresholds for each customer

» Enrolment to be done using customer mobile device

5.2.2. Economic Factors
The payment methods available today are almostdfesharge to the end-user

barring the minimal annual fee that credit card pames charge. Given this, the
mPayment application needs to be equally cost#feto the end-user so that it

remains competitive.

Building the biometric mPayment application as mashpossible over existing
infrastructure  would reduce costs tremendously. sThivay, no new
communication channels need to be added on, thereaeent for extra hardware
is kept to a minimum and additionally, the staftta POS terminal need not be
trained to use new equipment. As mentioned, it ddd easiest to store payment
details in the mobile wallet of the mobile devicedato secure this using
fingerprint verification. The data would then bartsferred to the POS using
infra-red/NFC technology. The rest of the paymewntpss would now be carried
out like any other card transaction. Utilizing #dsting payment equipment and
adding on the biometric reader and the requiretiveoé to the mobile device
would limits the costs involved. As mentioned inapter 3, there are already a

couple of mobile devices with fingerprint readenstioem
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Along with the benefit of reducing the probabilay template differences, using
the fingerprint reader in the mobile device bringth it the hidden advantage of
saving costs. This is because the player neednmest in new hardware to carry

out enrolment.

5.2.3. Human Factors
There are a number of human factors as (Ashbo@®4)2refers to them, that

could affect a biometric mPayment application. Tevelop a system that is
accepted by the masses, the system has to conformhmeir needs. Many
mPayment applications have evolved over the yeaishahave been technically
sound, economic as well as secure; yet, a numbtrese applications failed to
succeed in the market. The application’s inabtiityattract a critical mass of users
or in other wordsthe lack of user acceptancehas been the main problem
(Mallat, 2006). Similarly, fingerprint technologpday is technically sound as
well and relatively economical. However, the usercpption of the use of
biometrics hinder it from being used in mainstreaapplications for

authentication. Similarly, although speaking is stiming that comes natural to
the user, authenticating oneself using speakerficagion in front of other

customers at a POS terminal would be uncomfortabtethe user might feel his

privacy is invaded.

Below is a list of the human factors that affecstomer acceptance:
(a) User Psychology
(b) Individual Characteristics
(c) Usability
(d) Privacy

The first 3 factors have been referenced from (Asib, 2004). However, these

have been applied to mPayments as well by the autho

(a) User Psychology: User psychology refers to all the attributes tha¢
influenced by the user’'s mood or attitude (Ashbo@®04). Users may be

wary of a new system — they do not trust it andrateaware of what happens
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to their data in the background. A lack of trusthe system might deter the
user from using the system correctly right from ¢émeolment stage. When it
comes to mPayments, the user might be uncomfortabbait storing his
payment details on the mobile device, assuming dhahe data will be lost
and open to fraud in case the device is stolener’aus user might place his
finger differently each time, resulting in falsge@ion. When using speaker
verification, a nervous user could have a wavenoge or even a higher
pitched voice and hence alter the speech prinebyeresulting in a false

rejection as well.

The best way to overcome these issues is to efedgtcommunicate with the
user (Ashbourn, 2004). Right from the enrolmengstdhe user needs to be
made aware of how the biometric mPayment applicatiorks, what data is
being collected and why, what happens behind teeescand how his data is
secured — be it on the mobile device or in the reémépository. Putting the
user at ease from the beginning will help overcaim® undesirable user
perceptions. Existing applications can be usecetaahstrate how fingerprint
verification is used outside of the forensic scesc examples like
digiPROOF or even the unlocking of laptops couldibed to inform the user
of how the system is used otherwise. MPayment egipbns like Visa’s
payWave or MasterCard’s PayPass could be used laghoth are described
in Chapter 4).

Individual Characteristics: Different individuals react differently to various
biometric authentication techniques. As described $ection 5.1.1,

Doddington’s zoo classifies the user base intoghgeats, lambs, wolves and
chameleons. Ideally, we would want an entire usselof sheep — those who
can easily adapt to the biometric authenticatiohniegque used; however, this
is hardly the case. A person with small or extrgnteige fingertips may find

it difficult to align his fingers on the fingerptirreader (Ashbourn, 2004).
Other factors like age or even illness will alseaé¢o be considered: alternate
arrangements will need to be made for people wighlilities. An alternate

authentication mechanism will also be required @sec the person has a

wound on the finger.
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Interestingly, speaker verification does not falteuch with differing
characteristics: (Ashbourn, 2004) says.subtle differences in the voice
production mechanisms of males and females whibhe Wwerhaps typically
producing a different waveform profile...do not sdenaffect the operation

of voice verification systems.”

Usability: Usability refers to the ease of use with which @iser can handle
the application. This is again a factor that woalphly to both the biometric
side as well as the mPayment side of the applicalibe application should
be user-friendly, intuitive and simple to use. Asompetes with the simple
handing over of a credit card or cash to make angay, it should be as
simple as possible. Keeping the biometric fingerpreader on the mobile
device minimizes the interaction of the user wittieenal equipment to a
minimum. The payment application should be a sinaplglication that can be
called up with the press of a button or that iomatically started up when it
comes in proximity of the payment terminal at th@SP (in the case of
proximity payment). Also, the handling of the datzould be easy too; the
user should be able to add on new card detailgjpgpayment credit or delete
payment details easily from the mobile device. Heutd be able to view the
list of recent transactions carried out. The fipget reader should be
ergonomically placed — the user should not havebémd his fingers

awkwardly to reach the reader; it should be rolmstugh for dirt and grime
not to hinder a genuine verification. All these tiiute to a pleasant

payment experience for the user.

Privacy: The issue of privacy is something that is of indette all players in

the value chain; not only do companies have to r&dtee privacy rules, but
they also have to ensure that the customer doegeabtike his privacy is

infringed upon.

Almost every industry offers some kind of a membgrscheme where the
user collects “points” of some kind; airlines, suparket chains, car rentals,
and on a smaller scale even cafés offer their ouste loyalty cards with

which they can collect points that can be redeefoediscounts, upgrades or
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free good$’. While in its simplest form, these point collectischemes can be
seen as mere CRM tools used to retain customerseamdre customer
loyalty, it becomes a totally different picture whdifferent stores partner or
even offer a credit card in the context of the lpyachemé&®. That's when
companies/ governments/organizations can potentgtce together (so-
called profiling) the purchasing habits of a customndicating when he is
where and doing what — a transparent customer.|&bed at which data is
collected this day and age has made the user cwttabout his privacy. As
(Bohnet, 2009) states, users are not worried aliaitcollection of the
biometric data per se; the issue they have is matte what happens to the
data afterwards anitls potential misuseThe fear of becoming a transparent
customer by linking all kinds of personal data &sle other and profiling the
customer is on the increase with advances in tdoggpo

(Armington et al., 2002) classify privacy intphysical privacy and
information privacy . While information privacy refers to all the ddtet is
being collected and stored, physical privacy referthe customer having to
use external biometric sensors, which he may berafartable with because
he considers it unhygienic or because of the camstigma attached to it.

From a biometric mPayment context, privacy encorsgss

Privacy of the biometric data
Privacy of the payment data
Privacy of personal data like name, address, baoduat details

Physical privacy in relation to the fingerprint deas

In a biometric mPayment application, the custonggve's out” both his biometric
data as well as his payment data. Therefore, privamuld be a major concern
from the user’s point of view. Another aspect tinfluences consumer acceptance
is Price of Convenience (PoC). PoC is a concept fittroduced in 2002 (Ng-
Kruelle et al., 2005). The idea behind PoC is that customer pays a price —
privacy — in return for a given service. Both theee “paid” and the convenience

43 Examples: Airlines - Lufthansa Miles & More, Emtiga Skywards; Supermarkets — Tesco Club
Card (UK); Boots Card (Boots Pharmacy — UK); StaksuCard (Starbucks Coffee)

4 payback Visa Card, Amazon MasterCard, GermanwitasterCard
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“received” are in a state of equilibrium. In a BiMoapplication, for the
convenience of using a secure mPayment applicatienuser agrees to giving

price his personal as well as biometric data.

To put the customer at ease, it is important tormfhim where his data is stored
and what exactly happens to the stored data. Tlsiqal privacy issue can be

minimized by using mobile devices with fingerprieiders on them.

5.3. Customer Acceptance - Issues in the area of Biometrics &
mPayments
All of the above factors — technical, economic andhan — affect the acceptance

of the new application to varying degrees. While tichnical factors may play a
lesser role than the human factors, all of them d@emeisive in the overall
acceptance of the payment application as they a@itribute to the payment

experience.

As mentioned earlier, customer acceptance — thilngnless of the consumer to
use the system — is crucial to the success of aw application. However

technically brilliant a payment system may be, iit never be successful if there
aren’t sufficient users using it. Especially in tb@se of biometric mPayments,
customer acceptance could possibly be difficuladbieve. Both technologies by
themselves — mPayment and fingerprint verificatieare mature, secure and
established enough for reliable usage. Howevet timtse technologies suffer
from a lack of user acceptance. In the case of meais, this is primarily

because the user does not feel the necessity fewapayment system and the
perceived level of security. Unless the user se#sesgenuine advantage, he
would not embrace a new payment system. On the diramside, there is a

criminal stigma attached to fingerprint verificatio

Based on the idea that the customer acceptandtaigosthe success of any new
system, (Zmijewska et al., 2004) formulated a usstric model which puts

together the aspects that are pertinent to a usen\w comes to mPayments. This
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model was originally formulated for mPayments am@éxtended here to include
the biometric aspect as well.

5.3.1. User-Centric Classifying Model
(Zmijewska et al., 2004) developed this model talarstand the consumer’'s

motivation and preference to use a new paymenesydt is based on usability of
the system whichdetermines whether a consumer will start using &ayment

solutiori’ (Zmijewska et al., 2004).

The model uses a set of fourteen dimensions ogeaes. These dimensions are

factors that are vital to the consumer’s decisiakimg process about a new
payment system. Analyzing the system based on tliasensions aid in
understanding if a new payment system would paiytbe accepted by the end-

user.

Following are the fourteen dimensions as propose@inijewska et al., 2004).

1. Change of phone requirement:Consumers are generally wary of a payment

system that required them to change their hantfsiite benefits of the new
handset outweigh the initial cost of changing hat&lghey might consider it,
but they commonly prefer not to change their mobpiwne for the sake of

being able to use a new payment system.

To the disadvantage of mPayment systems using rprigé verification,

invariably all users would have to invest in newhit® handsets. Although
there are mobile phones equipped with fingerpremissrs in the market at the
moment, these are not widespread and not necgstwifirst choice when a

user selects a new handset.

. Registration requirement. While some applications do not require an
explicit registration/enrolment process, oth@os According to (Zmijewska et
al., 2004) users are more likely to use a paymgstem if that does not

require enrolment and the disclosure of personal. da
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Again, this dimension is not favourable to a BiMsystem. The enrolment
process is vital for the accurate working of thefi@tion process; moreover,
collecting important data pertaining to the usewital to ensure a secure

system.

. Available phone operating company to which the usehas to subscribe:
To reach a larger audience of customers, it isepable that the payment
solution is offered to customers of all MNOs rattiean being MNO-specific.
Seeing the payment system as a universal paymeited@acreases customer

acceptance than if it were something that were @migilable to a smaller

group.

. Available applications: In this context as given by (Zmijewska et al., 2004
an application refers to a utilization scenario vehan mPayment system can
be used. The more the number of utilization scesawhere the payment
system can be used, the more likely it is to beepiszl by the user. In other
words, an ubiquitous BiMoP application would in@eaustomer acceptance

more than one that is specific to a certain utiicrascenario.

The BiMoP application as described in this thesisl dlustrated in the
business model in Chapter 6, proposes an ubiquaysient system that can
be used in almost all scenarios. While this isgh@posed system, the actual
implementation might take a few years. This is bheeanot all POS terminals
are equipped with NFC readers. Getting these readerending machines in
all stores requires time and a certain amountwe#stment. It would be easiest
to start with eCommerce and mCommerce scenariog alith popular brick
and mortar chain stores and then slowly spreaduitto other utilization

scenarios.

. Communication of consumer’s number to start transaton: For an

mPayment transaction, the customer invariably daslay his mobile number
to facilitate the transaction. This may be donevabt by the consumer

entering the number at the POS or may be autoniigtitansferred by the



123

phone. To ensure an easy to use system, the conswukl prefer if this is
done automatically.

In a BiIMoP application, all the consumer would h&avelo is to authenticate
himself using fingerprint verification and then tae data be transferred to the
POS via NFC technology.

. Communication of transaction details to user: For ease of use, the

transaction details need to keayed back to the mobile phone with minimal
interaction from the user. The best option wouldbably be to save it in the

mPayment application as in NGPay, India as destiitb€hapter 4.

. Acceptance of Transaction by Customer:Customer Acceptance of a
transaction refers to the customer authorizing tfensaction. In most
payments, the user authenticates himself and amésothe transaction in the
same action by entering his PIN. In a BiMoP appitcg the biometric merely
replaces the PIN system and therefore would alsodeel to authorize the

transaction.

(Zmijewska et al., 2004) also stresses the impoetaf perceived security in
the acceptance of a payment system. Although thezeother factors that
hinder the acceptance of a biometric-based systerievel of security would
not be a problem.

. Confirmation to customer: The user may place more trust in the system if he
receives an instant confirmation that the paymasttaken place. According
to a study conducted by (Pousttchi, 2003), 89%anfigipants responded that
this was important to them (Zmijewska et al., 2004)

Most credit card transactions at store POS termimabvide this kind of
instant confirmation. This should be possible innaayment system as well
since the business model as proposed in this thesitd run on the existing

payment infrastructure as used for card payments.
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9. Payment occurrence: The payment occurrence refers to the way the
transaction is settled between the customer angaimment provider. Existing
methods are through the mobile phone bill, diredgpiting the amount from
the customer’s bank account or deducting the ambont a prepaid value

stored in the phone.

In a BiMoP application the involved players needdexide how settlement
takes place. If using an mPayment credit card &etien it might be best to
leave settlement to the banks. In a multi-functiopayment system that
comprises an mWallet holding multiple cards as wedl virtual cash,
settlement might get more complicated; in suchsz ctne better option might
be for the customer to settle all transactionsavéngle billing entity like the
MNO.

10.Brand visible to consumer: Having a trusted brand offer the BiMoP
application or just be associated with it couldgole increase the customer’s
trust in the system and enhance the perceived s curity (Zmijewska et
al., 2004).

11.Value of payment: Value of payment refers to the amount involvedha t
transaction — whether it is a micro-payment or anmgpayment. This also
affects the customer acceptance of the paymenicapph.

12.Registration fee (yearly): According to (Zmijewska et al., 2004), some
payment systems charge a registration fee for eiseomers to start using the
payment system.
Apart from a registration fee, there is also thaumh fee that some payment
systems charge (credit cards for instance). Whitgamers may not shy away
from paying an annual fee as they do in the caseradit cards, this fee

should be nominal.

13.Transaction cost for consumer:When using some mPayment systems the

customer may have to incur certain additional castslved with using the
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application; for instance paying for an SMS messhgé communicates the
payment detail from /to the phone.

The BiMoP application would use NFC technology tansfer data to the
POS. Therefore, there are no data transfer coatstlie user would have to

incur.

14.Time of transaction: As explained under the technical factors in Section
5.2.1, the transaction time is very important ® ¢tistomerOn an average, a
credit card transaction takes less than 30 sec@fmigewska et al., 2004).
The BiMoP payment system should be able to keepitipn this time frame
if not quicker. This would then provide the customéh a Value-Add to use

the BiMoP system over credit cards.

The above fourteen dimensions represent the usgmnacemodel used for
classifying mPayments. These dimensions and thiégria can be applied to an
mPayment application using fingerprint verificatiolo assess the user’s
acceptance level of the new system. In FigureHeluser-centric model has been
applied for BiMoP applications; a colour coding egte has been used to denote
which dimension is in favour of BiMoP (indicated gneen) and which are not
(shown in red). It should be noted that this isyoal model that assesses the

likelihood of a new system being accepted by thez.Usis not a guarantee.

The following table summarizes the fourteen dimemsiand their criteria and
also applies it to a BiMoP system using fingerpmmetification. The fourteen
dimensions have been applied to BiMoP applicatlmed/green colour coding
has been used to indicate negative-positive inflaeof the dimension on the
BiMoP application; for instance, since the usel Widve to upgrade to a mobile
device with a fingerprint reader and potentially@Ntechnology, these have been

labelled red, since the customer may not want &mgh to a new mobile device.



CATEGORY

Change of phone
requirement

CRITERIA
None

BiMoP

Any WAP-enabled

New handset

Available applications

None
Registration Online
requirement By Phone
In Person
Available phone One
operating company to |Several
which the user has to |All national Operators
subscribe Any
POS
Virtual POS
Mobile Merchant
Parking
Ticketing

Digital Content

Vending Machine

Utility bills

Pre-paid top-up

P2P

Communication of
consumer's number to
start transaction

N/A - Initiated from the phone

1]

Via Internet

Phone call

Scan device

Tell merchant

Acceptance of
transaction by
consumer

Communication of SMS

transaction details to |Voice call

user Displayed on screen
PIN

Session code

No special code required

Fingerprint

Confirmation to
customer

None

Paper receipt

SMS

Displayed on screen

Save to mWallet

Payment occurence

From pre-paid account

From bank account

On phone bill

On credit card statement

Brand visible to
consumer

Mobile operator

Financial Institution

New brand

Micropayments
Value of payment Macropay ments

. . None

Registration Fee
(yearly) <= $15

> $15

None
Transaction cost for |[Cost of phone call
consumer SMS

Separate fee

Time of transaction

< average cash transaction (10s)

< average credit transaction (30s)

30 sec - 1 min

over 1 minute

Figure 14 — List of Dimensions from the User-cean@lassifying Model
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5.4. Carrying out Customer Enrolment - Appropriate Player
As can be seen from the examples in Chapter 4e ther a number of players

involved in the business model of an mPayment egfin. There are the banks,
the MNOs, merchants and the payment providers. &hié payment provider

can be an independent external party, it can adsa bole that any of the other
players can assume. While certain functions cafilyebe attached to certain

players some cannot. The transmission of datarn&tance would be something
that the MNO would take care of since that is leseccompetency. The bank
would be best-suited to handle the financial agpecta transaction as they have
the necessary infrastructure. The question as toashld carry out the enrolment

process is still an open one.

Looking back at the mPayment applications and #w biometric payment
applications described in Chapter 4, a majorityhef applications are offered by
third party players and they are the ones that take of the enrolment process.
For pure mPayment applications, enrolment is simiglgally taking place online
with data being transferred to the mobile devicetwgen MNOs and banks, there
are more banks — six of them — that carry out emeok (be it online or within the
bank) than the two MNOs. Although Pay by Touch etbeperations, it remains a
good example for this thesis as it combined mPaysnand biometrics. Pay by
Touch used an enrolment model where most of thaildetere captured through
an application form online and the actual fingerptemplate was captured at the
POS terminal of the Pay by Touch merchant during first purchase. This
enrolment model carried out by Pay by Touch codddmpared to the entry visa
application process followed by embassies/consulafethe United States for
instance where the applicant has to fill in anmakapplication form that captures
all relevant data like the name, address, passigbails, employment details etc.
After this is filled in, the applicant makes an appgment with the embassy for an
interview and to capture the biometric templateisTZ+stage enrolment process
could potentially be a model that could be followked biometric mPayment
applications. However, rather than enrolling at @rchant terminal, it would be
the banks/MNOs/payment provider that carries oatsbcond stage of biometric

data collection.
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To a large extent, the player to carry out enroliwevuld depend on the business
model, the kind of players involved and which plaigethe main provider of the
mPayment application. Here we will only considenksmor MNOs as potential

players to carry out enrolment.

5.4.1. MNOs
The Mobile Network Operator has an existing billinglationship with the

customer and MNO personnel are more trained to lbamdbile devices. Also,
MNOs could easily enrol customers at the POS wiedling them a new mobile

device.

Where the actual authentication takes place cdstul@ay a role in deciding who
takes on the enrolment process. If the actual atitation was to take place
external to the mobile device, at the store POSitel for instance, then it might
be a better option for banks to take on the enmtmeocess. This is because there
IS an existing data transfer connection betweenstbee and the bank and the
fingerprint live template can be transferred alawith the transaction details to
the authorizing bank. However, in the model thats tlhesis proposes,
authentication is carried out within the mobile idevitself so as to minimize data
transfer overhead and to protect the mWallet onntlebile device. In the long
run, it is hoped that biometric mPayment becomestaquitous form of payment
than can be used anytime, anywhere. This meanshin@ustomer should be able
to use it at a store POS, for online transactiomsbile transactions, at vending
machines and even at ATMs. Providing authenticaabrthe POS (or rather
external to the mobile device) could mean that eaickhe different points of
transaction — vending machine, store POS, compuoiebjle phone — need to be
equipped with a fingerprint reader. This would leadtremendous costs and
increases the risk of equipment being tampered wgpecially at vending

machines.

A more simpler and “ubiquitous” method would bestxure the mWallet in the
mobile phone with fingerprint authentication. Tiway most of the computation

would take place within the phone. To pay, the @wmsr would access his
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mWallet and authenticate himself using his fingeftpThen, the payment details
would be transferred to the POS terminal using N&ghnology as in the case of
MasterCard PayPass. Such a system is less coneplitatimplement and more
cost-effective as only the mobile device need beipmpd with fingerprint
readers. Also, it reduces the number of differeiders the users would have to
interact with, therefore reducing the FRR as thepaliity in template samples

from different readers is eliminated.

Even if a separate payment provider were to offermPayment facility, it would
still be most feasible for the MNO to carry out @nrent: this would mean that
the payment provider does not have to invest in dvastructure required to
carry out enrolment. MNOs usually have multipleresoin each city through
which they market and sell phones and contracte& NMINO could use these
premises to carry out enrolment. The personnel wgrkor these MNO stores
usually have in-depth knowledge about mobile deviaad the security these
devices provide. Therefore, minimal additional rirag would be required of
them. Both bank and external payment provider epg@e would have to
undergo specialized training to understand how tdolnology behind mobile
phones works. Another reason, albeit a small atha fact that MNO stores are
open for longer hours during the week than banks this lets users walk into

their MNO store after working hours.

Another reason that speaks for MNOs to carry oublerent is that they can
directly market the BiMoP application to custome#so purchase a new mobile
device. If the customer decides to use the BiMqghtiegttion, he can directly enrol
when buying the new mobile device. In its simplesin, this would be ideal for
customers who would be using the mWallet just torisg cash. The cash credit
to be stored on the phone can be uploaded intalehize immediately with the
customer paying the MNO. The storage of credit delit cards gets a bit more

complicated. This would require a few more questittnbe answered:

» If the customer does not possess a credit cards theeMNO direct him to

apply with his bank and request him to return with credit card details or
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can the MNO accept the credit card application ehalf of banks and pass

them on for processing?

» Would the customer be able to use credit cardsllofsauing banks in
conjunction with mPayment? This would require atieal alliance between

all issuing banks and a horizontal alliance betwtaerMNOs and banks.

» Would the MNO be authorized to convert the custésnpayment cards to
“mobile” cards? Would the customer by himself be¢hatized to enter his
card details into the mWallet and start using theithout informing the

issuing bank?

5.4.2. BANKS
Banks enjoy a higher level of customer trust areihrs& be in a good position to

carry out enrolment since they already capture mapbd customer data as well as
perform a credit check on the customer. Banks hgars of experience in
payments and already offer various forms of paysidike credit cards, debit
cards, cheques, bank transfers and so on. Theyhalsoan existing relationship

with merchants and the necessary infrastructurpdgment transmissions.

Probably, the one advantage that speaks most fikskta carry out enrolment is
the level of customer trust they enjoy. In the gtadnducted by (Wiedemann et
al., 2008), 52.9% of the survey participants ansde¢hat they would prefer banks
to be the provider of an mPayment application. ©f%he respondents said that
they would use an mPayment application if it wefiered by their own bank,

while 58.5% of the respondents said they wouldamsePayment application if it

were provided by a renowned bank. However, (Wiedwmet al., 2008) continue

to state thatlt can be deduced that, to a great extent, thefgmence for banks is

based on purely subjective considerations of tle us(...)... and not necessarily
on an objectively-based feeling of triist

> Translation is author’s own. Original text:

“Daraus kann abgeleitet werden, dass die Prafer@mBanken zu groRen Teilen auf rein
subjektiven Erwagungen der Nutzer, das heil3t andreidiffusen und nicht notwendigerweise
objektiv begriindeten Vertrauensgefihl, beruht.“gééimann et al., 2008, p. 100)
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A table comparing the advantages of either the bankMNO carrying out

enrolment is shown in Figure 15.

Banks MNOs

Existing billing relationship with

High level of Customer Trust
customer

Already capture detailed customer
data and perform credit checks on
customers

Personnel trained to handle mobile
devices

Payment is core competency Easy in-store enrolment

Better face-to-face relationship

Existing merchant partnerships with customers

Figure 15 — Comparison of bank and MNO advantategiovide enrolment)

A disadvantage that banks have is that their peedoare not trained to handle
mobile devices, let alone enrol a biometric tenglasing a mobile device.
Although most banks have at least one branch iwithes where they operate, the
target group of biometric mPayments is not necégsarset of customers who
visit their bank’s branch to carry out their barkiactivities. Most of them use
online or mobile banking for bank transfers andview account status, have
direct debits set up for bill payments and withdraash at ATMs. For any

changes to their account, there is also the omtigrhone-banking. A visit to the

branch is hardly ever necessary with these chamveltable. Given these, it may
not be in the customer’s or the bank’s interestagy out enrolment at a bank
branch. Users are more likely to drop in at theM®lstore for various reasons: to
upgrade to a new mobile device with a new contraxtpurchase additional

equipment for their mobile devices or maybe in caSeepairs to their mobile

devices. The disadvantages of having either pantyy @ut the enrolment process

are given in Figure 16.
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Banks MNOs
Personnel will need training to Lesser customer trust when
handle mobile devices compared to banks

Step away from the otherwise
automated banking model

Opening hours are shorter when
compared to MNO stores

Figure 16 — Comparison of bank and MNO disadvarggge provide enrolment)

As can be seen from the above two tables, bothsanki MNOs have good

reasons to be the player carrying out enrolmene distomer trust that banks
enjoy should not be overlooked, however in termsasivenience, it might just be
the MNO stores that are tailored for carrying ohbg tbiometric part of the

enrolment process. Banks already store/own the paydata of customers; hence
it would make sense to have banks own all the ddteer than have it scattered
between banks and MNOs. This would also put théoowsr at ease with regards

to data privacy/security issues.

As mentioned earlier, a two-stage enrolment proassssed by Pay By Touch is
probably the ideal method to ensure a successtlreant process where the
customer is inconvenienced to a minimum. In thst fstep, the user would enrol
online with his bank providing the required detdilee name, address, mobile
number, name of MNO, as well as identification detdf the user is already

enrolled for online banking, most details couldtaken over. Once all details
have been gathered, the user could then visit N©Mtore; the staff at the MNO

should be able to pull up the online applicatiomfowith limited access — just

enough to be able to verify name, address andicatidn credentials. The user
would then get his biometric template enrolled atated on his mobile device
and the staff could confirm identity and ensureuker knows how to operate the
biometric mPayment application. The data gatheradnd the second stage

would be transmitted to the bank that carried batfirst stage of enrolment.
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6. Prospective Business Model for a BiMoP Application

The points discussed in this thesis can be tiedthsy and depicted in a business
model. A business model is essentially a framewhbakt presents the significant
aspects of a business idea. According to (Osteewadtl al., 2001), a business
model, specifically one that is used in an eBusinr@enario, can be defined as
“the architecture of a firm and its network or pars for creating, marketing and
delivering value and relationship capital to oneseveral segments of customers

in order to generate profitable and sustainablemree streams.”

From the above definition, the core aspects ofsan@ss model are:
(@) The actual service that produces value propositrom the customer
perspective
(b) Organization of the player network
(c) Cost and revenue management

(d) Relationship capital.

The actual service that provides value propositionthe customer and the
organization of the player network were discussedChapter 2. The intended
service is a convenient and secure payment appliicasing mobile devices; the
organization of the player network is presented gmrt of Pousstchi’'s MPRM
model. How cost and revenue are managed withinmngtisork will not be delved

into as it does not fall within the scope of thisdis.

Relationship capital is essentially the informatresources and investments that
serve the purpose of establishing good custometioakhip. The concept of
combining biometrics and customer relationship nganzent (CRM) has been
discussed by (Bohnet, 2009). Bohnet has defined @RM...a long-term process
that uses technology to support the goals of defigecustomer satisfaction to
produce long-term customer loyalty, and using smavestments to affect
customer motivation and ultimately behaviour: i tbustomer won’'t use a new

technology, it is a bad investment.”
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This definition sums up the key criteria for thecsess of a new technological
innovation: for a new technology to be successhd,customer has to be willing
to use it. In her book, Bohnet discusses how bidosetan be used to improve
CRM for both the customer and the comp&nin this context, biometrics is used
as a tool to improve the relationship between t&tamer and the company. In
BiMoP, biometric authentication is part of the puotloffered to the customer. A
combination of these two ideas — using biometmcthe CRM process as well as
for payments — would be taking a further step ia dhirection of an ubiquitous

“instrument” that the customer can use to iderdifigl verify himself.

Key to the success of BiMoP applications are customeceptance and a working
cooperative model between the different players;dahoperation between players
Is also necessary from the viewpoint of enrolmeising a two-stage enrolment

process would require horizontal and vertical attiess between banks and MNOs.

For any business model, it is important to keepnind the mission, structure,
process and revenues associated with the busohegsgBouwman, Faber, Haaker
et al., 2008). For the purpose of this thesis, wkfallow the framework laid out
by (Bouwman, Faber, Haaker et al., 2008) in thenfoif the STOF Model. The
STOF model is then applied to formulate a businesglel for a biometric

mPayment application.

6.1. The STOF Model ¥
The STOF model was designed to provide a theotdtiamework for business

models that caters specifically to mobile servickslooks at a prospective
business idea from a service perspective; therdyiforce behind the model is the
service/value that the new service provides tactistomer.

STOF stands foiService, Technology,Organization andrinance. These four
areas constitute the model and are known as domdinsse domains are

dependent on each other and each domain has adetign variables that define

¢ Bohnet also discusses CRM from a government'speetive, but this does not relate to this
thesis.

" Unless otherwise mentioned, STOF domains and desigables referenced from (Bouwman,
Faber, Haaker et al., 2008) and the critical designes from (Bouwman, Faber, Fielt et al., 2008)
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the domain. Based on these variables are theardesign issues (CDI); the CDls
were derived from the analysis of case studiesxtiag mobile services. From
the mPayment scenario, the cases that were analysedMoxmo, Mobile2Pay
and Mobipay (Bouwman, Faber, Fielt et al., 2008,78). Finally, the STOF
model has two critical success factors (CSF): ecustovalue and network value.
These measure the success of certain CDIs; apfheation is still in its design
phase, the CSFs will not be discussed further.sdromarize, each domain in the

STOF model is made up of:

» Design Variables
» CDlIs

* Critical Success Factors

Essentially the STOF model consolidates and organall important features
required to technically implement and market an ynfent application into the
market into specific domains. The model — showrFigure 17 — is described
below and a business model for a BiMoP applicaiamefined. It is assumed that

the customer possesses a mobile phone equippe@ Witherprint reader.

MARKET OPPORTUNITIES
2.9. Individualization. aging

L

BUSINESS MODEL
SERVICE
OFFERING [
\alue proposition
Market segment
ECONOMIC VALUE
TECHNICAL DEVELOPMENTS L 4 e.g. profit, branding
e.g. UMTS, Web services FINANCE
| I— ARRANGEMENTS
Cost structure
Profit potential
CUSTOMER VALUE
e.g. usefulness

REGULATORY CHANGES

e.g. Privatization of social sscurity
role of regulatory authority

Figure 17 — STOF Business Model Framework (Bouwetaah., 2005)



136

6.1.1. Service Domain
As mentioned before, the STOF model takes a sepand&ric or value-centric

approach in defining the business model. The fpoait of the model is the value
proposition that the offered goods/services holduiBman, Faber, Haaker et al.,
2008). Therefore, to define the service domainy fimsign variables that relate to
value proposition are used. These are:

(@) Intended Value
(b) Delivered Value
(c) Expected Value

(d) Perceived Value

(@) Intended Valuelntended value is the value that the providenglt offer to

the end-user through the service/product. It isetbasn this value that the
functional and technical specifications for the dawrct are laid down.
Consequently, the intended value affects the TdolggaDomain as well as the
Organization Design.

The intended value behind a BiMoP application is dffer an mPayment
application, which is more convenient to use thdhei available payment

options, and to secure this using fingerprint veation.

(b) Delivered ValueThe delivered value is the actual value that thd-w@ser
experiences. This could differ from the intendeduga Although the provider
may plan on offering a certain value/service to ¢me-user, the actual product
itself may lose some of the specifications durimg implementation process. As a
result, the intended value and the actual deliveedde may differ.

As the BiMoP application is still in the design gkathere is no delivered value to
be described. The aim would be to be as closedonttended value as possible
without compromising on factors like security anoheenience. As the STOF
model is dynamic in nature, the delivered value idilow into the business
model when the application is launched.
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(c) Expected ValueExpected value is what the end-user expects optbéuct.
This expectation is usually based on factors like wffering company’s
reputation, trust in the company, financial aspdi&es cost of service or cost of
the mobile device and the customer's previous egpee with similar
products/services.

To a certain extent, the value expected from a payment application/option
depends on the main player who is providing themmayt option. The more the
end-user trusts the player, the more “reliable” éhd-user would expect the new
payment option to be. In the business model asritbeschere, banks would be
offering the BiMoP application and hence the expéatalue could potentially be
high.

(d) Perceived ValuePerceived value is what the customer eventuaiheeences;

it is what value the user actually sees in theisefproduct. The perceived value
depends on what the customer expects and the deliwalue. The higher the
delivered value or the lower the expected value, ltygher the perceived value
will be. Perceived value is what decides how sssfté a product will be; the

better the perceived value, the more satisfiedctrstomer will be and the better
the penetration rate will be.

However sophisticated a product might be, if therudoes not perceive it to be
valuable, he is not going to use it. As mentionedChapter 1, the perceived
security of mPayments is quite low. This in turfeefs the value the end-user
associates with the mPayment application. As thaymnt application will be

using biometric authentication for security, thecusdy apprehension could

perhaps be reduced or even removed.

CDlIs

Four CDIs were identified for the service domaimede are target group, value

elements, branding and customer retention.

Target Group: It is important to identify the target group eaoly since the target
group would hold a bearing in deciding the userumegnents as well as
marketing strategies.
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While it is more and more younger people/adolesceartio are tech-savvy and
use the latest applications in the market, they may necessarily be the
appropriate target group for a BiMoP applicatioheif payment patterns usually
lie in the micro-payment area; providing biometsaxcurity for a micro-payment
may not be feasible from the perspective of thevigery. Given this, the best
target group to market a BiMoP application to wobklthe working population
and even students with a steady income. Essentiilyould represent the same

target group that is covered by credit card comgmni

Value Elements:Depending on the target group, the value elemanetsiefined.
The value elements are essentially the charadbsrisff the service that are
important to the end-user. This could be lateshrietogy, speed, ease of use,
fancy GUISs, trust, customer support and so on.

The value elements that a BiMoP application shoptdvide are mainly
convenience and security. The idea behind mPaynsetd let the user make
payments without using cash or plastic, therebyiekting the necessity to carry
around either of them; this makes mPayments morevetoent than other
payment options. Easy retrieval of data in castsd or damage of the mobile

device could be another potential value element

Branding: The issue obranding was found to influence the perceived value of
the end-user (Bouwman, Faber, Fielt et al., 2088) mentioned earlier in the
thesis, trust plays an important role in custonoeeptance of a new application.
Therefore, offering a service under a brand nanag tthe target group identify
with or are familiar with could enhance chancethefsuccess of the service.

The BiMoP application should be marketed by a pldlyat the user trusts and is
able to identify himself with. As banks enjoy aling level of customer trust, they
would be in the best position to market the BiMglacation under their brand,

with MNOs as partners.

Customer Retention: Customer retention can be achieved using marketing
strategies that keep the end-user satisfied. Regaexisting customers is usually

much more cost-effective than attracting new ottesiefore, it is vital to ensure
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that the customer is happy with the service pravidgne way of achieving this is
by providing adequate support to the end-user.

As it is a new application, the user may need tse in the first few months of
using the application. Also, there should be miniteahnical difficulties and the

number of false rejects and false accepts shouldibenal, too. As an incentive,

a loyalty scheme could be used that offers theoowst certain benefits after a
certain period of time of after he has made a sertamber of payments with the

BiMoP application.

6.1.2. Technology Domain
The specifications in the service domain are taedl into technical structures;

this is done in the technology domain. The requineddware, software and
architecture is described in this domain. The feifgy are the design variables of

the technology design:

(a) Technical Architecture
(b) Backbone Infrastructure
(c) Access Networks

(d) Service Platforms

(e) Devices

() Applications

(g) Data

(h) Technical Functionality

(a) Technical Architecture: The technical archibeetprovides an overview of the
technical design and ties together all the desigriables in the technology

domain. It also specifies whether the architectuteutilize:

> Centralized Vs. Distributed Architecture
» Open Vs. Closed
» Interoperable Vs. Non-interoperable

For a BiMoP application, the main question wouldafeether the application will

follow a centralized or distributed architecturenfr the perspective of where the
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biometric reference template is stored, where #ngnent details are stored and
where the actual verification process is perforngtdring the biometric data on
the mobile deviceeliminates the requirement of data transfer andldvepeed up
the payment process. However, maintaining a centpy of the data would be
helpful in the case of theft or if the user losesrhobile device. An idea might be
for all the data to be stored on the mobile dewbde maintaining a central copy
which is updated on a daily basis and which the cae manage, similar to online
banking or the RBC Mobex web portal explained iraftler 4. The next question
that needs to be answered within the technicalitaathire framework is whether
the system will be an open model or a closed maolelensure that the BiMoP
application is available to all users, an openeysivould be the most appropriate
model, so that customers of all networks/banks/phomodels can use the

application.

(b) Backbone Infrastructure: This refers to thevwek infrastructure to be used. It
encompasses network specifications, the kind ofdwaith used and similar
characteristics.

The BiMoP application would be based on the exgsticard payment

infrastructure for payment authorization.

(c) Access Networks: Access networks describe hwosvend-user would have
access to the network — it decides whether theexffeervices will run on a fixed

or wireless network, whether it will be accessitlleough hotspots and similar
issues.

Being a payment system, the application shouldvbdable everywhere. Most of

the payment data will be transferred over the paymefrastructure at the

merchant’s site. However, there needs to be a bpghlan in case either of these

networks should fail.

(d) Service Platforms: This includes aspects Ihe technology used for billing,
for CRM, authentication and all other middlewarevexs. In the context of this
thesis, the service platform variable is very digant as it is concerned with

authentication.
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All of these are vital aspects of a BiMoP applicatas they differentiate it from
other payment options and give it a value-asiting should be carried out by

the provider of the payment application, which in his case is the bank

Authentication is obviously done through fingerpruerification. The scope of
CRM in such an application involving a variety dhyers is quite large and
complex. While the primary responsibility might lath the billing party as he is
the one who has the relationship with the custoraérplayers need to be
involved in CRM in some form or the other so asnaximize the benefits for the

customer as well as the player.

(e) Devices: This refers to the devices requireds® the product/service.

Being an mPayment application, the main device wiktbe used is the mobile
phone itself. Other secondary devices that maydeel are the POS terminals at
the vendor site.

(f) Applications: This refers to the software re®ui to run the product/service.

To provide a BiMoP application, an mWallet that tii@s the payment part as
well as the biometric authentication software guieed. Essentially the mWallet
should be capable of storing payment data and congpthe biometric template
to the reference template. It would be more cosedfe to outsource the

software and then train in-staff members on hows® and support the system.

(g) Data: This variable describes how the data flei be. It defines whether
there is a data transfer requirement, if it need$d real-time and the volume
involved.

Most payment data transfer will take place at tleaant’s POS terminal. Other
data — like for instance update to personal datditian of credit card details or
addition of funds — can be added on the mobile adeviself or online and

synchronized with the central back-up copy.

(h) Technical Functionality: This describes the dumnality offered by the

technological system as a whole.
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CDls
There are five CDIs in the technology domain. Thase security, Quality of
Service, System Integration, Accessibility for Gusers and management of user

profiles.

Security: From the point of view of this thesis, securityti®@ most important
part. The issue and significance of security hesadly been discussed in Chapter
2; the perceived security of mPayments in very IGwe use of fingerprint

verification is meant to remediate this situation.

Quality of Service (QoS):QoScovers the delivery of the technical functionality
as well as the support provided. It is distinguisbg the support offered and the
overall experience felt by the customer. Especialg biometric application, the
QoS offered is very important since the user is mewhe technology and may
need more assistance specifically during enrolnagrt in the initial phase of

using the BiMoP application.

System Integration: System integration refers to the easy assimilatbrthe
application into the existing facilities withoutetluser having to change or add on
new technology.

The BiMoP application should be easily integratetbithe existing mobile
device; the required software should either beadlyeon the mobile device or it
should be easily downloaded to the device at amgr lame. The hardware
required for biometric authentication may be a peolh most mobile handsets
available today are not equipped with a fingerpraader. This would mean that
users would have to invest in a new mobile handsatch they may not be
willing to do. However, if speaker recognition isadl instead, then there is less of

a problem since all phones have the required miooes.

Customer Accessibility: The end-user should not have to have difficulty in
gaining access to the new service: this defineomer accessibility.

The user should have easy access to the BiMoPcafiph and the installation
should also not be a problem. The easiest way tthdowould be to have an

application that can be easily downloaded ontaues’s phone.
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Management of User Profiles:The management of user profiles completes the
list of CDIs in this domain. Creating a user pmfhould be easy from the user’s
perspective; privacy and data protection come iy here and a balance
between access to the user’s data and his priveaysto be maintained.

Users should be able to manage their accountssdg aa they would in an online
banking session. The user ID should be createdhg@mrolment; the user should
be able to easily add on new payment details ettireugh an online portal, the
mobile device itself. He should be able to set np payment option from the
mWallet — either one specific card or using prep=adh value — as the standard
payment option. In the study conducted by (Wiedematn al.,, 2008), the
respondents indicated that they would prefer taupebne payment option as the
standard and change it in between if need be. &riwas discussed in Chapter 5.
Essentially, the customer needs to be ensuredhikadata — both payment and
biometric — are secure and will not be misused.il8rty, personal privacy is
ensured by keeping the fingerprint reader on thdil@adevice rather than a

public one.

6.1.3. Organization Domain
The organization domain defines the network of @tayand their roles. A large

part of the design variables in this domain havenbdescribed in Chapter 2,

however not explicitly as design variables. Theglesariables are:

(a) Actors

(b) Value Network

(c) Interactions & Relations

(d) Strategies & Goals

(e) Organizational Arrangements
(H Value Activities

(g) Resources & Capabilities

(a) Actors: As already discussed in Chapter 2,dtters are the various players

involved in offering the service.
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From a BiMoP perspective, the main players involaegithe MNO and the bank.
The bank will be the main payment provider who ieariout enrolment and has
the billing relationship with the customer; the MN©in charge of the technical
support for the mWallet including the collectiontbe biometric template. Other
players like the mobile device manufacturer, whe twafit the mobile phone with

the fingerprint reader, are more passively involved

(b) Value Network: The value network defines thdugachain between the

various players and how they interact with eacleioth

The simple mPayment value chain network betweenvHr@us players was

discussed in Chapter 2. Implementing fingerprintific@tion in mPayments

changes this value chain. This change starts rghthe beginning with the

registration/enrolment phase, which is carried ioutwo stages. The mPayment
value chain as depicted by (Contius et al., 20@3Yyevisited here and the
biometric factor will be applied to it. A major &&fence to the value chain is the
order in which the different phases take placea ihiometric mPayment value
chain, the authentication phase now comes befa@énthation phase. Figure 18

depicts the new BiMoP value chain.

Phases affected by Biometrics
Fegis- Suthen- [rutia- & ntho- Cap- Clear- Settle- Ilanage-
tration tication tion, rzation turing ing ment ment
Figure 18 — The Biometric mPayment Value Chain (@werk based on (Contius et al.,
2003))

Registration/Enrolment: While previously there wasn’'t the necessity for an
explicit enrolment, it now is carried out in twages — in the first stage the user’s
personal data is collected online and in the sestemge the fingerprint template is
collected. The user’s identity needs to be veriiad he needs to be trained to use
the BiMoP application.

Authentication: Probably the biggest difference when compared he t
mPayment value chain is the authentication phabke. dctual replacement of

contemporary authentication methods with fingetpverification takes place in



145

this phase. Also, while in current mPayment applcs, the authentication takes
place after initiation, the authentication now égjuired to release the payment
data to the merchant and is performed locally ratinen on a central server. The
authentication process becomes the first stepympat initiation.

Initiation: After authentication, the user now transfers tagnpent details to the
merchant. This would equate to the initiation phafsthe original value chain. In
a BiMoP application as proposed in this thesis tould incorporate transferring
the data through NFC technology.

Authorization: The authorization process would function the samsy as
before. Should the customer be using a prepaidevstiored in the mWallet, the
authorization step would also be carried out inrttabile device and would only
comprise of a check to see if the prepaid valueccarer the transaction amount.
Capturing: The capturing phase remains unchanged too. Tlsetieei optional
addition of transferring the transaction confirrmatito the customer’s mobile
device. This would be done over the NFC interface.

Clearing: As clearing is entirely a back-end process, thigmse remains
unchanged.

Settlement: Settlement remains fairly unchanged too. In cdsasong prepaid
cash value from the mWallet, there is no settlemenetit card transactions will
be settled by the conventional credit card bill alebit card amounts will be
deducted from the customer’s bank account.

Management: The Management phase does not change either.uldvetll deal
with all the post-settlement customer interactidine player who is actually

responsible for this phase would be the bank.

(c) Interactions & Relations: This variable defirtbg relationships between the
various players. The interactions and relations$ éxast in a BiMoP application
can be set at various levels; to simplify the iatéions, it is best if the merchants
work directly with their acquiring banks and theerss directly with their

MNOs/issuing banks.

(d) Strategies & Goals: In cases where there arlipteuplayers involved in

providing a new service, it is important to lay dowontracts that specify the
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legal obligations each party holds. This is becamsgy player has a different
core competency and therefore a different set rateggies and goals. To ensure
that there is no opportunistic behaviour on thespaf the different players, there
needs to be legally binding contracts and reguiatiaid down beforehand.

The strategies and goals of each player are nibieiscope of this thesis and will
therefore not be covered here.

(e) Organizational Arrangements: The more the nurabplayers, the greater the

interdependencies between them and the more cortiexalue chain gets. Due
to this, the roles and responsibilities of eaclyglaneeds to be clearly defined and
an organizational arrangement needs to be mapged ou

The organizational arrangement lays out the role$ @sponsibilities of each

player. These have already been laid out in Ch&pter

(f) Value Activities: These are the activities tlzaplayer takes over in the value
chain to deliver the required service.

The value activities have already been describatkuhe value network; it
specifies which player takes on which activityhe tvalue chain.

(g) Resources & Capabilities: To build the valueainh the responsibilities,
technical architecture, technical resources andlolpes are needed. These are
defined in the resources and capabilities desigiavia.

The resources and capabilities of each playera@trenrthe scope of this thesis and

will therefore not be covered here.

CDls
The CDIs in the organization domain are partneecn, network openness,

network governance and network complexity with refee to the value network.

Partner Selection: Partner selection refers to the choice of othaygls in the
network as well as whether different functionatiteae outsourced or provided in-
house.

As we are building on the existing credit card mpd®artner selection is

simplified: the same set of partners are taken énoen the credit card network,
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with the addition of the MNOs, mobile device mamtfmer and the software

house providing the mWallet with fingerprint autheation.

Network Openness: Network openness refers to the ease with whichew n
player can join the existing value network.

For a BiMoP application, a walled garden model widug more appropriate. This
ensures that the network of merchants and new bankKdNOs can join the
network at a later stage making the applicationilalvig to a wider range of

customers as well as in a wider range of stores(ss=.

Network Governance: Which player takes onetwork governanceis also an
important question that needs to be answered. & Veand that network
governance was usually taken on by the player wheldped the idea or who
had direct access to the customer.

The best player to manage the network would beb#rk since the bank is the

player offering the BiMoP application.

Network Complexity: Network complexity refers to both the technical
complexity as well as the complexity of the valuwork between players. All
the players and their technical systems may nedzktoonnected to each other
and this could result in a very intricate netwofls an example, in the case of
credit cards, the merchants form part of the vaheéwork and add to its
complexity. The credit cards firms reduce netwasknplexity by designating the
management of merchants to acquiring banks.

As mentioned earlier, the complexity of the netwoak be reduced by designated

the management of merchants or acquiring bankim$tance.

6.1.4. Financial Domain
As the name suggests the finance domain defineBritwecial structure required

to offer the service/product. This consists of élssociated costs, the investments
expected by each player and the revenue sharing@lmbs the financial domain
is not within the scope of this thesis, it will o discussed in detail. The main
points that would need to be decided before goimepd with a BiMoP project is

to decide from where the capital for the investmiengoing to come from and
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how much it will need to be. Also, the revenue sltamodel will need to be
decided upon. The most important design varialdefthis domain that we will

discuss will be the pricing variable. The designiables are:

(a) Investment Sources
(b) Cost Sources

(c) Performance Indicators
(d) Revenue Sources

(e) Risk Sources

() Pricing

(9) Financial Arrangements

(&) Investment Sources: One of the most significurestions that need to be
answered in the finance design is where the invastms coming from; the actual
scale of the initial capital depends on the desigmices made in the service and

technology domain.

(b) Cost Sources: This refers to the costs involwvedunning the application;
apart from the general fixed and variable costsegded in offering a
product/service, there are also the costs involiredmaintaining the value

network.

(c) Performance Indicators: Performance indicatars required to make a
judgement on how the product is doing in the markitese kind of financial
performance indicators include Return on Investn{&®I), market penetration

rates, usage statistics etc.

(d) Revenue Sources: Revenue need not always camethe end-user; some
services, especially those that are provided frieeost have other sources of

revenue like for instance, advertising.

(e) Risk Sources: Sources of risk include the fettors faced in offering the

applications, including those that impact the ott@mnains.
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(f) Pricing: Whether and how the end-user is gdmype charged for the services
is laid down in pricing. As such, this is the orflgance design variable that
affects the end-user. Therefore, when deciding razing, factors like the target
group and the existing payment models customersage to be considered.
Pricing a BiMoP application is a difficult desiganable to handle. Being a new
payment application, the application needs to bee@drlow or even be offered
free in order to appeal to customers. Especiallyssace the user will have to
invest in new handsets in the case of fingerpreitfication. However, the entire
value chain will also be investing in the new BiMapplication and hence would
need to charge for the service in order to ensuretarn on Investment (ROI).
The pricing could also follow the credit card modet charge the user an annual
fee. In case of offering the payment free of chargleich would be ideal, the

players may be able to receive revenue througlr stheces like advertising.

(g) Financial Arrangements: This is where the resesharing model, the cost
sharing model and so on are described. From the pbview of the players, this
might be the most significant finance design vddads it depicts how the profit
and costs are shared between the various players.

The CDIs identified by (Bouwman, Faber, Fielt ef 2D08) affecting the finance
domain are pricing, division of investments, digisiof costs and revenues and
valuation of contributions and benefits. Pricingtloé service should be such that
the customer is willing to pay for the service whdt the same time ensuring a
profit for the value chain. As with any new servitieere is a certain amount of
risk and investment associated with the producbu{@nan, Faber, Fielt et al.,
2008) describe how companies have either outsouhmetechnical development
of the product to reduce investment; another exartipd authors mention is the
use of pilot projects that aid in gauging the iestrand success rate of a new
service/product to minimize risk. The valuationaaitributions and benefits of
each player is important in order to decide onasifde revenue sharing model.
The more the player contributes to the value chtda, more his share in the
revenue model. The final CDI is the division of so®nd revenues. While
dividing the costs and revenues between the diffepayers, each player's

individual profitability as well as that of the meirk needs to be considered.
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7. Summary & Conclusion

7.1.  Summary
The concepts of mPayments, biometrics and how tteséde combined to form a

BiMoP application were discussed in this thesise Tactors that need to be
considered — technical, economic as well as froenhitbhman perspective were
illustrated and finally, a business model basedhenSTOF model was proposed,
to tie it all together. The importance of playeoperation, customer acceptance
and the perceived security were emphasized as tasipet could be decisive in

the success of the BiMoP application.

To conclude, let us revisit and answer the reseguelstions:

How is customer authentication done in contemporary mPayment

applications?

Most mPayment applications in the market use PiNsuthenticate the user.

Geographic differences as well as the type of pagehmade also influence the

kind of authentication used.

* Most Indian mPayment applications seem to use &i6-HIN rather than
conventional 4-digit PINs.

 Most mTicketing applications that are based on mitay, like the RMV
Hanau HandyTicket do not seem to have an explidgihentication process,
probably because these are micro-payments witlrikkyv

 Only in very rare instances is biometrics used; Pgy Touch was an
mPayment application that used fingerprint verifma for authentication.
While not an mPayment application, digiPROOF usagefprint verification
to authenticate a user.

Is biometric authentication more suitable than conémporary authentication
methods?
Present authentication processes work with no ssshewever, the author

suggests using biometric authentication for thiowahg reasons:
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» Contemporary authentication methods like PINs aadswords can be
cracked and object-based authentication methodgdikens can be stolen.
A biometric cannot be cracked or stolen easilgnce, it is more secure.

* Convenience is another advantage that biometridsr.ofPINs and
passwords can be forgotten, just like tokens camisplaced.The user
does not have to remember his biometric and cahosé¢ it (unless
through a physical accident).

* Biometric techniques enable better auditing of paymtransactions.
Biometrics cannot be transferred; this deters frand “buddy-punching”.

* Being non-transferable makes biometric authentbcapowerful against

repudiation. The user cannot deny having initidtedpayment.

What factors should be considered during the biomeic enrolment process?

Following factors need to considered for enrolment:

An aspect that cannot be stressed enough is estagjithe true identity of the
person wanting to enrol*A user who enrols in a biometric system under a
false identity will continue to have a false id@gntverified with every
successful biometric matcl{Nanavati et al., 2002, p. 11).

An alternate method of authentication is requiredase the user is unable to
use biometric authentication. People with injuredyérs or disabilities should
still be able to use mPayment; for such a situatspeaker verification could
be used as an alternative.

To ensure seamless enrolment, the customer nedusuell informed about
the entire process: enrolment, the authenticatmmy mPayment works and
what happens to his data behind the scenes.

The threshold value needs to be variable deperatirtge customer. It will be
based on the training samples acquired during e,

The personnel carrying out enrolment — the MNOesfmersonnel in this case
— need to be trained well to do this; they shdaddable to train the user how
to place his finger on the reader; they should ble & differentiate the
“sheep” from the “lambs” and consequently decideatmireshold value to

use.
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* How the actual enrolment takes place needs to bieletk In this thesis, we
recommend that it is performed in two stages:|firdhe online registration
which captures all personal data like name, addnessfication document
numbers, mobile number, MNO and payment data; sk¢gothe enrolment of
the biometric template which is done with the MN&E¥en though the MNO
performs the biometric enrolment, the bank wouldh® eventual owners of

all data.

Which biometric is best-suited for use in mPayment®hy?

With ever decreasing mobile device size, the chofcine biometric suitable for
mPayments is limited; fingerprint verification agpleaker verification were found
to be best for authentication in mPayments. Thecehawas made based on a set
of technical, security and business factors as agltonsumer acceptance, which

are summarized into a criteria catalogue (see @nh&pt These include:

» Device Size

e Size of Biometric Template
» Cost-effectiveness

* Response Time

* Enrolment

* Ergonomics

» User Perception

7.2. Conclusion & Future Outlook
Both mPayments and biometrics are not new techredogmPayment

applications have been surfacing for almost tenrsyed was predicted that
mPayments would become the standard form of payméhin a few years. In
2010, mPayment as a payment option is pretty mtitlwbere it was ten years
ago. There have been advancements in terms ofdiegynwith the introduction

of NFC-based payment applications. However, othan for mTicketing, paying
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using a mobile device is not as widespread as # feeecast to be. It is not the
lack of technology that hindered the progress oaymient, but more the:

* Lack of a standardized platform

» Lack of necessity for a new payment option

» Failure to be recognized as more a convenient mbgdayment.

* Perceived level of security

In this thesis, mPayment meets biometrics in aonreto improve the overall
security and the perceived security of an mPaynapglication. Biometric
technology also comes with hindrances, one beiagtiminal stigma attached to

it, especially fingerprint verification.

The BiMoP business model as described in Chaptan%nly be successful if:

e Biometrics lose the criminal stigma attached tonth€Bohnet, 2009) gives
two possibilities for biometrics to become a moraimstream authentication
method: (a) With biometric authentication being cgoéd in immigration,
border control and identification documents likesg@orts and national IDs,
the user may get accustomed to authenticating MHimseng biometric
technology and (b) the user recognizes, by meam®minercial applications
like digiPROOF or even securing laptops, that bitioge improve their

security and is more convenient to use. He startsust the system.

* The problem of having mobile devices equipped Wittlgerprint readers and
NFC technology is resolved. Not all phones in thespnt market have these
features. However, it is up to the MNOs to drivestiMNOs along with
mobile device manufacturers can equip phones \igse technologies. NFC
technology could be used for various other formsdata transfer and
fingerprint verification could replace the PIN ugedunlock the phone as well
as to secure other applications/data on the mdbewée. With mobile devices
becoming more than just phones and more like sfoaths of computers,
users can secure confidential data, work-relatetemah and possibly even
IDs on their mobile device. It is up to the MNO rimarket these options as

carriers of convenience making the mobile deviedhe-stop device that all
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mobile device users carry on them anyway, and ngaikithe only thing they
need to carry around; eliminating wallets, cardd gwotentially even

briefcases.

MPayment is seen as adnvenient necessity There is no doubt that
mPayment is a convenient form of payment. The m&Valescribed in the
business model eliminates the need for plastid) easwell as loyalty cards. It
eliminates the need for paper receipts as all aetion data can be stored in
the wallet. The user will not need a wallet anymd#ewever, the customer
needs to be convinced of all these; this will némde done by the major
credit card providers and driven through the isganks. If the big brands
like Visa International, MasterCard and Americanpiess market “plastic-
less” credit cards and the mWallet under their Orimgos and get a standard
out that the issuing banks can follow, it wouldnigrius one step closer to a

successful BiMoP application.

There is a future for BiMoP. However, the futurenad here yet.
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